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Linux Standard Base Development Kit for application
building/porting

Rajesh Banginwar Nilesh Jain
Intel Corporation Intel Corporation
rajesh.banginwar@intel.com nilesh.jain@intel.com
Abstract validating binaries and RPM packages for LSB

conformance. We conclude with a couple of

. . case studies that demonstrate usage of the build
T.he L|r.1ux Standard Base (LSB) .spe.mfles theenvironment as well as the associated tools de-
bmary mterf_ace between_ an appllc_atlon and &cribed in the paper.

runtime environment. This paper discusses the

LSB Development Kit (LDK) consisting of a

build environment and associated tools to assist

software developers in building/porting their _ )
applications to the LSB interface. Developersl Linux Standard Base Overview

will be able to use the build environment on

their development machines, catching the LSB

porting issues early in the development cycleThe Linux* Standard Base (LSB)[1] specifies
and reducing overall LSB conformance testingthe binary interface between an application and
time and cost. Associated tools include appli-2 runtime environment. The LSB Specifica-
cation and package checkers to test for LSBION consists of a generic portion, gLSB, and

conformance of application binaries and RPMan architecture-specific portion, archLSB. As
packages. the names suggest, gLSB contains everything

that is common across all architectures, and
This paper starts with the discussion of ad-archLSBs contain the things that are specific
vantages the build environment provides byto each processor architecture, such as the ma-
showing how it simplifies application develop- chine instruction set and C library symbol ver-
ment/porting for LSB conformance. With the sions.
availability of this additional build environment
from LSB working group, the application de- As much as possible, the LSB builds on ex-
velopers will find the task of porting applica- isting standards, including the Single UNIX
tions to LSB much easier. We use the standar&@pecification (SUS), which has evolved from
Linux/Unix chroot utility to create a con- POSIX, the System V Interface Definition
trolled environment to keep check of the API(SVID), Itanium C++ ABI, and the System V
usage by the application during the build to en-Application Binary Interface (ABI). LSB adds
sure LSB conformance. After discussing thethe formal listing of what interfaces are avail-
build environment implementation details, theable in which library as well as the data struc-
paper briefly talks about the associated tools fotures and constants associated with them.

o]l oe
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LSB Components
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Modules

File System
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Graphics Module:
libX11, libXt, libXext,
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C++ module:
libstdc++

Figure 1: LSB Components

1.1 Components of LSB 3.0 All LSB compliant applications use a special
program interpreter:/lib/ld-Isb.s0.3
for LSB version 3.0 instead of the traditional
Figure 1 shows the components of LSB 3.0 in-/lib/ld-linux.so0.2 for IA32 platforms.
cluding the set of libraries covered in the spec-This program interpreter is executed first when
ification. For applications to be LSB compli- an application is started, and is responsible for
ant, they are allowed to import only the speci-loading the rest of the program and shared li-
fied symbols from these libraries. If application braries into the process address space. This
needs additional libraries, they either need to b@rovides the OS with a hook early in the
statically linked or bundled as part of the appli-process execution in case something special
cation. needs to be done for LSB to provide the cor-
rect runtime environment to the application.
As the LSB expands its scope, future specificaGenerally, /lib/ld- arch -Isb.s0.3 or
tion versions will include more libraries. /lib64/1d- arch -Isb.so.3 is used for
other 32— or 64—bit architectures.
In addition to the Application Binary Interface
(ABI) portion, the LSB specification also spec-
ifles a set of commands that may be used in
scripts associated with the application. It also
requires that applications follow the filesystem
hierarchy standard (FHS)[7].
The next section discusses issues involved in
Another component of the LSB is the packag-porting/developing applications to LSB confor-
ing format specification. The LSB specifies themance along with the basic requirements for
package file format to be a subset of the RPMhe same. The section ends with the overview
file format. While LSB does not specify that of LSB development kit to help with the task.
the operating system (OS) distribution has torhe subsequent sections discuss alternate stan-
be based on RPM, it needs to have a way talalone build environments and case studies
process a file in RPM format correctly. showing real applications ported to LSB.
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LSB Development Kit

Validation Tools

Binary checker -
appchk

Standalone build

Wrapper tool - Lsbcc

Package checker -
pkgchk

Figure 2: LSB Development Kit

2 Porting/Developing applications
to LSB

and validation tools to verify for LSB con-
formance of application binaries and pack-
ages. LSB WG today hdsbcc/Isbc++
a gcc/g++ wrapper tool which serves as a
build environment as discussed in a subsection
below. The second build environment which
we are calling a standalone build environment
is the topic of discussion for this paper. Be-
fore we discuss that build environment in detail,
let’s talk about the validation tools and existing
build tools briefly.

2.1 Validation Tools in LDK

This section starts the discussion with require-

ments for porting or developing applications to
LSB. The application binaries will include ex-

ecutables and Dynamic Shared Object (DSOE

files.

Limit usage of DSOs to only LSB-
specified libraries. Applications are also
limited to import only LSB-specified sym-
bols from those libraries.

e Use LSB-specific program interpreter
/lib/ld-1sb.s0.3 for 1A32 and
/lib/ld- arch -Isb.s0.3 for other

LSB-supported architectures.

Use ELF as specified by LSB for created
binaries.

Use LSB-specified subset of RPM for ap-
plication package.

For
non-trivial task to port or develop applications
to LSB. The LSB WG provides a development
kit shown in Figure 2 to assist application de-
velopers in this task.

The LDK mainly consists of build environ-

many application developers it may be ap 2

There are two validation tools delivered as part
f LDK. These tools are to be used as part of
SB compliance testing for application bina-
ries and packages.

1. appchk : Thistool is used to validate ELF
binaries (executables and DSOs) for their
LSB conformance. This tool will work
hand-in-hand with the build environment
as discussed in the later sections of this pa-
per. The LDK Case Studies section details
the usage of this tool.

. pkgchk : This tool new for LSB 3.0 is
used for validating application packages.
The tool makes sure that the package uses
the LSB specified RPM file format. It
also validates the installation aspect of the
package for FHS conformance.

Isbcc/lsbe++ — Existing build tool

In the last few years, the LSB WG has been pro-
viding a compiler wrapper, calledbcc and
Isbc++ , as a build tool for application port-
ing. Isbcc orlsbc++ is used wherever build

ments to assist application developers withscripts usecc org++ respectively. The wrap-

porting/development of applications to LSB

per tool parses all of the command line options
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passed to it and rearranges them, inserting a fevgolated directory hierarchy is built from source
extra options to cause the LSB-supplied headpackages and is completely independent of
ers and libraries to be used ahead of the normais host environment. With the development
system libraries[6]. This tool also recognizesof this tool application developers will have
non-LSB libraries and forces them to be linkeda choice between the wrapper tool discussed
statically. Because the LSB-supplied headerabove and the standalone build environment
and libraries are inserted into the head of thaliscussed here. From now on we refer to
search paths, it is generally safe to use thingthis standalone build environment as simply the
not in the LSB. build environment unless otherwise explicitly

noted.
With these simple steps many of the applica-

tions can be ported to LSB by simply replac-The concept of this build environment is de-
ing gcc with Isbcc  andg++ with Isbc++ . rived from the Automated Linux from Scratch
In this method, the host environment is used ALFS)[2] project to create an isolated environ-
for the build process; hence sometimes it maynent. The build environment comes with basic
be difficult to reproduce the results on multi- build tools and packages required for common
ple platforms due to environment differences.application building. These tools are preconfig-
This issue is not specific to tHebcc wrap- ured so that the applications built produce LSB-
per build environment, but a common prob-conformant results. The application developer
lem for many build systems. The build envi- may add more tools/packages to this build en-
ronment discussed in this paper addresses thigronment as discussed later.

issue by creating a standalone environment.

Another shortcoming of thésbcc  approach Since the application build happens in an iso-
is that the wrapper tools rely on the usagdated environment, except for some minor
of gcc as compiler and configure-make pro-changes to Makefiles, the application develop-
cess for application building. If the applica- ers do not need to change the build process.
tion relies on tools likdibtool which mod- Since the whole mechanism is independent of
ify the compiler command linedsbcc may the compiler as well as build scripts used, this
not work correctly without additional configu- build environment will work for most applica-
ration changes to produce LSB-compliant re-tion development situations.

sults. Similarly, usage of other compilers may

not be possible as the wrapper tool relies on thd "€ build environment provides a set of clean
command line option format used lygc . For headers and stub libraries for all the symbols

similar reasons, the tool may require additionafncluded in the LSB specification. Applica-
configuration in certain customized build pro-10NS are restricted to use only these symbols

cesses which may not rely on traditional config-1© @chieve LSB conformance.

make like build scripts. The build environment when used as docu-

mented will help produce the LSB-conformant
application binaries. We recommend using the
3 LDK Standalone build environ- build environment from the beginning of appli-
ment cation development cycle which will help catch
any LSB porting issues early, reducing overall

_ _ _ cost of LSB conformance testing.
The standalone build environment is created us-

ing the standard Linux utilitchroot . The The remainder of this section discusses the
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build environment implementation in details. The build environment comes with the LSB
In addition to providing information on how it WG-provided headers and stub libraries for all
is used and accessed, the section also describiée LSB 3.0-specified libraries. These head-
how the build tools are configured and/or up-ers and stub libraries are located in tbpt/
dated. Isb/include and /opt/Isb/lib direc-
tories respectively. It is strongly recommended

_ _ against modifying these directories.
3.1 Build environment Structure

X11 and OpenGL headers are exceptions to this
_ _ _ o _and are located irusr/X11R6/include
Like a typical Linux distribution, the build though they are soft-linked ifopt/Isb/
environment has a directory hierarchy withjnclude/x11 . These headers are taken from

/bin, /b, Jusr , and other related direc- the Release 6 packages from X.org. The stub
tories. Some of the differences between thigipraries related to all X libraries specified in

build environment and a Linux distribution are | gg gre |ocated ifopt/Isb/lib

the lack of Linux Kernel, most daemons, and

an X server, etc. To start this build environ-

ment the developer will need root privileges on3 1 1 Tools and Configuration updates
the host machine. Thsb-buildenv com-

mand used for starting the build environmentA di q lier the build : .
behaves as follows: S discussed earlier the build environment IS

equipped with all the standard C/C++ build

Usage: Isb-buildenv -m [Isb| tools like gcc compiler suite, binutils
nonisb] -p [port] start|stop]| package, etc. The goal for this build environ-
status ment is to minimize the changes the application

developer needs to make in the build scripts

By default when used with no options, the envi-for the build to produce LSB-compliant results.
ronment will be configured for LSB-compliant The build tools are modified/configured to help
building. The optionnon-Isb  will force it  produce LSB-conformant results as discussed
to remain in normal build mode. This option below:

typically is used for updating the build environ-
ment itself with additional packages/tools. The

ile fi h . As di
default sshd-port is set at 8989. * Compile time changes: As discussed

above, LSB provides a clean set of header
files in the/opt/Isb/include direc-
tory. Thegcc specs file is updated so that
the compiler looks for this directory be-
fore continuing looking for other system
locations. The string!| /opt/Isb/

include is appended to thécpp_
options and*ccl_options  sections
in thegcc specs file.

The Isb-buildenv command starts the
sshd daemon at the specified port number. To
access and use the build environment the user
will need tossh into the started build envi-
ronment. By default, only theoot account is
created; the password is setdbbuild123

Once the user is logged into the build environ-
ment asroot , he/she can add/update the user
accounts needed for regular build processes. o Link time changes:

— By default the link editor Ii on
$ ssh -p 8989 root@localhost most systems) is configured to look
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in /lib , [usr/lib , and some
other directories for DSO files. For
the build to produce LSB-compliant

build environment. As no binary RPM is
used for creating the build environment, Linux
distribution-specific dependencies are avoided.

results, we need to make sure the

linking happens only with the LSB-
provided stub libraries. For this, the
default search path link editor uses
to search for DSOs is changed to
lopt/Isb/lib by configuring the
Id build process at the time of creat-
ing/building this build environment.
The Id is built with the follow-
ing command: ./configure
-with-lib-path=/opt/Isb/

lib
— Add  -L /opt/Isb/lib to
*link  section of thegcc specs file

to restrict the first directory accessed
for libraries

Remove%Dfrom *link_libgcc
section ofgcc specs file. This will
disallow gcc to add-L option for
startup files.

Set dynamic linker told-Isb.
s0.3 by updating thegcc specs
file by appending*link  section
with %{!dynamic-linker:
-dynamic-linker /lib/

Id-Isb.s0.3}

3.2 Packaging structure

The build environment comes with the most
commonly needed packages pre-installed.
Commonly used development (devel) packages
are also pre-installed. As it is not possible to
guess exactly what each application developer
will need (since each build process is unique
in requirements), the build environment comes
with a populated RPM database to help the
user add new packages as needed. This RPM
database is built from scratch during the
building of all the packages installed in the

We use the Checkinstall [3] tool for populating
RPM database in the build environment. This
tool works by monitoring the steps taken by
make install process and creates an RPM
package which can then be installed. Please re-
fer to the relevant reference listed in the Refer-
ence section for further documentation regard-
ing this tool.

This RPM database may be used by the appli-
cation developer if he/she needs to add/update
a package required for a given build process.
If for some reason (like dependency issues) a
binary RPM cannot be installed, we suggest
building and installing the package from source
code by starting the build environment in non-
Isb mode. Although not recommended, the user
can always copy the relevant files manually into
the build environment from the host machine.

4 Typical LSB porting process

This section discusses the process involved in
porting the application to LSB. The subsection

below discusses how LDK can be used dur-
ing active development of application. Figure 3

shows the porting process in the form of a flow

diagram.

e The first step is to run the existing applica-
tion binaries througlappchk . This will
identify all the DSOs and symbols used by
the application binaries that are not speci-
fied by LSB.

e The next step is to remove any unnec-
essary library dependencies where possi-
ble. Review all the makefiles (or similar

scripts) to make sure the application is not
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linking with any libraries that it does not

If appchk is reporting that the applica-

tion binary is dependent on a DSO not validate existing
specified in LSB, there are two options to Appchk
fix that:

— The first option is to use static ver-
sion of the library. This way the ap-
plication will not depend on the con-

Appchk pass?

cerned DSO. P

— If for some reason (licensing is- Do e nocessaY
sues, etc.) that is not possible, the - Modify Makefiles to

. . . replace usage non-Isb

required functions will need to be DSOs by Statc
H . . Ioraries
implemented by the application de- 7
veloper avoiding the usage of that
library or creating an application- o
specific DSO with those functions. required)

When an application-specific DSO is
created, it needs to be certified along
with the application binary.

Take required
Yes | action to fix these
errors (see
discussion below)

Compile
errors?

For changing the usage of DSO to static

library the Makefiles need to be updated'|’ No |
manually. Removd options used during o vos
the linking phase for the concerned library. create final

Include the corresponding static library in pinaries

the linker command line.

The next step is to performonfigure Take required
and make (or similar scripts) as re- Yo e (o
quired by the application. Since the build ciscussion below)
environment is configured to use LSB- b !
provided headers by default, the user may

see some compilation errors. Typically P new binarios
these errors result due to usage of internal
(although exported) or deprecated sym-
bols. The developer will need to fix these
by using the appropriate symbols for the
given situation. The case study below
shows one such situation. Another type
of error occurs when a used symbol is not
part of LSB although the concerned library
is partially specified in LSB. The applica-
tion developer needs to find alternatives to

Appchk pass?

LSB Porting
complete

Figure 3: LSB porting process
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such symbols that are covered by LSB or5.1 Example 1. ghostview 1.5
implement them as part of the application.

Ghostview[4] usesmkmf to create the Make-
: o file. When th lication is built -
naries for the application. If the Make- re en the application 1S LUt on a reg

i i dified di dular Linux machine, thddd output for the
iles are correctly modified as discusse yhostview binary is as follows:

above, there should be minimal errors at

this stage. The common error about “Sym-
H ” . $ Idd ghostview
bol not defined” needs to be handled if Cer-jpxaw so 7 => /usr/x11R6/lib/libXaw.s0.7

tain deprecated or unspecified LSB sym-(0x00751000) o
. . libXmu.s0.6 => /usr/X11R6/lib/libXmu.so.6
bols are used by the application and Nnofoyoonss000)

Caught in the Comp||at|0n phase AgainlibXt.SO.G => /usr/X11R6/lib/libXt.s0.6
0x00af6000)

the case studies below show couple Ofipsm.so.6 => usrx11R6/lbIIDSM.50.6
(0x00ade000)
SUCh examples. libICE.s0.6 => /usr/X11R6/lib/libICE.s0.6
(0x0024f000)
libXpm.so0.4 => /ust/X11Ré6/lib/libXpm.so.4
(0x03c80000)
: R ; libXext.s0.6 => /usr/X11R6/lib/libXext.s0.6
4.1 LDK usage during application devel- (0X00522000)
opment libX11.s0.6 => /usr/X11R6/lib/libX11.s0.6
(0x00459000)
libm.so.6 => /lib/tls/libm.so.6 (0x0042e000)
libc.s0.6 => /lib/tls/libc.s0.6 (0x00303000)

. .. . . libdl.so.2 => /lib/libdl.s0.2 (0x00453000
Other than porting the existing Linux applica- jip/d-iinux.so.2 (Ox002ea0(§0) )

tions to LSB, the build environment and the

tools in LDK can be used by developers during . .
the application development cycle. Regular orSeveral of these libraries are not part of LSB

periodic usage of the build environment duringyet and hence the application will not be LSB-

the development cycle will help catch the LSBcompIiant. To confirm that, run thappchk

porting issues early in the development cycle,tOOI from LDK to find out exactly what is being

reducing overall LSB conformance testing timeused that is outside LSB'’s current specification:
and cost. Such usage is highly recommended.

$appchk -A ghostview

Incorrect program interpreter: /lib/ld-linux.so.2

Header[1] PT_INTERP Failed

Found wrong intepreter in .interp section: /lib/Id-linux.so.2
instead of: /lib/ld-Isb.s0.3

DT_NEEDED: libXaw.s0.7 is used, but not part of the LSB
DT_NEEDED: libXmu.s0.6 is used, but not part of the LSB

. DT_NEEDED: libXpm.so.4 is used, but not part of the LSB
5 LDK Case StUdleS section .got.plt is not in the LSB
appchk for LSB Specification
Checking symbols in all modules
Checking binary ghostview
Symbol XawTextSetInsertionPoint used, but not part of LSB

e The next step is linking to create final bi-

Symbol XawTextReplace used, but not part of LSB

This section discusses the real-life examplgymbo Xmuniemaiom used, but not part of LS5

ymbol XawTextUnsetSelection used, but not part of LSB

Of hOW LSB portlng Wi" Work USIng thls Symbol XawScrollbarSetThumb used, but not part of LSB

Symbol XmuCopylSOLatinlLowered used, but not part of LSB
build environment. We consider two exam- g/ St mboLaou uesd. but not part of 158
ples here to show different aspects of applicagime Xawvacaon v o o oot of Log o 52
tion porting. Since these examples are fronE e xaredaidae ssed bt not pan of o5
the Open Source Software (OSS) projects theﬁvmbol XawTextGetInsertionPoint used, but not part of LSB
follow the optionalconfigure , make, and
make install model of building and in- The first message indicates the usage of

stalling software. |d-linux.so instead ofld-Isb.s0.3 as
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dynamic linker. DT_NEEDEDmessages indi- All these libraries are part of LSB and the
cate the libraries which are not part of LSBappchk confirms that the symbols imported
specification but used by the application. Theby the binary ghostview are specified in LSB.
rest of the messages indicate symbols imported@his shows the successful porting of the appli-
by the application but not specified in LSB.  cation to LSB.

Let’s now look at how the build environment _
will help with porting this application to LSB °-2 Example 2: lesstif package
and the steps users will need to go through in

this process.

Step 1: Modify Makefile  so that it does not

Lesstif[5] is an implementation of OSF/Motif
producing following binaries:

use DSOs for the non-LSB libraries. Replace

them with the static version of the libraries.

Step 2: Fix the compilation errors. In this case
the errors included usage of symbags
. These are depre-

nerr andsys_errlist

bin/mwm

bin/uil
bin/xmbind
lib/libDt.so*
lib/libDtPrint.so*

cated symbols and hence not part of LSB head- lib/libMrm.so*
ers. The usage of these symbols is replaced by lib/libUil.so*

functionstrerror

Step 3: Fix the link-time errors. In this case

lib/libXm.so*

since the application uses three X libraries outBY défault none of these binaries is LSB-

side of LSB scope, we need to replace the

with the corresponding static libraries.

After compilation and linking, we usappchk

nfompatible. On a regular Linux machine, we

get the following output when we rddd and
appchk onmwm

to check for LSB conformance for the createds ldd clients/Motif-2.1/mwm/.libs/mwm

binaryghostview

$ appchk -A ghostview

appchk for LSB Specification
Checking symbols in all modules
Checking binary ghostview

If we run Idd on this binary we will see:

$ Idd ghostview

libXt.s0.6 => /usr/X11R6/lib/libXt.s0.6
(0x00af6000)

libSM.s0.6 => /usr/X11R6/lib/libSM.s0.6
(0x00ade000)

libICE.s0.6 => /usr/X11R6/lib/liblICE.s0.6
(0x0024f000)

libXext.s0.6 => /usr/X11R6/lib/libXext.s0.6
(0x00522000)

libX11.50.6 => /usr/X11R6/lib/libX11.s0.6
(0x00459000)

libm.so.6 => /lib/tls/libm.s0.6 (0x0042e000)
libc.s0.6 => /lib/tls/libc.s0.6 (0x00303000)
libdl.so.2 => /lib/libdl.s0.2 (0x00453000)
/lib/ld-1sb.s0.3 (0x002ea000)

libXm.s0.2 => not found
libXp.s0.6 => /usr/X11R6/lib/libXp.s0.6

(0x0042e000)

libXt.s0.6 => /usr/X11R6/lib/libXt.s0.6
(0x00af6000)

libSM.s0.6 => /usr/X11R6/lib/libSM.s0.6
(0x00ade000)

libICE.s0.6 => /usr/X11R6/lib/libICE.s0.6
(0x0024000)

libXext.s0.6 => /usr/X11R6/lib/libXext.s0.6
(0x00522000)

libX11.s0.6 => /usr/X11R6/lib/libX11.s0.6
(0x00459000)

libXft.s0.2 => /usr/X11R6/lib/libXft.s0.2
(0x00705000)

libXrender.so.1 =>
/usr/X11Ré6/lib/libXrender.so.1 (0x00747000)
libc.so.6 => /lib/tls/libc.s0.6 (0x00303000)
libdl.so.2 => /lib/libdl.s0.2 (0x00453000)
libfontconfig.so.1 =>
{usr/lib/libfontconfig.so.1 (0x006ad000)
libexpat.s0.0 => /ust/lib/libexpat.so0.0
(0x006e4000)

libfreetype.so0.6 => /usr/lib/libfreetype.so.6
(0x0598c000)

/lib/ld-linux.so0.2 (0x002ea000)

libz.so.1 => /usr/lib/libz.s0.1 (0x00532000)
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$ appchk -A clients/Moltif-2.L/mwm.libs/mwm ered. In this case the reason for this exclu-
Incorrect program interpreter: /lib/ld-linux.so.2 .

Headerl 1] PT INTERP  Failed sion happens to be the nature of these func-
Found wrong intepreter in .interp section: /lib/ld-linux.so0.2 . . .

instead of: /lbfld-Isb.s0.3 tions. Most of these are internal functions and
DT_NEEDED: libXm.s0.2 is used, but not part of the LSB . .
DT_NEEDED: libXp.s0.6 is used, but not part of the LSB not rea”y meant tO be Used by app|lcatlonS
DT_NEEDED: libXft.s0.2 is used, but not part of the LSB . . .
DT_NEEDED: libXrender.so.1 is used, but not part of the LSB The workaround for this will be to use a static
section .got.plt is not in the LSB ) . .

appchk for LSB Specification version of the library instead of DSO. All the
Checking symbols in all modules ) . ) .

Checki i i if-2. i

Chedldng binary cllentsMo.2.Limum) fbemum @ o makefiles usindibXt.so are modified for
Symbol XmGetPixmapByDepth used, but not part of LSB th|s

Symbol _XmMicroSleep used, but not part of LSB
Symbol XpmReadFileTolmage used, but not part of LSB
Symbol _XmFontListCreateDefault used, but not part of LSB

Symbol XmeWarning used, but not part of LSB The next error we see is the usage of func-
Symbol XmRegisterConverters used, but not part of LSB . . _

Symbol XmStringCreateSimple used, but not part of LSB tlon XInItImageFunCPtrS . Thls fUnC'
Symbol _XmAddBackgroundToColorCache used, but not part of LSB . - .

Symbol _XmGetColors used, but not part of LSB t|0n IS deprecated and p“vate (although ex-
Symbol _XmSleep used, but not part of LSB

Symbol _XmBackgroundColorDefault used, but not part of LSB ported)_ The Suggested function in this case is
Symbol _XmFontListGetDefaultFont used, but not part of LSB . f K
Symbol XmStringF d, but not t of LSB

Szmbgl XmCrgr;?e(gelJZs:ziDialgg TIZerf,arbuto not part of LSB leagelnlt ) Make the reqUIred Change In
Symbol XmM BoxGetChild d, but not t of LSB

Szmbgl _;nm:ESSSSCSZrSata Iuseléis,ebut ﬁotngar?ac:f ESB flle ImagecaChe'C

After the compilation and linking we use

As explained in the previous case study, thes@PPChK to check for LSB conformance for the

symbols not specified in LSB.

$ appchk -A -L lib/Xm-2.1/.libs/libXm.so0.2 -L
H H lib/Mrm-2.1 /libs/\ libMrm.so.2 ?L lib/Uil-2
Th.IS paCkage fOIIO\_NS the typlcal 0SS .1/.libs/libUil.so.2 clients/Motif-2.1/mwmA
build process ofconfigure , make, and  .ibsimwm
; ; appchk for LSB Specification
make install . All the .makeflles aré  Ciocking symbols in all modules
generated at the end of configure step. Whatdding symbols for library lib/Xm-2.1/.libs/
: : i : JibXm.so.2
makes this package an interesting exercise |§;ding symbols for library lib/Mrm-2.1/.libs/

the usage ofibtool . This tool is used for libMrm.so.2 _ o _
portability in the usage and creation of DSOS §moo for fhraw b2 1/ibs

and static libraries. Checking binary clients/Motif-2.1/mwm/.libs/mwm

Let’'s now walk through the process of building

this package for LSB conformance. This shows the successful porting of lesstif to

LSB.

Step 1: Modify Makefile  so that it does not
use DSOs for the non-LSB libraries. Replace
them with the static version of the libraries. 6§ Future Directions for LDK

Step 2: There are no compilation errors ob-
served for this package. For the LSB Development Kit, we will con-

tinue to make the tools better and easier to
Step 3: The first linktime error we see is use for application developers. As the LDK
about the undefined reference to some of thés maintained actively through the LSB Work-
_Xt functions. These functions exported froming Group, ongoing feedback will be included
libXt.so are not part of the LSB specifi- in the future development and active participa-
cation even though most of the other func-tion in the tools development is strongly en-
tions coming from the same library are cov-couraged.
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One of the features we are actively consider{5] lesstif at

ing is the integration of the LDK with Eclipse http://www.lesstif.org/

or similar IDE. Another area under considera- _

tion is a tool to help develop/create LSB con-[6] Isbcc usage and details at

formance packages. http:/IW\_/vw.IanXJournaI.
com/article/7067

We would like to take this opportunity to en- 7]

courage all application developers to use thé

tools discussed in this paper and provide feed-

back and feature requests to the LSB mailing

lists. We strongly encourage ISV participation

in this process and solicit their feedback on theg | egall

available tools as well as LSB in general.

File hierarchy standard &ittp:
Ilwww.pathname.com/fhs/

Copyright (© 2005, Intel Corporation.
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Building Murphy-compatible embedded Linux systems

Gilad Ben-Yossef
Codefidence Ltd.
gilad@codefidence.com

“If builders built buildings the 1 Introduction: When bad things

way programmers wrote programs, happen to good machines

then the first woodpecker that came

along would destroy civilization.”
Building embedded systems, Linux-based or

— Murphy’s Law of Technology #5 otherwise, involves a lot of effort. Thought
[Murphy] must be given to designing important aspects

of the system as its performance, real time con-
straints, hardware interfaces, and cost.

All too often, the issue of system survivabil-
ity in face of Murphy’s Law is not addressed

Abstract as part of the overall design. Alternatively, it
may be delegated to the implementor of specific
parts of the overall system as “implementation
details.”

'ltase ZI;SjCi)ez; rrr](.)o?nn ci‘maaei\(ljs d L':rux esysgimstlg_To understand what we mean by “system sur-
tion is being updated remotlélqyu JSSt ag the Ias\{ivability In face of Murphy’s law," let us con-

. ) i ider th mmon warnin n encounter
bytes hit the flash, disaster strikes—the powers der the common warning often encountered

fails. Now what? The regular way of updat- \év:der;yc;?gml{pdates the firmware of an embed-
ing the configuration or performing software ’

upgrade of Linux systems is r@onsequiturin

the embedded space. Still, many developers “Whatever happens, DO NOT

use these methods, or worse, for lack of a bet-  py|| the plug or reboot this system un-

ter alternative. This talk introduces a better j| the firmware update has been com-
alternative—a framework for safe remote con-  pleted or you risk turning this system
figuration and software upgrade of a Linux sys-  into a brick”

tem that supports atomic transactions, parallel,

interactive and programmed updates, and mul-

tiple software versions with rollback and all If there is something we can guarantee with cer-
using using such “novel” concepts as POSIXtainty, while reading such a sincere warning, it
rename(2) , Linux pivot_root(2) , and is that somewhere and some when the power
the initrd/initramfs mechanism. will indeed falter or the machine reboot just as

e 13 o
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those last precious bits are written to flash, renif there is a way therefore, to build Murphy-

dering the system completely unusable. compliant systems, as it were, that will survive
the worse possible scenario without costing the

It is important to note that this eventuality, al- implementor too much money or time, it will

though sure to happen, is not common. Indeedye a great boon to society, not to mention em-

the system can undergo thousands of firmwargedded system developers.

upgrades in the QA lab without an incident;

there seems to be some magical quality to thé\s always, a trade off is at work here: for ex-

confinements of QA labs that stops this sort ofample, we can coat the system developed with a

thing from happening. thick layer of lead, thus protecting it from dam-
age by cosmic rays. This, however, is not very

Indeed, any upgrade of a a non-critical piecdogical to do—the price-to-added-protection ra-

of equipment in an idle Tuesday afternoon istio is simply not attractive enough.

considered quite safe in the eyes of the authors,

with relation to the phenomena that we are dis¥Ve must therefore pick our battles wisely.

cussing. :
g In the course of a 7-year career working

However, any critical system upgrade, per_on building GNU/Linux-based embedded sys-
formed on a late Friday afternoon is almosti€ms, we have identified two points of failure

guaranteed to trigger a complex chain of event@/hich we believe based on anecdotal evidence
involving power failures, stray cats, or the odd© be responsible for a significant number of

meteorite or two, all leading to the some sac€MmPedded system failures, and that are eas-

(yet expected) outcome—a $3k or $50 irre-lly addressable with no more then a little pre-
placeable brick. meditative thought and the GNU/Linux feature

set. In this paper we describe those points and

In essence therefore, system survivability inSUggest an efficient way to address them when
face of Murphy’s Law is defined as the chanceleveloping GNU/Linux-based embedded sys-
of a given system to function in face of failure t€Ms. Those points are:

in the “worst possible time.”

. . Embedded system configuration
Despite the humorous tone chosen above, this * y g

characteristic of embedded system has a very ¢ Embedded system software upgrade
serious and direct consequence on the bottom

line: a 0.1% RMA rate for a wireless router
device, or a single melt down of a critical core The lessons we talk about were learned the hard

router in a strategic customer site can spell thi/ay: three different products sold in the market
difference between a successful project or 40day (by Juniper Networks Inc., Finjan Soft-
failed one. Despite this, all too often design re-Ware Inc., and BeyondSecurity Ltd.) already

quirements and QA processes do not take Murake use of ideas or whole parts of the system
phy’s Law into account, leading to a serious is-V€T€ about to introduce here, and more prod-
sue which is only detected in the most painfuIUCts are on the way. In addition, as we will later

way by a customer, after the product has beefisclose—we are not the first going down this
shipped. road, but more on that later.

1Return Materials Authorization, frequently used to TN€ !'ESt of this paper is outlined as follows: |n_
refer to all returned product, whether authorized or not. Section 2 we present current approaches, their
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weaknesses and strengths. In Section 3 whn a similar fashion, a software upgrade is done
present the requirements from a system whiclby downloading and opening tar files of bi-
will have all the strengths of the current ap-naries which replace the system binaries and
proaches but none of their weaknesses. In Secestarting the relevant processes. The more
tion 4 we present our approach to solving the'advanced” developers forgo tar files in favor
problem of embedded system configurationof plain cpio archives, RPM, deb files, ipkg or
cfgsh , the configuration shell. In Section 5 proprietary formats which are essentially file
we present our approach to solving the probarchives as well.

lem of embedded system upgradgsup : the

system upgrade utility. In Section 6 we discuss

future directions, and we conclude in Section 72_1.1 The good: the Unix way

The strengths of this approach are self evident:
2 Current approaches: The good, this approach makes use of the Unix “Every-
the bad, and the ugly thing is a file” paradigm, configuration files are
written in the universal interface of plain text,
and since the system behaves like a regular
In this section we will present two of the more GNU/Linux workstation or server installation,

common approaches: the “naive” approach an#’s €asy to build and debug.

the RTOS approach. We will discuss each ap- N
proach as to its merits and faults. In addition, because all the components of a

software version are just files in a file system,
one can replace individual files during system
2.1 The “naive” approach: tar balls and rc ~ operation, offering an easy “patch” facility. In
files the development and QA labs, this is a helpful
feature.

When a developer familiar with the Unix

way is, faced with the task of build.ing a4 2.1.2 The bad: no atomic transactions

GNU/Linux-based embedded system, his or her

tendency when it comes to handling configu-

ration files and software update is to mimic A power loss during a configuration or software

the way such tasks are traditionally han-update may resultin a system at an inconsistent

dled in Unix based workstation or serversstate. Since the operations being performed in

[Embedded Linux Systems]. The flash deviceeither case are non atomic replacements of files,

is used in the same way a hard disk is used in a power loss in the middle of a configuration

traditional GNU/Linux workstation or server. change or a system upgrade can leave some of
the files in a pre-changed status while the rest

System configuration state, such as IP adef the files have already been updated and the

dresses, host name, or the like, is stored isystem is no longer in a consistent state.

small text files which are read by scripts being

run by theinit(8) process at system startup. Inconsistent here really can mean anything at

Updating the configuration calls for editing the all: from a system that boots with the wrong

text files and possibly re-running the scripts. IP, through a system which behaves strangely
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or fails in various ways due to incompatible li- 2.2 The RTOS approach: what we did in
brary versions, and all the way up to a system that other project
that will not boot at all.

The RTOS approach is favored by people ex-
Considering that many embedded devices arperienced with legacy RTOS systems, which
being upgraded and managed via a network, gaeldom have a file system at their disposal, be-
system with the wrong (or no) IP address maycause it costs extra.
be as useless as a system which does not boot,
when you are on the wrong side of the continentl he basic idea is that both configuration infor-
or even on a different continent altogether. mation and software versions are kept as blobs
of data directly on the system flash.

In addition, the ease of replacing single files,Configuration is changed by mapping the flash
which is considered a boon in the developmentiisk memory and modifying the configuration

and QA labs, is a software-versions nightmareyarameters in place.

at the customer site. The ability to patch sin-

gle files at a customer site gives rise to a multi-Software update is performed by overwriting
tude of unofficial mini-versions of the software. whole images of the system software, com-
Thus, when a bug report comes in, how can ong@rised of the kernel, initrd or initramfs images

tell if the software really is “version 1.6” as the to the flash. Some developers utilize an Ext2
report says and not “version 1.6 with that patch{ext2] ram disk image, which leaves the system
we sent to this one customer to debug the probrunning from a read/write, but volatile environ-

lem but that the guys from professional servicesnent.

decided to put on each installation since™? The
sad answer is: you can't. Other developers prefer to use Cramfs [cramfs]

or Squashfs [Squashfs] file systems, in which
the root file system is read-only.

2.1.3 The ugly: user interface 2.2.1 The good

The RTOS approach enjoys two advantages:

Editing configuration files and scripts or open-atomic system upgrade (under certain condi-
ing tar files is not an acceptable interface fortions) and manageability of system software
the user of a embedded device. A tool has to b¥ersions while possible retaining the ability to

written to supply a decent interface for the userupdate single files at the lab.

Because system software is a single blob of

Given the lack of any such standard tool, everydata, we can achieve a sort of atomic update
GNU/Linux-based embedded system developeability by having two separate partitions to
seems to write one of its own. Sometimesstore two versions of the system software. In
when there is a need for a configuration solu—; ,
tion that spans telnet and serial CLI, Web,anc% For. markgtmg reasons, most embeddgd OS vendors

) s ] - all their offering a Real Time OS, even if most of the
SNMP interfaces, three different configurationprojects using them have negligible real time require-
tools are written. ments, if any.
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this scenario, software update is performed bypproach based on standard Unix configuration
writing the new version firmware to the parti- files can at least rely on some common infras-
tion we didn’t boot from, verify the write and tructure to read and update its files, the RTOS
marking in the configuration part of the flash approach dictates the creation of a proprietary
the partition we just wrote to as the active onetool to read the binary format in which the con-
and booting from it. figuration is written on the flash.

In addition, because software updates are pefvoreover, if different user interfaces are re-
formed on entire file systems images, we neeguired to handle the configuration of the sys-
not worry about the software version nlghtmaretem (for examp|e: telnet and serial CLlI, web
stemming from the ability to update single files gnd SNMP interfaces) three different tools will
as we described in the Section 2.1.2 previouslyhave to be written or at least some common
library that allows all three interfaces to co-

Furthermore, if we happen fo be using aoperate in managing the configuration.

read/write but volatile root file system (such as
a ram disk), we allow the developer the free-
dom to patch single files at run time, while hav-
ing the safety guard of having all these change

rolled back automatically in the next reboot. 3 Requirements: building a better

solution

2.2.2 The bad , , ,
In this section we present the requirements

H iz his ad q hod from a solution for updating and configuring
owever, utilizing this advanced metho re'(an embedded system. These requirements are

guwels agd't'ﬁnal flash ?’pics and a pgstc;)mlze erived from the merits of existing approaches,
oot loader thatt can switch boot partition baseq, i leaving out the limitations.

on configuration information stored on the

flash. Even then, we are required to prepare ifrhe selected approach should follow the fol-
advance a partition for each possible softwarqeowing guidelines:

version, which in practice leads only support-

ing two versions at a time.

1. Allow atomic update of configuration and

In addition, booting into a verified firmware .
software versions.

version with a major bug might still turn the

machine into a brick. 2. Not require any special boot loader soft-

As for the configuration information—it is kept ware.

as binary data on a flash, which is an inflexi- 3. Allow an update of individual files of the

ble and unforgiving format, hard to debug, and system software, but in a controlled fash-
hard to backup. on

4. Everything that can be represented as a

2.2.3 The ugly file, should.

This approach suffers from the same need for a 5. Configuration files should be human read-
user interface as the naive approach. While the  able and editable.
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6. Offer a standard unified tools to deal with Can there really exist a solution which will al-
configuration and version management. low us to follow all 6 guidelines with no com-
promises or do embedded systems are too tied
up to their unique hardware platforms to give
As we have seen, the naive approach followsise to such a unified tool? And if such a tool is
guidelines 2, 4, and 5 but fails to meet guide-made, will it need to be a complex and costly-
lines 1, 3, and 6. On the other hand the RTOS0-implement solution requiring changes in the
approach follows guidelines 1 and 3, althoughkernel, or a simple straightforward solution re-
both of them optionally, and fails to meet guide-quiring no more than some knowledge in C?
lines 2, 4,5, and 6.

It should be pointed out that both the ap-Since you're reading this paper, you're proba-
proaches we introduced are only examplesPly assuming that we did came up with some-
One can think of many other approaches thafing in the end and you're perfectly right. But
follow some of the 6 guidelines but not all of before we are going to tell you all about it we
them. Looking at the two approaches described€€d to get something off of our chest first: we
above we can understand why—choosing ondidn't really invent this solution at all.

or the other of them is a trade off: it mandates
choosing which of the guidelines you are will-

) : Rather, when faced with the daunting task of
ing to give up for the others.

building the perfect embedded configuration
and upgrade tool(s) we chose to “stand on the
shoulders of giants” and simply went off and

found the best example we could lay our hands
n and imitated it.

Another thing worth mentioning is that there is
no tool currently known to the authors which
will be a good candidate to satisfy guideline
6. This is surprising, since the embedded’
GNU/Linux field is not short of such embedded

space infrastructure (or framework): the busy-q; yjctim was the Cisco family of routers and
box meta-utility maintained by Eric Anderson its 10S operating system. Since we have ob-

and friends or the crosstool script by Dan Kegelse e that this specific product of embedded

are two prime examples of such software whichye ices does seem to follow all of these guide-
most (if not all) embedded GNU/Linux systems”nes’ we naturally asked ourselves, “How did

are built upon. they do that?”

Still, no common framework exists today that

deals with configuration and software up-Cisco embedded products, however, do not run
grade of embedded systems in the same wayn GNU/Linux, our embedded OS of choice,
that Busybox deals with system utilities andnor does Cisco shares the code to its OS with
crosstool with building cross tool chains andihe world4. What we are about to describe in
which allows the embedded developer to buildhe next chapters is therefore, how to get the
upon to create his or her respective systems. same useful feature set of the Cisco line of em-
bedded devices when using GNU/Linux—all
implemented as Free Software.

3And which the authors of this article will gladly sac-
rifice a goat or two in order to show their gratitude to
their maintainers if not for the very real fear of scaring
them off from doing any additional work on their respec-
tive tools. . . 4At least not willingly...
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Display or set system role: role

[role].

Display or set time zone: timezone
[time zone].

Enter network configuration mode:

network.

4 cfgsh — an embedded GNU / 'i”b0X>lhe'p
. . . role
Linux configuration shell
timezone
cfgsh is an embedded GNU/Linux system network
configuration shell. It is a small C utility which oing

aims to provides a unified standard way of han-
dling the configuration of a GNU/Linux-based pngstname
embedded system.

halt
cfgsh was independently implemented from  reboot
scratch, though it is influenced by the Cisco  S"W
10S shgll. cfgsh supports three modes: an save
interactive mode, a setup mode, and a silent exit
mode. Those modes will be described in the quit
following subsections. _ help

linbox>

4.1 |Interactive mode

Ping destination: ping <hostname |
address>.
Displays or set the host name: host-
name [name].
Shutdown.
Reboot.
Display settings: show [config | in-
terfaces | routes | resolver].
Save configuration.
Logout.
Logout.
Display this text.

Figure 1:cfgsh main menu help

At any stage the user may utilize the online

Interactive mode gives a user an easy textcontext-sensitive line help by simply pressing
based user interface to manage the configurdhe [TAB] key. If the user is entering a com-

tion, complete with menus, context sensitiveand, the result is simple command comple-

help and command line completion. This is thetion- If the user has already specified a com-
default mode. mand and she is requesting help with the pa-

rameters, she will get either a short help text on
Upon entering the program, the user is prethe command parameters or parameter comple-
sented with a prompt of the host name of thetion, where appropriate.
machine. The user can then manage the syste
configuration by entering commands. On-line
help is available for all menus.

E]lgure 3 shows the command-line completion
for the “timezone” commart

Every change of configuration requested by the
user is attempted immediately. If the attempt
to reconfigure the system is successful, it is
also stored in thefgsh internal configuration
“database.”

The GNU readline library [GNU Readline] is
used to implement all the interaction with the
user.

Figure 4.1 showsfgsh main help menu.

The user can ask to viewfgsh internal

The user may enter a sub-menu by entering thggnfiguration database, which reflects (barring
proper command. Upon doing so, the prompt

changes to reflect the menu level the user is at °As can be guessed, the source for the suggested val-
ues for the timezone command are the list of files found
that moment. : ) .
in /usr/share/zoneinfo/ . These are dynamically
. ) generated and are a good example of tefgsh uti-
Figure 2 shows how the network menu is ensjzes the GNU readline library to create a friendly user

tered. interface.
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linbox>network linbox>show config
. # Configuration Shell config file
!'nbox (network)>he|p . . hostname linbox
interface  Enter interface configuration mode: timezone Israel/IDT
interface [interface]. network
route Enter route configuration mode: '”terg"ﬁfpegf‘fo
route [priority]. ip 192.168.1.1
default Display or set default gateway ad- netmask 255.255.255.0
dress: gateway [address]_ brc_)adcast 2192.168.1.255
resolver Enter domain name resolution con- exit
fi fi de: | default none
~ figuration mode: resolver. route 0
exit Return to root mode. set none
quit Logout. exit
; ; route 1
help Display this text.
. set none
linbox (network)> exit
. route 2
Figure 2:cfgsh network sub-menu setnone
exit
linbox>timezone reSOIVer
timezone Display or set time zone: timezone [time zone]. primary 194.90.1.5
Africa Cuba GMT+0 Kwajalein Pacific W-SU secondary 194.90.1.7
America EET GMT-0 Libya Poland WET .
Antarctica EST GMTO MET Portugal Zulu Se_arCh codefidence.com
Arctic ESTS5EDT Greenwich MST ROC is03166.tab exit
Asia Egypt HST MST7MDT ROK posix exit
Atlantic Eire Hongkong Mexico Singapore posixrules
Australia Etc Iceland Mideast SystemV right role none
Brazil Europe Indian NZ Turkey zone.tab linbox>
CET Factory Iran NZ-CHAT UCT
CST6CDT GB Israel Navajo us
Canada GB-Eire Jamaica PRC uTC 1 . 1
Cana o oo I . Figure 4: cfgsh show config command output
linbox>timezone Africa/Lu
timezone Display or set time zone: timezone [time zone].
Luanda Lubumbashi Lusaka
H i H H 13 ”
linbox>timezane Africa/l usaka Unless the user hasissued the “save” command,

all the changes to the system configuration are
in effect only until the next system reboot, at
which point the previous configuration will be
used.

bugs: see below on loosing sync with the sys-

tem ??) the system status using “show config”
command. When used, the “show config” com-
mand will display the list oEfgsh commands

that, once fed intafgsh , will re-create the The purpose of setup mode is to allefgsh

current configuration state. to set up the system as a replacement for system
rc files. This mode is entered by running the

Figure 4 shows an example of such a report. program with the “setup” argument. Normally,

this will be done once when the system boots,

In order to save the current system informatiorpn every boot, by calling the program from the
for the next system boot, the user enters thgysteminittab(5) file.

command “save,” which stores the configura-

tion as a text file comprised affgsh com- During setup mode;fgsh reads the text con-
mands. If issued, those commands will bringfig file saved using the “save” command in in-
the system to the exact current state. This conteractive mode and executes all of the com-
fig text file looks exactly like the output of the mand in the file in order to automatically set
“show config” commands (and is in fact gener-up the embedded system while also initializ-
ated from the same code). ing the run time configuration data base in the

Figure 3: cfgsh timezone context sensitive
help

4.2 Setup mode
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: pedef struct {
shared memory segment for future instances dffchar PINUMIF]IPQUADSIZ]:

cfgsh running ininteractive or silent mode. ;.. nmask[NUMIE][IPQUADSIZ];

_ char bcastiNUMIF][IPQUADSIZ];
After the file has been read and all the com- char gw[IPQUADSIZ];
mands executedgfgsh exists. When run-  char ns_search[HOST_NAME_MAX];
ning in this mode, the normal prompt and some ¢har ns1{IPQUADSIZ];
output is suppressed but normal messages arChar ns2lIPQUADSIZ
Ip PP a9 Ehar role[PATH_MAX];
printed to stdout (e.g. “the system IP is NOW char tz[PATH_MAX]:

192.168.1.1"). char dhcp[NUMIF][DHCP_OPT];
char dhcp_is_on[NUMIF];
char hostname[HOST_NAME_MAX];
4.3 Silent mode char route[ROUTE_NUM][MAX_ROUTE_SIZE];
char num_ifs;
} CONF;

Silentmode izfgsh way of supporting a sim-  Figure 5: Internal configuration database struc-
ple programmable interface to manage the cong,e

figuration to other programs, such as web man-
agement consoles and the like. This mode is en-

tered by supplving the arqument “silent” Whenrun, since the information is available in the
! DY SUPPINg 9 shared memory object.
running the program.

This design also suffers from at least one down-

side: since most of the information in the con-

ﬁguration database is already present in the sys-

ht'em in some form (the Linux kernel for IP ad-

M3resses or /etc/resolv.conf for resolver address
for example), there is always a risk of losing
sync with the real state of the system. De-
spite this down side we believe that the central
database which holds all the configuration in-
formation in a unified format is a design win
(for embedded systems) despite the replication
of information.

The internal configuration database is kept in_, o

a POSIX shared memory object obtained vigrigure 5 shows the structure of this internal
shm_open(3) which is shared between all database.

instances otfgsh © and which stays resident
even when no instance ofgsh is running.

In this modecfgsh runs exactly like in inter-
active mode, except that the prompt and som
verbose output is suppressed. A program wis
ing to change the system configuration can si
ply run an instance affgsh running in silent
mode and feed it via a Unix pipgfgsh com-
mand for it to execute.

4.4 Internal configuration database

45 Command structure

Thanks to this design decisiacfgsh does not

need to re-read configuration files or query sysefgsh menus are comprised from arrays of

tem interfaces when an instance of it is beingcommands. The program maintain a pointer
5 . . . to the current menu which is initialized in pro-
At the time of writing this paper, cfgsh still misses tart to th f1h . Each

correct code that will prevent race conditions when ac- gram startfo the array of theé main menu. £ac

cessing the shared memory area by multiple instances &hoice of a SU_b'men_U simply replaces the cur-
the same time. This is however on the TODO list... ~ rent menu pointer with the address of the ap-
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typedef struct { int commit_file(char *tmp_file, char *file)
char "name; !n: ;gt: O; (tmp_file, O_RDWR)
) . . int fd = open(tmp_file, O_ ;
rl_icpfunc_t*func; if(fd == -1) return errno;

char *doc; if((ret = fsync(fd)) == -1) {
complete_func_t *complete_func; close(fd);
char * complete_param,; goto error;
} COMMAND,; }
if((ret = close(fd)) == -1) goto error;
Figure 6:cfgsh commands structure if ((ret = rename(tmp_file, file)) != 0)
goto error,
return O;
propriate command array. It also updates therror:
prompt. unlink(tmp_file);
return ret;

Each command entry in the command array i3
a command structure which holds a pointer to
the function to be called to perform the com-
mand, a description line to be shown as part
of the help, a GNU readline library command POSIX standard mandates that the if the sec-
competition function to perform context sensi-ond argument to theename(2) system call
tive help for the command and a parameter talready exists, the call will atomically replace
pass to the completer function to enable re-usehe old file for the new file such that there is
of common functions (like directory competi- not point at which another process attempting
tion). to access the original name will find it missing.

Figure 7: The commit_file() procedure

Figure 6 shows the structure used to hold a sinyq iilize this fact, we simply first created a full

gle command entry. configuration file at a temporary location, sync
its content to disk usingsync(2) and then
4.6 Atomic configuration update rename(2) the new file over the old file.

Figure 7 shows the code of theommit_
file() procedure that does the actual heavy
Yitting.

As have been described previouslyfgsh
keeps the configuration database in memor
and only commits it to disk (as a text file

conteilnlr?gi:]gsl‘:\ co”mmands) ;t _f_r;]e user r?'-l One thing which is perhaps missing from the
quests via the 'save: command. 1he same Ieprocedure is a sync to the directory which holds

Ibs tflﬁnthused (:urlng tgfe T]eXt boot to f'.mt'al'zethe configuration file after the rename is over.
00 € system andgsh —own contigura-  \iinout this extra sync a sudden power fail-

tion database. ure after the rename may result in the directory

As can be understood, writing this configura-€Ntry never being written to permanent storage
tion file correctly so that in to point on time we and the old configuration file used after reboot.
will not have a corrupt (or empty) configura-
tion, is very important part of whatfgsh is
meant to accomplish.

We believe that this is a valid scenario, as our
purpose is to guarantee that the operation ei-
ther fails as a whole or succeed as a whole but
The method used is a very simple and wellpeople who consider (quite rightfully) a system

know one, which is based on the fact that thewhich boots with the previous IP address and
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network parameters after a configuration save a
failure can simple add an fsync to the directory
where the configuration file resides.

This brings up another issue to consider - the
atomicity of this method is really only valid

if and only if the underlying file system saves

a directory entry as part of an atomic transac-
tion. Since file systems that do exactly this are
not rare (e.g. Ext3 [ext3]) this is considered a
reasonable requirement by the authors, but it is
worth noting by would be implementors.

/
bin/
Mas s s bin/
Storage lib/
tmp/
dev/
Version 1.0
% :
bin/
s bin/
lib/
vers ions .conf tmp/
dev/
Kernel
+initrd/ Version 1.1
initramfs

Figure 8: File systems layout with sysup

5 sysup — embedded GNU/LINUX version image This is a file system that con-

system software update utility

sysup —an embedded GNU/Linux system
software update utility—is a very simple tool
that is meant to run at boot time from ini-
trd/initramfs of a Linux-based embedded sys-
tem in order to mount the root file system.
Its objective is allow for an easily and atom-
ically update-able embedded system software
versions.

tains the files for a specific version of the
system software. It is meant to be used as
the root file system of the system and con-
tains all binaries, static configuration files,
device files and software. Version images
are (possibly compressed) loop back im-
ages and reside as files on the Main stor-
age file system. Cramfs or Squashfs are
the prime candidate as the type of these file
system, although an Ext2 file system can
be used as well if it is mount read-only.

initrd/initramfs  This is a file system image or

5.1 File system structure

To utilize sysup, the system file system layout
must be done in a certain specific way, which is
a little different from the normal layout used in
embedded systems.

We shall define several different file system:

cpio archive which are used to host the
files of the sysup mechanism. These file
system are mounted during boot and dis-
carded once the boot sequence is com-
plete. Again, Cramfs, Squashfs, or Ext2
are good choices for the kind of this file
system.

Figure 8 shows a schematic of the various file
systems layout in relation to each other.

Main storage This is the file system on the
main storage of the system—usually the

flash disk. JFFS2 [JFFS2] or Ext3 appro-2-2 The boot process with sysup

priate file system types. This file system

will contain configuration files and images What sysup does can be best explained by de-
of versions file system but not system soft-scribing the basic boot process on a sysup en-

ware or libraries.

abled system:
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7€90f657aaa0f4256923b43e900d2351 \
/boot/version-1.5.img
2. Boot loader loads kernel and ini- 2c9d55454605787d5eff486b99055dba \

1. System boots.

trd/initramfs images into memory. /boot/versions-1.6.img
3. Kernel runs and mounts initrd or initramfs Figure 9: versions.conf
content

13. The bootis completed by un-mounting the
initrd or initramfs file systems and exec-
ing into/shin/init

4. sysup is run.
5. sysup mounts the main storage.

6. sysup locates on the main storage the ver-
sions.conf file. An example version.conf file is shown in fig-

ure 9. A very simple implementation of sysup
7. sysup locates on the main storage a veras a shell script is in figure 10.
sion image.

8. sysup takes an MD5 signature of the ver5.3  System software update
sion image and compares it to the one
stored in the versions.conf file.
The above description of a sysup boot sequence
9. If the signatures do not match or in re-sounds more complicated then usual. On the

sponse to any other failure, sysup rollsother hand, the system software upgrade proce-
back to the previous version by moving ondure is quite simple:

to the next entry in the versions.conf file
and branching back to stagé.7

1. Download a new version image to the

10. If the signatures match, sysup will loop main storage storage

back mount the version image in a tem-

porary mount point. 2. Calculate its MD5sum and do any other

: . nity checks on the image.
11. sysup will move the mount point of the sanity checks on the image

main storage device into a mount pointin 3 create a new versions.conf file under a

tempora.ry.mount poipt of the version im- temporary name, with the MD5 and path
age. This is done using the “new” (2.5.1, of the new version image as the first en-
but back ported t%2-4) MS_MOVE mount 4y and the old version image and its MD5
flag tomount(2) °®. sum (taken from the current version.conf

12. sysup will thenpivot_root(2) into file) as the second entry.

the temporary mount point of the mounted 4
version image, thus turning it to the new
root file system.

. fsync the new versions.conf under its tem-
porary name.

At the time of the writing of this paper only 2 ver- 5. rename(2) the new version.conf file over

sions.conf entries are supported, but changing thisisvery  the old one.
easy should the need ever arise.
8Used by themove options tomount(8) . 6. Reboot.
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#l/bin/sh
# Name and path to file with filename and MD5s
VERSIONS=versions
# How to get the first line of the file
LINE="tail -n 1 versions*
# File name if MD5 is correct, empty otherwise
FILE="./md5check $LINE'
# How to get the second line of the file
ALTLINE='head -n 1 versions*
# File name if MD5 is correct, empty otherwise
ALTFILE="./md5check $LINE'
# File system type of images
FSTYPE=ext2
# Mount point for new root
MNT=/mnt
# File system type for data parition
# (which holds the image files)
DATAFSTYPE=ext3
# Mount point of data partition
DATA=/data
# Name of directory inside the images
# where the original root mount point
# will be moved to
OLDROOT=initrd
# device of data parition
DATADEV=/dev/hdal
# Emergency shell
EMR_SHELL=/bin/sh
boot() {
mount -t SFSTYPE $FILE $MNT && \
cd $MNT && \
pivot_root . $OLDROOT &&
mount SOLDROOT/$DATA $DATA -0 move && \
umount $OLDROOT && \
exec /shin/init

mount -t proc /proc && \
mount -t $DATAFSTYPE $DATADEV &&\
if test -z "$FILE"; then \
echo "Attempting to boot 1st choice" && boot(); \
fi && \
if test -z "$ALTFILE"; then \
echo "Attempting to boot 2nd choice" && boot(); \
fi
echo "Boot failure." && exec $SEMR_SHELL

Figure 10: sysup shell script

Once again, just like witltefgsh  configura-
tion file, the POSIX assured atomicity of the re-
name(2) system call, guarantees that at no point
in time will a loss of power lead to a system that
cannot boot.

5.4 Variations on a theme

To this basic scheme we can add some more
advanced features as described in this section.
None of these implemented in the current ver-
sion of sysup, but they are on our TODO list for
future versions.

5.4.1 Upgrade watchdog

A version image might have good checksum

and mounted correctly, but the software in it

might be broken in such a way as to get the ma-
chine stuck or reboot before allowing the user
to reach a stage that he or she can roll back to
the previous version.

To resolve this issue, or at least to mitigate its
effect to some extent, the following addition
can be made to the sysup boot process:

e During boot, before mounting a version
image file, sysup should look on the main
storage file system for a “boot in progress”
indicator file. If the file is there, it should
roll back and boot the next entry of ver-
sions.conf file.

e If the file is not there and before sysup
mounts the new version image file, it will
create a “boot in progress” indicator file on
the main storage file system.

e After a version image finished its boot suc-
cessfully to such a degree that the user
can request a software version upgrade or
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downgrade, the software on the versionthank to the ability of the Linux kernel to loop
image will delete this “boot in progress” back file system images, all the system soft-
indicator from the main storage file sys- ware can be squeezed into a single file. Unfor-
tem. tunately, the kernel image itself cannot be in-
cluded in this image for obvious reasons, which

This addition to the boot process allows detect€2ds to @ multitude of problems

errors that would otherwise lead to a systemA
that reboots into a broken version in an infinite
loop.

s long as we are willing to treat the kernel and
the initrd/initramfs images with it, as a sort of
a boot ROM, only update-able in special cir-
cumstances by re-writing in a non atomic fash-
ion the appropriate flash partition, we have no

5.4.2 Network software updates
problem.

Another possible extension to the sysup bootUnfortunately, this is not always enough. Bugs
model is to extend sysup to look for newer ver-in the kernel, support for new features and the
sion to boot in a network directory of sorts, in need of kernel modules to be loaded into the
addition to theversions.conf file. same kernel version for which they were com-

o o piled may require kernel upgrades, not to men-
If a newer version is found, it is downloaded tions bugs in sysup code itself. . .

and Incorporated into the regular version repos-
itory on the main storage (perhaps deleting aiThere are two ways to overcome this limitation,
older version to accommodate). each with its own set of problems:

If the newest version on the network directory
is the same as the version stored on the mas$s 1  Two kernel Monte
storage, boot continues as before.

Under this scheme, we add another field to the
543 Safe mode versions.conf file—the version of the ker-
nel required by that version image. sysup then

S i desoit best efforts. th ._nheeds to check whether the currently running
ometime, despite our best etiorts, e VErSIoRe e js the right one. If it is, we proceed as

images on the flash can become corrupted. IIasual. Ifitis not we utilize a Linux based Linux

such an e"ef‘" It ca_m_ be ye_ry “Seff" to allow thqoader such as kexec or similar in-kernel load-
Sysup code in the initrd/initramfs image, Wheners [kexec]® and boot into the correct kernel.
it detects such an occurrence, to enter a “saf his time we will be in the right kernel version

que which will allow the minimal cpnflgu- c?nd boot will continue as normal.

ration of the system (e.g. network settings) an

download of a fresh version image to flash.  This method works quite well, however it has
two major drawbacks:

5.5 The Achilles heel of sysup: kernel up-
grades e At the time of the writing of this paper,
neither kexec, two kernel Monte or lobos

The reason sysup is at?'e tQ supply atomic Up-  90yr tests with this mode of operation were done with
grade of software version is exactly becausethe Two kernel Monte module from Scyld Computing.
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are integrated into the vanilla kernel, re-in the Linux kernel is done to avoid locking

quiring a patch. when accessing data structure as an way to

i _ speed up access to these data structures, where

e Those solutions that do exist seems 035 our use of the technique is done because itis
cover x86 and to some degree ppc32 arTmpossibIdo lock the data structure we want to
chitecture only.

access, barring the use of a battery attached to
e Using this approach lengthens boot time. €ach embedded device.

It is interesting though, to note the usefulness
5.5.2 Cooperating with the boot loader of the same technique to solve different, but re-
lated problems.

As an alternative to booting a Linux kernel

from Linux, we can use the very same mecha-

nism discussed before of marking each version

with the required kernel version to run it and7  Future directions
simply change the boot loader configuration to

boot the right kernel version next time and then

reboot the mac_hine. If all goes V\_/eII, when WeApart from implementing our lengthy TODO
next run, we will already be running under thejist some of which has been discussed in this
right kernel. paper, there are some “blue skies” areas of in-

The drawback of this method is of course that® cSt for additional research witigsh ~ and

we are now tied to the specific feature set of YSUP-
a specific boot loader and not all boot loader.

lend themselves easily to this sort of coopera.] "€ Mostinteresting one, in the humble opinion

tion with regard to choosing the Linux kernel of the authors, is the possibility that the tech-
image to boot. niques outlined here and implemented in the

two projects can be useful outside the scope of

embedded systems design, especially with re-

gard to “stateless Linux,” virtual machine set-
6 Read, Copy, Update tings and GNU/Linux-based clusters.

One of the readers of the early draft of this pa_Because the approach pr_esented here essen-
ate atomic update of complex data by creating/€rsions and configuration in a couple of eas-
a copy and then switching pointers to this datdly controlled files, and supports .trgnsactlonal
is similar to the well known IBM patented RCU Management of these resources it is hoped that

method utilized in the latest Linux kernel ver- developers and researches working in those
sions. fields would be able to utilize the easy ability

to change and save the state of a machine with
While we happily agree that the mechanism igegard to software version and configuration to
the basically the same, we would like to pointcreate mechanism to automatically and safely
out that the purpose of applying the techniquecontrol their systems, virtual instances or clus-
(which we of course do not claim to have in-ter node in the same way that we demonstrated
vented) is different: the RCU implementation can be done with embedded systems.
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Abstract memory reclaim in a way that is comprensi-
ble. In order to achieve that, some minor details
have been glossed over; for the full gore, see
fhe code. The intent is to give an overview first
to give the reader some hope of understanding
basic concepts and precepts.

Operating under memory pressure has been
persistent problem for Linux customers. De-
spite significant work done in the 2.6 kernel to
improve its handling of memory, it is still easy
to make the Linux kernel slow to a crawl orlock As with any complex system, it is critical to

up completely under load. have a high-level broad overview of how the
system works before attempting to change any-

m-, - ar - . .

i the fil h thing within. Hopefully this paper will pro-

ory prlessure'trllst;beﬁlesgstzm pagiefcaihet USlide that skeleton understanding, and allow the

age, along wi utier_hea entriesthal —yeader to proceed to the code details them-

control them. Another problem area is in- : :
selves. This paper covers Lin@2.6.11.
ode and dentry cache entries in the slab cache. pap

Linux struggles to keep either of these under

control. Userspace processes provide another

obvious source of memory usage, which aréel  What is memory pressure?
partially handled by the OOM killer subsystem,
which has often been accused of making poo
decisions on which process to Kill.

One of the fundamental sources for me

]i'he Linux VM code tries to use up spare mem-
ory for cache, thus there is normally little free

This paper takes a closer look at various scené'€mory on a running system. The intent is

rios causing of memory pressure and the wayo use memory as efficiently as possible, and
VM handles it currently, what we have donethat cache should be easily recoverable when
to keep the system for falling apart. This pa-needed. We try to keep only a small num-

per also discusses the future work that needs teer of pages free for each zone—usually be-
be done to improve further, which may requiretween two watermarkszone->pages_low

careful re-design of subsystems. and zone->pages_high . In practice, the
interactions between zones make it a little more

This paper will try to describe the basics of complex, but that is the basic intent. When the

e 29 o
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system needs a page and there are insufficieiihe memory page allocator_(alloc_
available the system will trigger reclaim, that is pages ) iterates over all the allowable zones for
it will start the process of identifying and re- a given allocation (the zonelist) and tries to find

leasing currently in-use pages. a zone with enough free memory to take from.
If we are belowpages_low , it will wake up
Memory reclaim falls into two basic types: kswapd to try to reclaim more. If kswapd is
failing to keep up with demand, and we fall be-
e per-zone general page reclaishrink_ low pages_min , each allocating process can
zone() drop into direct reclaim vidry to_free

_ pages ...searching for memory itself.
e slab reclaim:hrink_slab()

both of which are invoked from each of 2

"
places: 3 What pages do we try to free”

e kswapd—background reclaim daemon: The basic plan is to target the least useful pages

available at all times. used pages (LRU). However, in practice it is

rather more complex than this, as we want to

e direct reclaim—processes freeing memoryapply some bias over in which pages we keep,

for their own use. Triggered when a pro- and which we discard (e.g. keeping a balance of

cess is unable to allocate memory and isanonymous (application) memory vs filebacked
willing to wait. (pagecache) memory).

Some pages (e.g. slabcache and other kernel
control structures) are not kept on the LRU lists
at all. Either they are not reclaimable, or re-
quire special handling before release (we will

The normal steady state of a running system i§over these separately below).

for most pages to be in-use, with just the min-

imgm Qf pages gctually freg. Thg aim is 1031 The LRU lists

maintain the maximum working set in memory

whilst maintaining sufficient truly empty pages

to ensure critical operations will not block. The We keep memory on two lists (per zone)—the

only thing that will cause us to have to reclaimactive and inactive lists. The basic premise is

pages is if we need to allocate new ones. In th¢hat pages on the active list are in active use,

diagram below are the watermarks that triggeand pages on the inactive lists are not. We mon-

reclaim activities. itor the hardware pagetables (on most architec-
tures) to detect whether the the page is being

Caption: For highmem zoneqages_min  actively referenced or not, and copy that infor-

is normally 512KB. For lowmem, it is about mation down into the struct page in the form of
4*sqrt(low_kb) , but spread across all low the PG_referenced flag.

zones in the system. For an ia32 machine with
1GB or more of memory, that works out at When attempting to reclaim pages, we scan the
about 3.8MB. LRU lists; pages that are found to be active will

2 When do we try to free pages?
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kswapd

balance_pgdat P> shrink_zone

refill_inactive_zone

shrink_cache

__alloc_pages

try_to_free_pages

i

shrink_caches > shrink_slab

i

slab->shrinker

Figure 1: Memory Reclaimers
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zone->pages_high

zone->pages_low

zone->pages_min

can_try_harder

(rt task || \GFP_WAIT)

GFP_HIGH

PF_MEMALLOC

_8_

(1.5 x pages_min)

(1.25 x pages_min)

zone->pages_min

(0.75 x pages_min)

(0.5 x pages_min)

0 pages free

Figure 2: Zone Reclaim Watermarks

be moved to the head of the active list, pages e
that are found to be inactive will be demoted:

¢ If they were on the active list, they will be
moved to the inactive list. .
¢ Ifthey were on the inactive list, we will try

to discard them [

3.2 Discarding pages
g pag 33

free the pagetable mappingsy( to
unmap() )

clean the page if it is dirty (i.e. sync it to
disk)

release anybuffer_heads associated
with the page (explained in section below)

Remove it from the pagecache

free the page

Freeing the pagetable mappings

Reclaiming an in-use page from the system infreeing the pagetable mappings uses the rmap
volves 5 basic steps: (reverse mapping) mechanism to go from a
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New
Anonymous
Page

Active List

(PG_Active TRUE)

refill_inactive_zone()

page_referenced()

Y N

New
Filebacked
Page

Inactive List

(PG_Active FALSE)

shrink_cache()
shrink_list()

page_referenced()
& page_mapping_inuse()

reclaim
the page

Figure 3: LRU lists
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physical page to a list of the pagetable entries
mapping it. The mechanism for how this works
depends on whether the page is anonymous, or
filebacked

represented by a radix tree. This will sig-
nificantly reduce the search/traversal times
to map from a given file offset to the back-
ing pagecache page. However, the filesys-
tem can map these pages on the disk what-
ever way it wants. So every time, we need
disk block mapping, we need to ask the
filesystem to give us physical block num-
ber for the given page. Bufferheads pro-
vide a way to cache this information and
there by eliminates an extra call to filesys-
tem to figure out the disk block mapping.
Note that figuring out the disk block map-
ping could involve reading the disk, de-
pending on the filesystem.

e Anonymous page tify_to_unmap_
anon() ) use theanon_vma structure to
retrieve the list omas mapping the page

e Filebacked page trfy to_unmap_
file() ) Go via theaddress_space
structure (the file’s controlling object) to
retrieve a list ofvmas mapping the page.

From thevma, combined with the offset infor- _ . .
mation in the struct page, we can find the vir- ® I order to provide ordering guarantees in

tual address within the process, and walk the ~ case of a transaction commit. Ext3 or-
pagetables to the PTE entry. dered mode guarantees that the file data

gets written to the disk before the meta-
data gets commited to the journal. In or-
der to provide this guarantee, bufferheads
are used as mechanism to link the pages
belong to a transaction. If the transac-
tion is getting commited to the journal, the
buffer_head  makes sure that all the
pages attached to the transaction using the
bufferhead are written to the disk.

4 Buffer heads

A buffer_head is a control structure for a
page in the pagecache, but are not required for
all pages. Their basic usage is to cache the disk
mapping information for that pagecache page.

e as meta data cache. All the meta data
(superblock, directory, inode data, indirect
blocks) are read into the buffer cache for
a quick reference. Bufferheads provide a
way to access the data.

4.1 Why are bufferheads used?

e to provide support for filesystem block-
sizes not matching system pagesize. If
the filesystem blocksize is smaller than the
system pagesize, each page may end uf)‘
belonging to multiple physical blocks on

What is the problem with bufferheads?

the disk. Buffer heads provide a conve-
nient way to map multiple blocks to a sin-

gle page.

e To cache the page to disk block mapping
information. All the pages belong to a
file/inode are attached to that inode using
the logical offset in the file and they are

Lowmem consumption: All bufferheads
come from buffer_head slab cache
(see later section on slab cache). Since all
the slabs come froldONE_NORMAthey

all consume lowmem (in the case of ia32).
Since there is one or morbuffer_

head structures for each filesystem page-
cache page, thebuffer_head slab
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struct page

l

struct address_space
or ———p> vma
struct anon_vma \ mm
N
pmd \
vma pte
\ mm \
l pgd \
pmd \
vma \ pte
mm \
l pgd \
pmd \
vma \ pte
mm \
( pgd \
pmd
\ pte

Figure 4: Object based rmap
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grows very quickly and consumes lots of those allocated to non-cooperative slab caches
lowmem. In an attempt to address the(as we will see later) may not be readily freed.
problem, there is a limit on how much Such memory is termed non-reclaimable—the
memory “bh” can occupy, which has beenultimate owner of the allocation may not even
set to 10% oZONE_NORMAL be traceable.

e page reference handling: When buffer-
heads get attached to a page, they take &1 Kernel Pages
reference on the page, which is held un-

til the VM tries to release the page. Typ- gy t5r the largest source of non-reclaimable al-
ically, once the page gets flushed to disk,cations come from the kernel itself. The ker-
it is acceptable to release the bufferheadyg| eyt and all pagetables are non-reclaimable.
However, there is no clean way to0 drop oy aliocation where the owner is not easily
thebuffer_head , since the completion  yetermined will fall into this category. Often
of the page being flushed is done in in-yis geeurs because the cost of maintaining the
terrupt context. Thus we leave the buffer- o nership information for each and every allo-

heads around attached to the page and reetion would dominate the cost of those alloca-
lease them as and when VM decides to rey;

, fions.

use the page. So, its normal to see lots

of bufferheads floating around in the sys-

tem. Thebuffer head  structures are 5.2 Locked User Pages
allocated vigpage _cache get() ,and

freed intry_to_free_buffers() The mlock system call provides a mechanism

o TLB/SLB/cache efficiency: Everytime we OF & Userspace process to request that a sec-
reference thebuffer_head 's attached tion of memory be held in RAM. mlock op-

to page, it might cause a TLB/SLB erates on the processes’ reference to the page
miss. We have observed this prob_(e.g.thevmaand pagetables), not the physical

lem with a large NFS workload, where P29€ controlling structure (e.g. the struct page).
ext3 kjournald() goes through all the Thus the lock is indicated within the vma by the

transactions, all the journal heads and/M_LOCKEMag.
all the bufferheads looking for things to
flush/clean. Eliminating bufferheads com-
pletely would be the best solution.

Whilst it would be useful to track this state
within the struct page, this would require an-
other reference count there, for something that
is not often used. Th&G_locked flag is
sometimes confused with mlock functionality,
but is not related to this at alPG_LOCKEDs
held whilst the page is in use by the VM (e.g.
whilst being written out).

Memory allocated to user processes are gener-

ally reclaimable. A user process can almost al-g_3 Why are locked pages such an issue?
ways be stopped and its memory image pushe

out onto swap. Not all memory in the system

can be so easily reclaimed: for example, pagekocked pages in and of themselves are not a
allocated to the kernel text, pagetable pages, diuge issue. There will always be information

5 Non-reclaimable pages
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which must remain in memory and cannot be e directory entry cache (dentry)
allowed to be ‘moved’ out to secondary storage.

It is when we are in need of higher order allo- ¢ disk quota subsystem (dquot)
cations (physically contiguous groups of pages)
or are attempting to hotplug a specific area of
physical memory that such ‘unmovable’ mem-
ory becomes an issue.

inode cache (icache)

filesystem meta information block cache

Taking a pathological example (on an ia32 sys- (mbcache)

tem), we have a process allocating large ar-

eas of anonymous memory. For each 1024

4k pages we will need to allocate a page tab.1 The Blunderbuss Effect

ble page to map it, which is non-reclaimable.

As allocations proceed we end up with a non-

reclaimable page every 1025 pages, or ondaking the dentry cache as an example, we

per MAX_ORDERIlocation. As those unre- walk an LRU-type list of dentries—but note

claimable pages are interspersed with the rethis isentries not of pages The problem with

claimable pages, if we now need to free a largehis is that whilst it will get rid of the best

physically contiguous region we will find no dcache entries it may not get rid of any whole

fully reclaimable area. pages at all. Imagine the following situation,
for example:

Each row represents a page of dentrys, each
box represents in individual dentry. Whilst
many entries have been freed, no pages are re-

The slab poses special problems. The slab iglaimable as a result—I call this the blunder-
a typed memory allocator and as such takeBuss effect. We are suffering from internal frag-
system pages and carves them up for allocgmentation, which is made worse by the fact that
tion. Each system page in the slab is potentiallpOme Of the dentries (e.g. directories) may be
split into a number of separate allocations andocked. We actually have a fairly high likeli-

owned by different parts of the operating sys-100d of blowing away a very significant por-

tem. In order to reclaim any slab page we have!on of the cache before freeing any pages at all.

to first reclaim each and every one of the con-S0 Whilst the shrink routine is good for keep-
tained allocations. ing dcache size in check, it is not effective at

shrinking it.
In order to be reclaimable a slab must regis-
ter a reclaim method—each slab can registeDentry holds a reference to the inode as well.
a callback function to ask it to shrink itself, When we decrement the reference count to the
known as a “shrinker” routine. These are reg-dentry, the inode entry count is decremented

6 Slab reclaim

istered withset_shrinker() and unregis- as well. If the inode refcount is decremented
tered with remove_shrinker() , held on to 0, we will calltruncate_inode_pages()
shrinker_list , and called fronshrink_ which will write back the pages for that file to

slab() . Note that most slabs do NOT regis- disk. That could take gerylong time to com-
ter a shrinker, and are thus non-reclaimable, thplete. This means that slab reclaim can cause
only ones that currently do are: very high latencies in order to allocate a page.
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page

page

page

page

page

page

page

page

dentry that is in use dentry that is freed . dentry that is locked

Figure 5: dentry slab

7 Diagnosing OOM situations order:%d, mode:0x%Xx
If the order was 0, the system could not

_allocate you 1 single page of memory.
When the system runs out of memory, you Will eyamine the flags for the allocation care-

typically see messages either from the OOI\/Ifu"y’ and match them up to th&FP_ ones
killer, or “page allocation failures.” These are i ‘inciude/linux/gfp.h . Things like
typically symptoms that either: GFP_HIGH and not having GFP_WAIT
and/orGFP_IO set are brutal on the allocator.
e Your workload is unreasonable for the ma-!f You do such things at a high rate then, yes,
chine you will exhaust the system of memory. Play
nice!
e Something is wrong
If it was a normal alloc (e.g. GFP_WAIT|
. __GFP_IO | __GFP_F9), then you have no
If the workload does not fit into RAM + SWAP, memory, and we could free no memory to sat-
.then you arggplngto run out 9f memory. I isfy your request. Your system is in deep trou-
it does not fit into RAM, then it will probably ble
perform badly, but should still work. '

If the order was say 3 (or even larger) you prob-
7.1 Examining error messages ably have a_slightly different problem. Order

n means trying to allocate"2pages. For ex-

ample, order 3 means®2 8 pages. Worse,
When__alloc_pages can not allocate you these cannot be any old 8 pages, but 8 physi-
the memory you asked for, it prints somethingcally contiguous pages, aligned on an boundary
like this: of 8 pages. Systems that have been running for
%s: page allocation failure. a while inevitably get fragmented to the point
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where large allocs are inevitably going to falil cat /proc/meminfo

(i.e. we have lots of smaller blocks free, but cat /proc/slabinfo

none big enough for that). Possible fixes are: ps ef -0 user,pid,rss,command
echo
sleep 10

e Wait for the VM to get better at deal- done
ing with fragmentation (do not hold your

breath).
From a script, preferably running that from a
e See if the caller can do without physically remote machine and logging it, i.e.:
contiguous blocks of RAM.

e Make the caller operate out of a reserved seript log

mempool ssh theserverthatkeepsbreaking
Jthatstupidloggingscript

Use the printed stack trace to find the asso-

ciated caller requesting the memory. CIFS,zyamination of the logs from the time the ma-
NFS, and gigabit ethernet with jumbo frames.hine got into trouble will often reveal the
are known offenders. /proc/buddyinfo will give 4 rce of the problem.

you more stats on fragmentation. Adding a
show_mem() to__alloc_pages just after
theprintk  of the failure is often helpful.
8 Future Direction

7.2 So who ate all my memory then?
Memory reclaim is sure to be a focus area go-

_ _ ing forward—the difference in access latencies
There are two basic answers, either the kern%etween disk and memory make the decisions

ate it, or userspace ate It I_f the userspace ate lhhout which pages we select to reclaim critical.
then hop(_afully the OOM Kkiller will blow them We are seeing ever increasing complexity at the
away. h_c It was kgrnel memory, we .need WO architectural level: SMP systems are becoming
basic thlngs to diagnose #proc/meminfcand increasingly large at the high end and increas-
[procislabinfo ingly common at the desktop, SMT (symmetric

multi-threading) and multi-core CPUs are en-
If tem h Iready h Alt+S +M, :
your system has afready hung, ysrq tering the market at ever lower prices. All of

may give you some some of the same informa- : :
tion these place new constraints on memory in rela-

tion to memory contention and locality which

If your system has already OOM killed a bunchh@s & knock on effect on memory allocation
of stuff, then it is hard to get any accurate out-2nd thereby memory reclaim. There is already

mething like this: : i i i
something like this Promoting Reclaimabilty: work in the alloca-

tor to try and group the reclaimable and non-

while true reclaimable allocations with allocations of the
do same type at various levels. This increases
date the chance of finding contigious allocations and
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when they are not available greatly improvesare moving to the desktop. Hotplug memory is

the likelihood of being able to reclaim an ap-becoming the norm for larger machines, and is

propriate area. increasingly important for virtualization. Each
of these requirements brings its own issues to

Promoting Locality: work is ongoing to better what already is a difficult, complex subsystem.
target allocations in NUMA systems when un-

der memory pressure. On much NUMA hard-
ware the cost of using non-local memory for
long running tasks is severe both for the perfor-
mance of the affected process and for the sys-
tem as a whole. Promoting some reclaim for
local allocations even when remote memory is
available is being added.

Hotplug: hot-removal of memory requires that
we be able to force reclaim the memory which
is about to be removed. Work is ongoing to
both increase the likelyhood of being able to re-
claim the memory and how to handle the case
where it cannot be reclaimed thorough remap-
ping and relocation.

Targeted Reclaim: memory reclaim currently
only comes in the form of general pressure on
the memory system. The requirements of hot-
plug and others brings a new kind of pressure,
pressure over a specific address range. Work is
ongoing to see how we can apply address spe-
cific pressure both to the normal memory allo-
cator and the slab allocators.

Active Defragmentation: as a last resort, we
can re-order pages within the system in order to
free up physically contiguous segments to use.

9 Conclusion

As we have shown memory reclaim is a com-
plex subject, something of a black art. The cur-
rent memory reclaim system is extremely com-
plex, one huge heuristic guess. Moreover, it
is under pressure from new requirements from
big and small iron alike. NUMA architectures



Block Devices and Transport Classes: Where are we
going?

James E.J. Bottomley
SteelEye Technology, Inc.
jejb@steeleye.com

Abstract This paper will examine the evolution of the
transport class in SCSI, covering its current
: L . . usesin Parallel SCSI (SPI), Fibre Channel (FC)
A transport class is quite simply a device drlveranol other transports (iISCSI and SAS), contrast-

helper library with an associated sysfs compo~Ing it with previous approaches, like CAM, and

nent. Although this sounds deceptively Simple*follow with a description of how the concept
in practise it allows fairly large simplifications was freed from the SCSI subsystem and how it

in device driver code. Up until recently, trans- could be applied in other aspects of kernel de-
port classes were restricted to be SCSI onI)(/elopment particularly block devices

but now they can be made to apply to any de-
vice driver at all (including ones with no actual
transports).

Subsystems that drive sets of different devices

derive the most utility from transport classes. )

SCSl is a really good example of this: We havel ~ Introduction

a core set of APIs which are needed by ev-

ery SCSI driver (whether Parallel SCSI, Fibre

Channel or something even more exotic) to do

command queueing and interpret status code®ack in 1986, when the T10 committee first
However, there were a large number of ancil-came out with the Small Computer Systems In-
lary services which don’t apply to the whole of terconnect (SCSI) protocol, it was designed to
SCSI, like Domain Validation for Parallel SCSI run on a single 8 bit parallel bus. A later proto-
or target disconnection/reconnection for Fibrecol revision: SCSI-2 [1] was released in 1993
Channel. Exposing parameters (like period anavhich added the ability to double the bus width
offset, for parallel SCSI) viaysfs gives the and do synchronous data transfers at speeds up
user a well known way to control them with- to 10MHz. Finally, in 1995, the next gener-
out having to develop a core SCSI API. Since aation SCSI-3 architecture [5] was introduced.
transport class has onlysysfs interface and This latest standard is a constantly evolving
a driver APl itis completely independent of the system which includes different transports (like
SCSI core. This makes the classes arbitrarilserial attached SCSI and Fibre Channel) and
extensible and imposes no limit on how manyenhances the existing parallel SCSI infrastruc-
may be simultaneously present. ture up to Ultra360.

o 4] e
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2 Overview of SCSI to describe the layers in detail but to show that
they map identically at the peripheral driver

From its earliest days, SCSI has obeyed a conf@Y€r and then disconnect over the remaining

mand model, which means that every devicé®"€S:
attached to a SCSI controller has a comman
driven state mode; however, this state mode

tends to differ radically _by device t,ype. This tied to the parallel SCSI transport that SCSI-2
means that most Operating System’s SCSI sub- L,
: ) . was based on and didn’t address very well the

system implementations tend to consist of de- ) :
X . ) : needs of the new transport infrastructures like
vice drivers (which understand the device com-,

o ._Fibre Channel. There was an attempt to pro-

mand model) sitting on top of a more generic e . :
) : : duce a new specification taking these into ac-
command handling mechanism which under-

stands how to send commands to devices. ThiCount (CAM-3) bu.t.'t never actually managed
0 produce a specification.

split was also reflected in the first standard for
operating system interfaces to SCSI: CAM [6].

Ithough CAM provided a good model to fol-
ow in the SCSI-2 days, it was very definitely

2.2 SCSI-3 The Next Generation
2.1 SCSICAM

From about 1995 onwards, there was a move-
The object of CAM, as the name implies wasment to revolutionise the SCSI standard [9].
to provide a set of common access methods thathe basic thrust was a new Architecture Model
would be identical across all operating systems(called SAM) whereby the documents were
Looking at figure 1 one can see how the CAMgp|it up into Peripheral Driver command, a pri-
infrastructure was laid out. mary core and transport specific standards. The
veor cam v tinux basic idea was to unbind SCSI from the con-
el ! cept of a parallel bus and make it much more
peripheral L U Layer extensible in terms of transport architectures.

Driver [ Tape ] [ Disk ] [CD,HOM] lTﬁ%SuSghl i Driver (ULD)
1

‘ ‘ ‘ ‘ : SAM-3 Linux
i

Transport [ XPRT ]

Device Type Specific Command Sets uLD

i .
‘ i Mid Layer

SCSl Interface [ Sim ] [ SIM ]
Module L ( J

Shared Command Set (for all Device Types) Mid Layer

! Low Layer
HBA i Driver (LLD)

SCSI Transport Protocols

Architecture Model

LLD

Interconnects

Figure 1: lllustration of CAM methods with a

comparison to the current Linux SCSI subsys- - _
tem Figure 2: SAM-3 with its corresponding map-

ping to Linux on the right
The CAM four level infrastructure on the leftis
shown against the current Linux three level in-The actual standard [8] describes the layout as
frastructure. The object of the comparison isn’tdepicted in figure 2 which compares almost
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exactly to the layout of the Linux SCSI sub- Point 3 looks to be an advantage because it al-

system. Unfortunately, the picture isn’'t quite lows greater flexibility for controlling groups of

as rosy as this and there are certain places IHBAs according to their capabilities. However,

the mid-layer, most notably in error handling, its disadvantage is failing to prescribe precisely

where we still make transport dependent aswhere the dividing line lies (i.e. since it permits

sumptions. one SIM per HBA, most driver writers wrote
for exactly that, their own unique SIM).

_ A second issue for Linux is that the XPRT layer
3 Linux SCSI Subsystem is actually split between the generic block layer
and the SCSI mid-layer. Obviously, other block

From the preceding it can be seen that the ori drivers are interested in certain features (like

inal SCSI Subsystem didn’t follow either CAM t?gs g;md command ?j”e?‘e'r?g) vt\{?ertta_as some
or SAM exactly (although the implementation (ke bus scanning or device identification) are

is much closer to SAM). Although the SCSI clearly SC.SI specific. Thus,.the preferrgd im-
mid layer (modulo error handling) is pretty ef- plementation should also split the XPRT into a

ficient now in the way it handles commands,ﬁIOCk genferic and a iCSI_sp?ﬁifichiglce, Wij[fh
it still lacks fine grained multi-level control of cavy preterence on keeping the specitic

devices that CAM allows. However, in spite of piece as small as possible.
this the property users most want to know about

their devices (what is the maximum speed this3.2 Recent Evolution
device is communicating to the system) was

lacking even from CAM. The policy of slimming down SCSI was first
articulated at the Kernel Summit in 2002 [3]
3.1 Things Linux Learned from CAM and later refined in 2003 [4]. The idea was to

slim down SCSI as far as possible by moving as

much of its functionality that could be held in
The basic thing CAM got right was splitting the common up to the block layer (the exemplar of
lower layers (see figure 1) into XPRT (genericthis at the time being tag command queueing).
command transport) SIM (HBA specific pro- and to make the mid-layer a small compact
cessing) and HBA (HBA driver) was heading generic command processing layer with plug in
in the right direction. However, there were sev-helper libraries to assist the device drivers with
eral basic faults in the design: transport and other issues. However, as is the

usual course, things didn’t quite go according

1. Even the XPRT which is supposed to el plan. Another infrastructure was seeping into

a generic command transport had knowl-SCS!: generic devices asysfs .
edge of parallel SCSI specific parameters.

_ _ 3.3 sysfs
2. The User wasn't given a prescribed

method for either reading or altering pa-
rameters they’re interested in (like bus
speed).

SCSI was the first device driver subsystem to
try to embracesysfs fully. This was done
purely out of selfish reasons: Users were re-
3. The SIM part allowed for there being one questing extra information which we could ex-
unique SIM per HBA driver. portviasysfs and also, moving to theysfs
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infrastructure promised to greatly facilitate thetruly extensible). Figure 3 illustrates the rela-
Augean scale cleaning task of converting SCStionships between transport classes and the rest
to be hotplug compliant. The way this was doneof the Linux system.

was to embed a generic device into each of the
SCSI device components (host, target and de- [
vice) along with defining a special SCSI bus

type to which the ULDs now attach agsfs user /
drivers.

Application ]
However, once the initial infrastructure was in n
place, with extra additions that allowed drivers
to export special driver specific parameters, it
was noticed that certain vendor requirements | M Layr =
were causing them to push patches into drivers
that were actually exporting information that
was specific to the actual transport rather than
the driver [11].

Figure 3: SCSI transport classes under Linux
Since this export of information fitted the gen-
eral pattern of the “helper libraries” described
above, discussion ensued about how best to .
achieve this export in a manner that could b1 Implementation
utilised by all drivers acting for the given trans-
port [12]. And thus, the concept of a Transport
Class was born. This section describes historical implementa-
tion only, so if you want to know how the
classes function notvsee section 5.3. The
original implementation was designed to export
4 Transport Classes transport specific parameters, so the code in
the SCSI subsystem was geared around defin-
ing the class and initialising its attribute files at
The original concept of a transport class washe correct point in theysfs tree. However,
that it was an entity which attached to the SCSlbnce this was done, it was fairly easy to export
device at three levels (host, target and LUN)an API from the transport class itself that could
and that it exported properties from these demake use of these parameters (like Domain Val-
vices straight to the user via tleysfs class idation for SPI, see below).
interface. A further refinement was that the

transport class (although it had support fromThe key point was that the interaction between
the mid-layer) had no APl that it exported to (or the mid-layer and the transport class was re-
via) the mid layer (this is essential for allowing stricted to the mid-layer providing an API to

HBA's that aren’t transport class compliant to get all thesysfs properties initialised and ex-
continue to operate; however, it also has the exported correctly.

tremely advantageous property of ensuring that
the transport class services aren’t bounded by 1o rather, at the time of writing, which corresponds
any API of the mid-layer and thus makes themto the 2.6.12 kernel
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4.2 Case Study: the SPI transport Class 4.3 The Fibre Channel Transport Class

Of all the SCSI transport classes in flux at the

_ moment, the FC class is doing the most to rev-

SPI means SCSI _Parallel Interface and is th| tionise the way the operating system sees
new SCSI-3 terminology for the old parallel the transport. Following a fairly huge program
bus. In order to ascertain and control the speegt mogification, the FC transport class is able

of the bus, there are three essential characterigy make use of expanded mid-layer interfaces
tics: period, offset and width (plus a large num-yg cause even non-SCSI ports of the fabric to

ber of minor characteristics that were added a8ppear under the SCSI device tree—even the
the SPI standard evolved). usual SCSI device structure is perturbed since
the tree now appears as host/rport/target/device.

Once the ability to fetch and set these chara
teristics had been added, it was natural to ad
a domain validation [7] capability to the trans-

port class. What domain validation (DV) does 1 consolidate all services for Fibre Chan-
is to verify that the chosen transport character- 5| devices which can be held in common
istics match the capability of the SCSI trans-  (things like cable pull timers, port scan-
port by attempting to send and receive a set of  hing) thus slimming down the actual Fi-
prescribed patterns over the bus from the de- e channel drivers.

vice and adjust the transport parameters if the

message is garbled As the parallel bus becomes?2. Implement a consistent API vigysfs
faster and faster, this sort of line clearing be- which all drivers make use of, thus in the-
comes essential since just a small kink in the  ory meaning a single SAN management
cable may produce a large number of errors at  tool can be used regardless of underlying
the highest transfer speed. HBA hardware.

The object of this transport class is twofold:

Since the performance of Domain Validation

depends on nothing more than the setting o5  Transport Class Evolution

SPI transfer parameters, it is an ideal candidate

service to be performed purely within the SPI

transport class. Although domain validation isLooking at what's happening in the SCSI world
most important in the high speed controllers, ittoday, it's clear that the next nascent transport
is still useful to the lower speed ones. Furtherto hit the Linux Kernel will be the Serial At-
certain high speed controllers themselves contached SCSI (SAS) one. Its cousin, Serial ATA
tain Domain Validation internally adding code (SATA) is already present in both the 2.4 and
bloat at best and huge potential for incorrect-2.6 kernels. One of the interesting points about
ness at worst (the internal Domain ValidationSAS and SATA is that at the lowest level, they
code has proved to be a significant source oboth share the same bus and packet transport
bugs in certain drivers). As anillustration of the mechanism (the PHY layer, which basically
benefit, the conversion of treec7xxx driver represent a physical point to point connection
to the transport class domain validation resultedvhich may be only part of a broader logical
in the removal of 1,700 lines of code [2]. point to point connection).
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The clear direction here is that SAS should have 3. and a match callback which may be coded
two separate transport classes: one for SAS it- to use subsystem specific knowledge to
self and one for the PHY, and further that the determine if a given generic device should
PHY transport class (which would control the have the class associated with it.

physical characteristics of the PHY interface)

should be common between SAS and SATA. .. . )
Once this is registered, a set of event triggers

on the generic device must be coded into the
5.1 Multiple Transport Classes per Device subsystem (of necessity, some of these triggers
are device creation and destruction, which are
. used to add and remove the container, but addi-
In the old transport _class parzitdlgm, ,,ea_cr}ional triggers of any type whatever may also be
transport cl_ass requires —an anchor Ir]included). The benefit of these triggers is enor-
the enveloping .deV|ce structgre (for SCSImous: the trigger function will be called for all
we put these Intostruct SCS'd—HOSt '’ devices to whom the given class is registered,
stru_ct q scg_target - an shtructl ile S° this can be used, for instance, to begin de-
scsi_device ). However, to attach multiple ice configuration. Once the generic attribute

transport classes u_nder this paradlgm_, we %ontainer was in place, it was extremely simple
have to have multiple such anchors in the

. . . . ] to build a generic transport class on top of it.
enveloping device which is starting to look g P P
rather inefficient.

5.3 Generic Transport Classes
The basic anchor that is required is a pointer

to the class and also a list of attributes which . _
appear as files isysfs , so the solution is to L0ooking atthe old SCSI transport classes in the

remove the need for this anchor altogether: thdght of the new attribute containers, it was eas-
generic attribute container. ily seen that there are five trigger points:

1. setup (mandatory), where the class device
is created but not yet made visible to the
system.

5.2 Generic Attribute Containers

The idea here is to dispense entirely with the
necessity for an anchor within some envelop- 2. add (mandatory), where the created class
ing structure. Instead, all the necessary com- device and its associated attributes are now
ponents and attribute files are allocated sepa- Mmade visible irsysfs

rately and then matched up to the correspond-
ing generic device (which currently always sits

inside the enveloping structure). The mecha-
nism by which attribute containers operate is
firstly by the pre-registration of a structure that

contains three elements:

3. configure (optional), which is possibly
more SCSI-centric; the above two opera-
tions (setup and add) probe the device us-
ing the lowest common transport settings.
Configure means that the device has been
found and identified and is now ready to be
brought up to its maximum capabilities.

1. A pointer to the class,
4. remove (mandatory), where the class de-

2. a pointer to the set of class device at- vice should be removed from treysfs
tributes export preparatory to being destroyed.
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5. destroy (mandatory), called on final lastutility of a generic transport infrastructure ex-
put of the device to cause the attribute contends well beyond SCSI.
tainer to be deallocated.

6.1 IDE andhdparm
All of these apart from configure are essen-

tially standard events that all generic devicesag the ATA standards have evolved [10], the
go through. Basically then, a generic transyansnort speed and feature support (like Tag

port class is a structure containing three of~y1mand Queueing) has also been evolving.
the five trigger points (add, configure and

remove; setup and destroy being purely in-Additionally, with the addition of SATA and
ternally concerned with allocation and deal-AoE (ATA over Ethernet), IDE is evolving in
location of the transport class, with no ex-the same direction that SCSI did many years
ternal callback visibility). To make use of ago (acquiring additional transports), so it be-
the generic transport container, all the subgins to make sense to regroup the currently
system has to do is to register the strucmonolithic IDE subsystem around a core com-
ture with the three callbacks (which is usuallymand subsystem which interacts with multiple
done in the transport class initialisation rou-transports.

tine) and embed the mandatory trigger points

into the subsystem structure creation routine§urrently if you want to see what the transfer
astransport event _device() . settings of your drive are, you use thdparm

program, which manipulates those settings via
As a demonstration of the utility of the generic special ioctls. This same information would
transport class, the entire SCSI transport inbe an ideal candidate for exporting through
frastructure was converted over to the generisysfs via the generic transport classes.
transport class code with no loss of functional-
ity an_d a significant re_duction in Iine_s of c_ode 6.2 Hardware RAID
and virtually no alteration (except for initialisa-

tions) within the three existing SCSI transport _
classes. The kernel today has quite a plethora of hard-

ware RAID drivers; some, likecciss are
Finally, because the generic transport clasgresent in the block subsystem but the major-
is built upon the generic attribute containers,ity are actually presented to the system as SCSI
which depend only on theysfs generic de- devices. Almost every one of these has a slew
vice, any subsystem or driver which has beerof special ioctls for configuration, maintenance
converted to use generic devices may also makand monitoring of the arrays, and almost all of
use of generic transport classes. them comes with their own special packages to

interface to these private ioctls. There has re-

cently been a movement in the standards com-

. mittees to unify the management approach (and

6 So Where Are We Going? even the data format) of RAID arrays, so it

would appear that the time is becoming ripe
Although the creation of the generic transportfor constructing a raid management transport
classes was done for fairly selfish reasons (talass that would act as the interface between a
get SAS to fit correctly in the transport frame- generic management tool and all of the hard-
work with two attached classes), the potentiaware RAID drivers.
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6.3 SAS the LLD, so it doesn’t quite fit in with the origi-
nal vision for the SCSI transport classes. How-

_ ever, it does seem that it can be made to con-
As has been mentioned before, the need t0 hagrm more closely with the generic transport

both a SAS and a PHY class for the same devicg|ass, where the error handler classes become
was one of the driving reasons for the Creat'o%eparate from the actual “transport” transport
of the generic transport class. We are also hops|zsses.

ing that SAS will be the first SCSI transport to

enter the kernel with a fully fledged transport

class system (both SPI and FC had their trans-

port classes grafted on to them after drivers foi=;
each had been accepted into the kernel, and n
all FC or SPI drivers currently make use of the
capabilities afforded by the transport classes).

Hopefully, the vastly improved functionality
provided to FC drivers by the FC transport
class, with the addition of the concept of the
remote port and transport class driven domain
enumeration will at least have convinced the
major SAS protagonists of the benefits of the
approach_ However, the current statement OFigure 4: An illustration of how the error han-
the SCSI maintainers has been that a workingllers would work as generic transport classes
SAS transport class is a necessary prerequisite
for inclusion of any SAS driver. How this would work is illustrated in figure 4
The arrows represent the concept of “uses the
_ services of.” The idea essentially is that the
6.4 SCSI Error Handling error handler classes would be built on the
generic transport classes but would provide a
service to the mid-layer based on a transport

One of the last major (and incredibly neces-
sary) re-organisations of SCSI involves clean-dEp(':'nderlt API. The error handler parameters

ing up the error handler. Currently, the SCSIWOUld’ .by virtue of thesysfs  component, be
error handler is completely monolithic (i.e. it accessible to the user to tweak.

applies to every driver) and its philosophy of

operation is still deeply rooted in the old paral-

lel bus, which makes it pretty inappropriate for7  conclusions

a large number of modern transports. Clearly,

the error handler should be transport specific,

and thus it would make a natural candidate foiThe SCSI transport classes began life as helper
being in a transport class. However, previoushlibraries to slim down the SCSI subsystem.
transport classes took services from the midHowever, they subsequently became well de-
layer but didn’t provide any services to it (the fined transport class entities and went on to
provide services only to the LLD). However, an spawn generic transport classes which have
error handler primarily provides services to theutility far beyond the scope of the original re-
Mid Layer and an API for handling errors to quirement.
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Two basic things remain to be done, though:

1. Retool SCSI error handling to be modular

using generic transport classes.

[7]

NCITS T10 SDV Technical Editor. SCSI
domain validation (SDV), 2001.
http://lwww.t10.0rg/ftp/t10/
drafts/sdv/sdv-r08b.pdf

2. Actually persuade someone outside of the [8] T10 Technical Editor. SCSI architecture

SCSI subsystem to make use of them.
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Abstract providing major portions of an ACPI imple-
mentation in OS-independent ACPI modules

ACPI (Advanced Configuration and Power In-that can be integrated into any operating sys-
terface) is an open industry specification esiem.
tablishing industry-standard interfaces for OS-

: : . '{he ACPICA software can be hosted on any
directed configuration and power managemen

on laptops, desktops, and servers operating system by writing a small and rel-

' ' ' atively simple OS Services Layer (OSL) be-
ACPI enables new power management technoltween the ACPI subsystem and the host oper-
ogy to evolve independently in operating sys-ating system.

tems and hardware while ensuring that they . .
continue to work together. The ACPICA source code is dual-licensed such

that Linux can share it with other operating sys-
This paper starts with an overview of thetems, such as FreeBSD.
ACPICA architecture. Next a section describes
the implementation architecture in Linux. 11 ACPICA Overview

Later sections detail recent advances and cur-

rent challenges in Linux/ACPI processor POWErA~p|CA defines and implements a group of

Imanagerlnent, dCF:U andf. memory hoé’ﬁ:u%oftware components that together create an
fegyascy plug-and-play contfiguration, an Ot'implementation of the ACPI specification. A

major goal of the architecture is to isolate all
operating system dependencies to a relatively
) small translation or conversion layer (the OS
1 ACPI Component Architecture Services Layer) so that the bulk of the ACPICA
code is independent of any individual operat-
The purpose of ACPICA, the ACPI Componenting system. Therefore, hosting the ACPICA
Architecture, is to simplify ACPI implementa- code on new operating systems requires no
tions for operating system vendors (OSVs) bysource code modifications within the CA code

e 51 e
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itself. The components of the architecture in- /\
clude (from the top down): Q‘isystm/

ACPI Subsystem

A user interface to the power management
and configuration features.

e A power management and power policy

component (OSPM}.

¢ A configuration management component.

e ACPI-related device drivers (for example,
drivers for the Embedded Controller, SM-
Bus, Smart Battery, and Control Method
Battery).

e An ACPI Core Subsystem component that \/

provides the fundamental ACPI services
(such as the AMR interpreter and names-
pacé management).

ACPI Core Subsystem

Figure 1. The ACPI Subsystem Architecture

 An OS Services Layer for each host oper-the OS Services Layer is the only component

ating system. of the ACPICA that contains code that is spe-
cific to a host operating system. Figure 1 illus-
1.2 The ACPI Subsystem trates the ACPI Subsystem is composed of the
OSL and the Core.

The ACPI Subsystem implements the low levelThe ACPI Core Subsystem supplies the ma-
or fundamental aspects of the ACPI specificajor building blocks or subcomponents that are
tion. It includes an AML parser/interpreter, required for all ACPI implementations includ-
ACPI namespace management, ACPI table anilg an AML interpreter, a namespace man-
device support, and event handling. Since th@ger, ACPI event and resource management,
ACPICA core provides low-level system ser-and ACPI hardware support.

vices, it also requires low-level operating sys-

tem services such as memory managemen@”e of the goals of the Core Subsystem is to
synchronization, scheduling, and I/0. To allowProvide an abstraction level high enough such
the Core Subsystem to easily interface to am}hat the host OS does not need to understand
operating system that provides such service' know about the very low-level ACPI details.
the OSL translates OS requests into the nativEor example, all AML code is hidden from the

calls provided by the host operating system©OSL and host operating system. Also, the de-
tails of the ACPI hardware are abstracted to

1OSPM, Operating System directed Power Ma”agehigher-level software interfaces.
ment.

2AML, ACPI Machine Language exported by the . .
BIOS in ACPI tables, interpreted by the OS. The Core Subsystem implementation makes no

3The ACPI namespace tracks devices, objects, an@SSumptions about the host operating system
methods accessed by the interpreter. or environment. The only way it can request
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Resource Event
Managemen Managemen
Namespace ACPI Table ACPI H/W
Managemen Managemen Managemen

Host Operating System

ACPI Subsystem

OS Services

Layer
Host/OS ACPI/OS AML Interpreter
Interface Interface
Core Subsystem Figure 3: Internal Modules of the ACPI Core

Subsystem

ACPI Interface

1.4 AML Interpreter

Figure 2: Interaction between the Architectural

Components The AML interpreter is responsible for the

parsing and execution of the AML byte code

that is provided by the computer system ven-
operating system services is via interfaces progor. The services that the interpreter provides
vided by the OSL. Figure 2 shows that the OSLinclude:

component “calls up” to the host operating sys-

tem whenever operating system services are re- 4 AML Control Method Execution

quired, either for the OSL itself, or on behalf

of the Core Subsystem component. All native ® Evaluation of Namespace Objects

calls directly to the host are confined to the OS

Services Layer, allowing the core to remain OS) 5 ACP| Table Management

independent.

This component manages the ACPI tables. The

1.3 ACPI Core Subsystem tables may be loaded from the firmware or di-
rectly from a buffer provided by the host oper-
ating system. Services include:

The Core Subsystem is divided into several log-

ical modules or sub-components. Each mod- e ACPI Table Parsing
ule implements a service or group of related
services. This section describes each sub-
component and identifies the classes of external ¢ ACPI Table installation and removal
interfaces to the components, the mapping of

these classes to the individual components, an
the interface names. Figure 3 shows the inter
nal modules of the ACPI Core Subsystem and

their relationship to each other. The AML inter- The Namespace component provides ACPI
preter forms the foundation of the componentnamespace services on top of the AML inter-
with additional services built upon this founda- preter. It builds and manages the internal ACPI
tion. namespace. Services include:

e ACPI Table Verification

Jd..6 Namespace Management
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BIOS or afile

Device Enumeration

Namespace Access

Access to ACPI data and tables

1.7 Resource Management

Namespace Initialization from either the 1.9 Event Handling

The Event Handling component manages the
ACPI System Control Interrupt (SCI). The sin-
gle SCI multiplexes the ACPI timer, Fixed
Events, and General Purpose Events (GPES).
This component also manages dispatch of no-
tification and Address Space/Operation Region
events. Services include:

The Resource component provides resource ¢ ACPI mode enable/disable
guery and configuration services on top of the _
Namespace manager and AML interpreter. Ser- ® ACPI event enable/disable

vices include:

e Getting and Setting Current Resources
e Getting Possible Resources
e Getting IRQ Routing Tables

e Getting Power Dependencies

1.8 ACPI Hardware Management

e Fixed Event Handlers (Installation, re-
moval, and dispatch)

e General Purpose Event (GPE) Handlers
(Installation, removal, and dispatch)

e Notify Handlers (Installation, removal,
and dispatch)

e Address Space and Operation Region
Handlers (Installation, removal, and dis-
patch)

The hardware manager controls access to the
ACPI registers, timers, and other ACPI-related

hardware. Services include:

2 ACPICA OS Services Layer
(OSL)

e ACPI Status register and Enable register

access

The OS Services Layer component of the archi-

e ACPI Register access (generic read andecture enables the re-hosting or re-targeting of

write)
e Power Management Timer access
e Legacy Mode support
e Global Lock support

e Sleep Transitions support (S-states)

the other components to execute under different
operating systems, or to even execute in envi-
ronments where there is no host operating sys-
tem. In other words, the OSL component pro-

vides the glue that joins the other components
to a particular operating system and/or environ-
ment. The OSL implements interfaces and ser-
vices using native calls to host OS. Therefore,

e Processor Power State support (C-states)an OS Services Layer must be written for each

e Other hardware integration:
Processor Performance, etc.

Throttling,

target operating system.

The OS Services Layer has several roles.
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1. It acts as the front-end for some OS-t0-2.1.1 OS Boot-load-Time Services
ACPI requests. It translates OS requests

that are received in the native OS formatg gt services are those functions that must be
(such as a system call interface, an I/O régyecyted very early in the OS load process, be-
quest/result segment interface, or a devicgyre most of the rest of the OS initializes. These
driver interface) into calls to Core Subsys-geryices include the ACPI subsystem initializa-
tem interfaces. tion, ACPI hardware initialization, and execu-
tion of the _INI control methods for various de-

2. It exposes a set of OS-specific applicationyices within the ACPI namespace.
interfaces. These interfaces translate ap-

plication requests to calls to the ACPI in-
terfaces. 2.1.2 Device Driver Load-Time Services

3. The OSL component implements a stanor the devices that appear in the ACPI names-
dard set of interfaces that perform (O de-pace’ the Operating system must have a mecha-
pendent functions (such as memory allo-njsm to detect them and load device drivers for
cation and hardware access) on behalf ofhem. The Device driver load services provide
the Core Subsystem component. Thesghis mechanism. The ACPI subsystem provides
interfaces are themselves OS-independendervices to assist with device and bus enumer-

because they are constant across all OShtjon, resource detection, and setting device re-
implementations. It is the implemen- gources.

tations of these interfaces that are OS-

dependent, because they must use the na-

tive services and interfaces of the host op2.1.3 OS Run-Time Services
erating system.

The runtime services include most if not all of
the external interfaces to the ACPI subsystem.

2.1 Functional Service Groups These services also include event logging and
power management functions.

The services provided by the OS Services _
Layer can be categorized into several distincg-1.4 Asynchronous Services
groups, mostly based upon when each of the

services in the group are required. There arehe asynchronous functions include interrupt

boot time functions, device load time functions,servicing (System Control Interrupt), Event

run time functions, and asynchronous func-handling and dispatch (Fixed events, General

tions. Purpose Events, Notification events, and Oper-
ation Region access events), and error handling.

Although it is the OS Services Layer that ex-

poses these_ services to the rest of the operaé—_2 OSL Required Functionality

ing system, it is very important to note that the

OS Services Layer makes use of the services of

the lower-level ACPI Core Subsystem to imple-There are three basic functions of the OS Ser-

ment its services. vices Layer:
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2.2.1 Requests from ACPI Subsystem to

Host Operating System oS

—

The ACPI subsystem requests OS services via
the OSL shown in Figure 4. These requests
must be serviced (and therefore implemented)
in a manner that is appropriate to the host oper-
ating system. These requests include calls for
OS dependent functions such as /O, resource
allocation, error logging, and user interaction.
AGP! Core Subsystem The ACPI Component Architecture defines in-
terfaces to the OS Services Layer for this pur-
pose. These interfaces are constant (i.e., they
are OS-independent), but they must be imple-
Figure 4: ACPI Subsystem to Operating Sys-mented uniquely for each target OS.

tem Request Flow

Requests [To Host @S

ACPI Subsystem

OS Services Layer

2.3 ACPICA—more details

1. Manage the initialization of the entire
ACPI subsystem, including both the OSL The ACPICA APIs are documented in de-
and ACPI Core Subsystems. tail in the ACPICA Component Architecture
Programmer Referencavailable orttp://
www.intel.com

2. Translate requests for ACPI services fromThe ACPI header files ininux/include/
the host operating system (and its appli-acpi/ can also be used as a reference, as can
cations) into calls to the Core Subsystemthe ACPICA source code in the directories un-
component. This is not necessarily a one-derlinux/drivers/acpi/
to-one mapping. Very often, a single op-
erating system request may be translated
into many calls into the ACPI Core Sub-
system. 3 ACPIin Linux

The ACPI specification describes platform reg-

3. Implement an interface layer that the CoreSters, ACPI tables, and operation of the ACPI
Subsystem component uses to obtain opB!OS- It also spemfles AML (ACPI Mgchlne
erating system services. These standarf@nguage), which the BIOS exports via ACPI
interfaces (referred to in this document agl@bles to abstract the hardware. AML is exe-
the ACPI OS interfaces) include functions Cuted by an interpreter in the ACPI 0S.
such as memory management and thread

scheduling, and must be implemented s/ some cases the ACPI specification describes

ing the available services of the host oper-the sequence of operations required by the

ating system. 4ACPI OS: an ACPIl-enabled OS, such as Linux.




2005 Linux Symposium e 57

resents the Linux-specific ACPI code, includ-
ing boot-time configuration.

acpid Optional “ACPI drivers,” such as Button, Bat-
User tery, Processor, etc. are (optionally loadable)

Kernel modules that implement policy related to those

specific features and devices.

Linux/ACPI | Button | | Battery |
OSL [Processor] [ AC | There are about 200 ACPI-related files in the
ACPICA Core Linux kernel source tree—about 130 of them
‘ Thermal ‘ ‘ Fan ‘

are from ACPICA, and the rest are specific to

ACPI Specification Linux.
ACPI ACPI ACPI
Registers Tables BIOS
Platform Defined 4 Processor Power management
Platform Platform BIOS,
Hardware Firmware

Processor power management is a key ingre-

dient in system power management. Manag-

. . ) ing processor speed and voltage based on uti-

Figure 5: Implementation Architecture |ization is effective in increasing battery life

on laptops, reducing fan noise on desktops,

ACPI OS—but generally the OS implementa-and lowing power and cooling costs on servers.

tion is left as an exercise to the reader. This section covers recent and upcoming Linux
changes related to Processor Power Manage-

There is no platform ACPI compliance test toment.

assure that platforms and platform BIOS’ are

compliant to the ACPI specifipation. System4_1 Overview of Processor Power States

manufacturers assume compliance when avail-

able ACPI-enabled operating systems boot and
function properly on their systems. But first refer to Figure 6 for this overview of

processor power management states.
Figure 5 shows these ACPI components log-

ically as a layer above the platform specific 1. Go—System Working State. Processor
hardware and firmware. power management states have meaning

only in the context of a running system—
The ACPI kernel support centers around the ot when the system is in one of its various
ACPICA core. ACPICA implements the AML sleep or off-states.

interpreter as well as other OS-agnostic parts
of the ACPI specification. The ACPICA code 2. Processor C-state: CO is the executing
does not implement any policy, thatis the realm  CPU power state. C1-Cn are idle CPU

of the Linux-specific code. A single filesl. power states used by the Linux idle loop;
c, glues ACPICA to the Linux-specific func- no instructions are executed in C1-Cn.
tions it requires. The deeper the C-state, the more power is

saved, but at the cost of higher latency to
The box in Figure 5 labeled “Linux/ACPI” rep- enter and exit the C-state.
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4.2 Processor Power Saving Example

Table 1 illustrates that high-volume hardware

Wiy CO-Execute| | (O SleePIng offers dramatic power saving opportunities to
»S1 - Standby the OS through these mechanismslote that
c1- b ctatos +/S3 - Suspend thege numbers reflect processor power, and do
idle [s4- not include other system components, such as
o2 Hibernate the LCD chip-set, or disk drive. Note also that
idle v L G2(SH)- on this particular model, the savings in the C1,
= Throttling Soft off C2, and C3 states depend on the P-state the
idle "_ processor was running in when it became idle.
= G3 - Mech off This is because the P-states carry with them re-

duced voltage.

| C-State| P-State| MHz | Volts | Watts|

Co PO 1600| 1.484| 24.5
P1 1300| 1.388 22
P2 1100/| 1.180 12
Figure 6: ACPI Global, CPU, and Sleep states P3 600 | 0.956 6
C1,C2| from PO 0]1.484 7.3
from P3 0| 0.956 1.8

3. Processor P-state: Performance states con- C3 || from PO 01484 51
sist of states representing different proces- from P3 0/0956| 1.1
sor frequencies and voltages. This pro-| C4 (any) 0| 0.748| 0.55
vides an opportunity to OS to dynamically
change the CPU frequency to match the
CPU workload.

Table 1: C-State and P-State Processor Power

As power varies with the square of volt-
age, the voltage-lowing aspect of p-stategt.3 Recent Changes
is extremely effective at saving power.

4.3.1 P-state driver

4. Processor T-state: Throttle states change _ _
the processor frequency only, leaving theThe Linux kernel cpufreq infrastructure has
voltage unchanged. evolved a lot in past few years, becoming

a modular interface which can connect var-
ious vendor specific CPU frequency chang-

As power varies directly with frequency, . )
T-states are less effective than P-states fol'9 drivers and CPU frequency governors

saving processor power. On a system withWhICh handle the policy part_ of CPU fre-
both P-states and T-states, Linux uses TAUENCY changes. Recently different vendors

states only for thermal (emergency) throt_have different technologies, that change the

tling. SRef: 1600MHz Pentium M processor Data-sheet.
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CPU frequency and the CPU voltage, bring- If (utilization > UP_THRESHOLD %)
ing with it much higher power savings than Increase the P-state

simple frequency changes used to bring before, 0 the maximum frequency

This combined with reduced CPU frequency-EVe|ry Y milliseconds

changing latency (10uS-100uS) provides a op- Get the current CPU utilization
portunity for Linux to do more aggressive If (utilization < DOWN_THRESHOLD %)
power savings by doing a frequent CPU fre- Decrease P-state

quency change and monitoring the CPU utiliza- ~ 1© NeXt available lower frequency
tion closely.

_ The ondemand governor, when supported by
The P-state feature which was commoOnye kerel, will be listed in thésys  interface

in laptops is now becoming common ONynder scaling_available_governors
servers as well. —acpi-cpufreq and  ysers can start using the ondemand governor

speedstep-centrino drivers have been g the P-state policy governor by writing onto
changed to support SMP systems. Thes%caling governor

drivers can run with i386 and x86-64 kernel on
processors supporting Enhanced Intel Speed-

step Technology. # cat scaling_available_governors
ondemand user-space performance
# echo ondemand > scaling_governor
# cat scaling_governor

4.3.2 Ondemand governor ondemand

One of the major advantages that recent CPU his sequence must be repeated on all the CPUs
frequency changing technologies (like En-present in the system. Once this is done, the
hanced Intel SpeedStep Technology) brings i9®ndemand governor will take care of adjusting
lower latency associated with P-state changethe CPU frequency automatically, based on the
of the order of 10mS. In order to reap maximumcurrent CPU usage. CPU usage is based on
benefit, Linux must perform more-frequent P-theidle_ticks statistics. Note: On systems
state transitions to match the current processdhat do not support low latency P-state transi-
utilization. Doing frequent transitions with a tions, scaling_governor will not change
user-level daemon will involve more kernel-to- to “ondemand” above. A single policy gover-
user transitions, as well as a substantial amouritor cannot satisfy all of the needs of applica-
of kernel-to-user data transfer. An in-kerneltions in various usage scenarios, the ondemand
P-state governor, which dynamically monitorsgovernor supports a number of tuning parame-
the CPU usage and makes P-state decisiorigrs. More details about this can be found on
based on that information, takes full advantagdntel’s web site?

of low-latency P-state transitions. The onde-

mand policy governor is one such in-kernel P-

state governor. The basic algorithm employedt.3.3  cpufreq stats

with the ondemand (as in Linux-2.6.11) gover-

nor is as follows: Another addition to cpufreq infrastructure
is the cpufreq stats interface. This interface

Every X milliseconds SEnhanced Intel Speedstep Technology for the Pen-
Get the current CPU utilization tium M Processor.
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appears in /sys/devices/system/cpu/ deeper C-states. The idea is to reduce the rate
cpuX/cpufreg/stats , Whenever cpufreq is of timer interrupts (and local APIC interrupts)
active. This interface provides the statisticswhen the CPU isidle. That way a CPU can stay
about frequency of a particular CPU over time.in a low power idle state longer when they are
It provides idle.

Total ber of P-state t iti thi .
’ C%ij numbEr ot Frotate ranstions o IS, 4.2 AcPI 3.0 based Software coordina-

tion for P and C states
e Amount of time (in jiffies) spent in each

P-state on this CPU. ACPI 3.0 supports having P-state and C-state

« And a two-dimensional (n x n) matrix with Fiomalns defined across CPUs. A domain will
S include all the CPUs that share P-state and/or
value count(i,j) indicating the number of : . .
transitions from Pi to Pi C-state. Using these information from ACPI
I and doing the software coordination of P-states

e A top -like tool can be built over this in- and C-states across their domains, OS can have

terface to show the system wide P-statgmuch more control over the actual P-states and

statistics. C-states and optimize the policies on systems

running with different configuration.

434 C-states and SMP Consid_er for example a 2-CPU package sys-
tem, with 2 cores on each CPU. Assume the
two cores on the same package share the P-
Deeper C-states (C2 and higher) are mostlgtates (means both cores in the same package
used on laptops. And in today's kernel, C-change the frequency at the same time). If
states are only supported on UP systems. BuBs has this information, then if there are only
soon laptop CPUs will be becoming Dual-Core.2 threads running, OS, can schedule them on
That means we need to support C2 and highegifferent cores of same package and move the
states on SMP systems as well. Support for Cther package to lower P-state thereby saving

and above on SMP is in the base kernel nowower without loosing significant performance.
ready for future generation of processors and

platforms. This is a work in progress, to support software
coordination of P-states and C-states, whenever

. CPUs share the corresponding P and C states.
4.4 Upcoming Changes

441 C4,C5, ... 5 ACPI support for CPU and Mem-
ory Hot-Plug

In future, one can expect more deeper C states

with higher latencies. But, with Linux kernel

jiffies running at 1mS, CPU may not stay long Platforms supporting physical hot-add and hot

enough in a C-state to justify entering C4, C5remove of CPU/Memory devices are entering

states. This is where we can use the existinghe systems market. This section covers a va-

variable HZ solution and can make use of moreiety of recent changes that went into kernel
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specifically to enable ACPI based platform toPNPOCS80 HID and in case of containéwe
support the CPU and Memory hot-plug tech-look for ACPI004 or PNPOAO6 or PNPOAO5
nology. devices.

When a device is hot-plugged, the core chip-
5.1 ACPI-based Hot-Plug Introduction set or the platform raises the STthe SCI

handler within the ACPI core clears the GPE

event and runs _LxX8? method associated with

two blocks, one implementing the ACPI spe-
cific portion of the hot-plug and the other non
ACPI specific portion of the hot-plug.

which in turn notifies the hot-plug modules
callback which was registered during the mod-
ule init time.

The  non-ACPI  specific  portion  of \when the module gets notified, the module no-
CPU/Memory hot-plug, which is being tify callback handler looks for the event code
actively worked by the Linux community, and takes appropriate action based on the event.
supports what is know as Logical hot-plug. See the module Design section for more details.
Logical hot-plug is just removing or adding the

device from the operating system perspective,

but physically the device still stays in the sys-5.3 ACPI Hot-Plug support Changes

tem. In the CPU or Memory case, the device

can be made to disappear or appear from the

OS perspective by echoing either 0 or 1 tol Ne following enhancements were made to

the respective online file. Refer to respectiveSUPPOrt physical Memory and/or CPU device
hot-plug paper to learn more about the logicaf"Ot-PIug-

online/off-lining support of these devices.

The ACPI specific portion of the hot-plug is

what bridges the gap between the platforms
having the physical hot-plug capability to take
advantage of the logical hot-plug in the kernel
to provide true physical hot-plug. ACPIis o The existing ACPI processor driver was
not involved in the logical part of on-lining or enhanced to support the ACPI hot-
off-lining the device. plug notification for the physical inser-

tion/removal of the processor.

e A new acpi_memhotplug.c module
was introduced into the drives/acpi direc-
tory for memory hot-plug.

5.2 ACPI Hot-Plug Architecture e A new container module was introduced
to support hot-plug notification on a ACPI

"HID, Hardware ID.
At the module init time we search the ACPI de-  2A container device captures hardware dependencies,
vice namespace. We register a system notifyuch as a Processor and Memory sharing a single remov-
handler callback on each of the interested de2b!¢ Poard.
. SCI, ACPI's System Control Interrupt, appears as
vices. In case of CPU hot-plug support we_lookxacpi,, in fprocfinterrupts '
for ACPI_TYPE_PROCESSOR_DEVICE&Nd in 10 | xx - L stands for level-sensitive, xx is the GPE

case of Memory hot-plug support we look for number, e.g. GPE 42 would use _L42 handler.
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container device. The ACPI container de-checks for the event code and for the hot-
vice can contain multiple devices, includ- add case, it first creates the ACPI device by

ing another container device. callingacpi_bus_add()  andacpi_bus_
scan() and then notifies the user mode agent
by invoking kobject_hotplug() using
5.4 Memory module the kobj of the ACPI device that got hot-

plugged. The user mode agent in turn on-lines
the corresponding CPU devices by echoing on

A newacpi_memhotplug.c  driverwasin- i, the online file. Theacpi_bus_add()

troduced which adds support for the ACPIyq|q invoke theadd method of the proces-

based Memory hot-plug. This driver pro- ¢4 madule which in turn sets up tagic_id
vides support for fielding notifications on ACPI logical_id required for logical online.

memory device (PNPOC80) which represents

memory ranges that may be hot-added or hotor the remove case, the notify callback han-

removed during run time. This driver is en- dler in turn notifies the event to the user mode

abled by enablingCONFIG_ACPI_HOTPLUG_ agent by invoking kobject_hotplug()

MEMORYN the con fig file and is required on ysing the kobj of the ACPI device that got hot-

ACPI platforms supporting physical Memory plugged. The user mode first off-lines the de-

hot plug of the Memory DIMMs (at some plat- vice and then echoes 1 on to the eject file un-

form granularity). der the corresponding ACPI namespace device
. file to remove the device physically. This ac-

Design: The memory hot-plug module’s de-tjon |eads to call into the kernel mode rou-

vice notify callback gets called when the mem-je calledacpi_bus_trim() which in turn

ory device is hot-plug plugged. This handlercyis the.remove method of the processor

checks for the event code and for hot-add casgyriver which will tear the ACPI id to logical id

first checks the device for physical presencenappings and releases the ACPI device.

and reads the memory range reported by the

_CRS method and tells the VM about the new

device. The VM which resides outside of ACP15.6 Container module

is responsible for actual addition of this range

to the running kernel. The ACPI memory hot- . . . .
plug module does not yet implement the hot-Ac_Pl defines a Container device with the HID
femove case. bel_ng A(_:PIOO4 or PNPOAOQ or PNPOAOS.
This device can in turn contain other devices.
For example, a container device can contain
5.5 Processor module mUltlple CPU devices and/or mUltlple MemOry
devices. On a platform which supports hotplug
notify on Container device, this driver needs
The ACPI processor module can now supporto be enabled in addition to the above device
physical CPU hot-plug by enablinQONFIG_  specific hotplug drivers. This driver is enabled
ACPI_HOTPLUG_CPUunder CONFIG_ACPI_ by enablingCONFIG_ACPI_CONTAINERN the
PROCESSQR config file.

Design: The processor hot-plug module’s deDesign: The module init is pretty much the
vice notify callback gets called when the pro-same as the other driver where in we regis-
cessor device is hot plugged. This handleter for the system notify callback on to every
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container device with in the ACPI root names-P"arh 9°LIe0Ues0 1 ecource0 # CRS

pace scope. Theontainer_notify ey 0
cb() gets called when the container device” aep; evalate object ( DIS) DS *
is hot-plugged. For the hot-add case it first

pnpacpi_set_resources()

creates an ACPI device by callingcpi_ pnpacpi_build_resource_template() /* _CRS */
bus add() and ani bus scan() . The pnpacpi_encode_resources() I* _PRS *
- - - acpi_set_current_resources() /* _SRS *

acpi_bus_scan() which is a recursive call
in turns calls theadd method of the respec-
tive hotplug devices. When thecpi_bus_ Figure 7: ACPI PNP protocol callback routines
scan() returns the container driver notifies

the user mode agent by invokirkgbject_ ID. ACPI PNP devices also define some meth-

hotplug() using kobj of the container de- ods for the OS to manipulate device resources.

vice. The user mode agent is responsible Yhese methods include _CRS (return current

brlpg th.e devices to online by gcho|ng onto theresources), _PRS (return all possible resources)
online file of each of those devices.

and _SRS (set resources).

The generic Linux PNP layer abstracts
PNPBIOS and ISAPNP, and some drivers use
the interface. A natural thought to add ACPI

ACPI-based, NUMA-node hotplug support (al- P'_\IP suphportk iAS\CtF?I pr_or:'igilpal PNPBIE)_S}-}Ii_ke
though there are a little here and there patchegr'ver to hoo Wit ayer, which 1S

to support this feature from different hardwareWhat the current PNPACPI dn_ver does._ Fig-
vendors). Memory hot-remove support angUre 7 shows three callback routines required for

handling physical hot-add of memory devices.PNP_ layer ano! the'r |mp|em_entat|on OVETVIEW.
This should be done in a manner consistenln this way, existing PNP drivers transparently

with the CPU hotplug—first kernel mode does SUPPOTt ACPI PNP. Currently there are still
setup and notifies user mode, then user modeMe systems whose PNPACPI does not W(_)rk’
brings the device on-line. such as the ES7000 system. Boot option

pnpacpi=off  can disable PNPACPI.

5.7 Future work

Compared with PNPBIOS, PNPACPI does not
need to call into 16-bit BIOS. Rather it di-
rectly utilizes the ACPICA APIs, so it is faster
and more OS friendly. Furthermore, PNPACPI

The ACPI specification replaces the PnP BIO§NOlrks even _und_er IA64. In the past on_IA(_54,
specification. As of this year, on a platform thatACPI'SIOecncIC drivers such as 8250_acpi driver

supports both specifications, the Linux PNPVE® written. _BUt since ACPI PNP. WOFkS on
ACPI code supersedes the Linux PNP BIOSaII.pIatforms with ACPI enabled, existing PNP
code. The ACPI compatible BIOS defines alldrlverg can work under IA64 now, and so the
PNP devices in its ACPI DSDFL Every ACPI specific ACPI drivers can be removed. We did
PNP device defines a PNP ID. so the OS caiot remove all the drivers yet for the reason of

enumerate this kind of device through the PNPstabiIization (PNPACPI driver must be widely
tested)

11psSDT, Differentiated System Description Table, the _ _
primary ACPI table containing AML Another advantage of ACPI PNP is that it sup-

6 PNPACPI
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ports device hotplug. A PNP device can define
some methods (_DIS, STA, EJO) to support
hotplug. The OS evaluates a device’'s _STA
method to determine the device’s status. Every
time the device’s status changes, the device will 3.
receive a notification. Then the OS registered
device notification handler can hot add/remove
the device. An example of PNP hotplug is a
docking station, which generally includes some
PNP devices and/or PCI devices.

them. Typically shutdown is invoked on
power button events, and suspend is in-
voked for sleep or lid button events.

The “other” keys are generally called “hot-
keys,” and have icons on them describing
various functions such as display output
switching, LCD brightness control, WiFi
radio, audio volume control etc.

In the initial implementation of ACPI PNP, we Hot-keys may be implemented in a variety of
register a default ACPI driver for all PNP de- Ways, even within the same platform.

vices, and the driver will hook the ACPI PNP

device to PNP layer. With this implementation,
adding an ACPI PNP device will automatically

put the PNP device into Linux PNP layer, so the
driver is hot-pluggable. Unfortunately, the fea-
ture conflicted with some specific ACPI drivers
(such as 8250 _acpi), so we removed it. We will
reintroduce the feature after the specific ACPI
drivers are removed.

7 Hot-Keys

Keys and buttons on ACPI-enabled systems
come in three flavors:

1. Keyboard keys, handled by the keyboard
driver/Linux input sub-system/X-window
system. Some platforms add additional
keys to the keyboard hardware, and the
input sub-system needs to be augmented
to understand them through utilities to
map scan-codes to characters, or though
model-specific keyboard drivers.

2. Power, Sleep, and Lid buttons. These
three buttons are fully described by the
ACPI specification. The kernel's ACPI
button.c driver sends these events to user-

Full BIOS control: Here hot-keys trigger
an SMI, and the SMM BIO¥ will handle
everything. Using this method, the hot-
key is invisible to the kernel—to the OS
they are effectively done “in hardware.”

The advantage is that the buttons will do
their functions successfully, even in the
presence of an ignorant or broken OS.

The disadvantage is that the OS is com-
pletely un-aware that these functions are
occurring and thus has no opportunity
to optimize its policies. Also, as the
SMI/SMM is shipped by the OEM in the
BIOS, users are unable to either fix it when
it is broken, or customize it in any way.

Some systems include this SMI-based hot-
key mechanism, but disable it when an
ACPI-enabled OS boots and puts the sys-
tem into ACPI-mode.

e Self-contained AML methods: from a

user's—even a kernel programmer's—
point of view, method is analogous to the
full-BIOS control method above. The OS
is is un-aware that the button is pressed
and what the button does. However, the
OS actually supplies the mechanics for

space vidproc/acpi/event . Auser-

125MI, System Management Interrupt; SMM, System

space utility such ascpid(8) is re-  Management Mode—an interrupt that sends the proces-
sponsible for deciding what to do with sor directly into BIOS firmware.
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this kind of button to work, It would specific driver for every possible vendor is not a
not work if the OS’s interrupts and ACPI good strategy. So this year several efforts have
AML interpreter were not available. been made to unify some of this code, with the
Here a GPES causes an ACPI interrupt. goal that the kernel contain less code that works

The ACPI sub-system responds to the in-0" More platforms.

terrupt, decodes which GPE caused it, and

vectors to the associated BIOS-supplie . .
GPE handler (_Lxx/_Exx/_QXxx). Thed7'1 ACPI Video Control Driver
handler is supplied by the BIOS in AML,

and the kernel's AML interpreter make the ACP| specification includes an ap-

it run, but the OS is not informed about yo iy describing ACPI Extensions for Display

what the handler does. The handler in thiSAdapters. This year, Bruno Ducrot created the
scenario is hard-coded to tickle whateverj,isia| acpi/video.c driver to implementiit.

hardware is necessary to to implement the
button’s function. This driver registers notify handlers on the
e Event based: This is a pIatform-specificACPl video device to handle events. It also ex-

method. Each hot-key event triggers a corPorts files infproc  for manual control.
responding hot-key event fronproc/
acpi/event to notify user space dae-
mon, such asacpid(8) . Then, acpid
must execute corresponding AML met
ods for hot-key function.

The notify handlers in the video driver are suf-

ficient on many machines to make the dis-

h_play control hot-keys work. This is because
the AML GPE handlers associated with these
buttons simply issue a Notify() event on the

e Polling based: Another non-standard im-display device, and if theideo.c  driver is
plementation.  Each hot-key pressingloaded and registered on that device, it receives
will trigger a polling event from/proc/ the event and invokes the AML methods asso-
acpilevent  to notify user space daemon ciated with the request via the ACPI interpreter.
acpid to query the hot-key status. Then

acpid should call related AML methods. _ _
7.2 Generic Hot-Key Driver

Today there are several platform specific

"ACPI" drivers in the kemnel tree such \jgre recently, Luming Yu created a generic
as asus_acpi.c , ibm_acpic , and poikey driver with the goal to factor the
toshiba_acpi.c ~, and there are even more common code out of the platform-specific
of this group out-of-tree. The problem with givers. This driver is intended to support two

these drivers is that they work only for the hon_standard hot-key implementations—event-
platforms they're designed for. If you don't paged and polling-based.

have that platform, it doesn't help you. Also,

the different drivers perform largely the sameThe idea is that configurable interfaces can be

functions. used to register mappings between event num-

There are many different platform vendors ber and GPEs associated with hot-keys, and
) ) 'mappings between event number and AML

and so producing and supporting a pI‘r’ltform'methods, then we don’'t need the platform-

13GPE, General Purpose Event. specific drivers.
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Here the user-space daemon, acpid, needs to is- invoke right AML methods for that
sue arequest to an interface for the execution of hot-key function.
those AML methods, upon receiving a specific
hot-key GPE. So, the generic hot-key driver im-
plements the following interfaces to meet theThe current usage model for this driver requires
requirements of non-standard hot-key. some hacking—okay for programmers, but not
okay for distributors. Before using the generic
hot-key driver for a specific platform, you need
to figure out how vendor implemented hot-key
for it. If it just belongs to the first two standard
— Register mappings of event numberclasses, the generic hot-key driver is useless.
to hot-key GPE. Because, the hot-key function can work without
. . any hot-key driver including this generic one.
- Reglster ACP! handle to install no- Otherwise, you need to flow these steps.
tify handler for hot-key GPE.

— Register AML methods associated

e Event based configure interfadgroc/
acpi/hotkey/event_config

with hot-key GPE. e Disassemble DSDT.
e Polling based configure interfadgroc/ e Figure out the AML method of hot-key
acpi/hotkey/poll_config . initialization.
— Register mappings of event number Observing /proc/acpi/event to find
to hot-key polling GPE. out the corresponding GPE associated
— Register ACPI handle to install no- with each hot-key.

tify handler for hot-key polling GPE.
— Register AML methods associated
with polling GPE

— Register AML methods associated e After collecting sufficient information,
with hot-key event. you can configure them through interfaces
of event_config , poll_config

e Figure out the specific AML methods as-
sociated with each hot-key GPE.

e Action interface/proc/acpi/hotkey/

action . e Adjust scripts for acpid to issue right com-

— Once acpid knows which event is mand to action interface.

triggered, it can issue a request to

the action interface with arguments the hope s that this code will evolve into
to call corresponding AML methods. gomething that consolidates, or at least miti-

— For polling based hot-key, once gates a potential explosion in platform-specific
acpid knows the polling event trig- drivers. But to reach that goal, it will need
gered, it can issue a request to the acto be supportable without the complicated ad-
tion interface to call polling method, ministrator incantations that it requires today.
then it can get hot-key event numberThe current thinking is that the additions of
according to the results from polling a quirks table for configuration may take this
methods. Then, acpid can issue andriver from prototype to something that “just
other request to action interface toworks” on many platforms.
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Abstract 1 Introduction

Although the ext2 filesystem[4] was not the
first filesystem used by Linux and while other
filesystems have attempted to lay claim to be-
ing the native Linux filesystem (for example,
The ext2 and ext3 filesystems on LifBxare when Frank Xia attempted to rename xiafs to
used by a very large number of users. Thidinuxfs), nevertheless most would consider the
is due to its reputation of dependability, ro-ext2/3 filesystem as most deserving of this dis-
bustness, backwards and forwards compatibiltinction. Why is this? Why have so many sys-
ity, rather than that of being the state of thetem administrations and users put their trust in
art in filesystem technology. Over the last fewthe ext2/3 filesystem?
years, however, there has been a significant
amount of development effort towards makingThere are many possible explanations, includ-
ext3 an outstanding filesystem, while retaininging the fact that the filesystem has a large and
these crucial advantages. In this paper, we disddiverse developer community. However, in
cuss those features that have been accepted @ur opinion, robustness (even in the face of
the mainline Linux 2.6 kernel, including direc- hardware-induced corruption) and backwards
tory indexing, block reservation, and online re-compatibility are among the most important
sizing. We also discuss those features that haueasons why the ext2/3 filesystem has a large
been implemented but are yet to be incorpoand loyal user community. Many filesystems
rated into the mainline kernel: extent maps,have the unfortunate attribute of beirfigag-
delayed allocation, and multiple block alloca-ile. That is, the corruption of a single, unlucky,
tion. We will then examine the performance block can be magnified to cause a loss of far
improvements from Linux 2.4 ext3 filesystem larger amounts of data than might be expected.
to Linux 2.6 ext3 filesystem using industry- A fundamental design principle of the ext2/3
standard benchmarks features. Finally, we willfilesystem is to avoid fragile data structures by
touch upon some potential future work which islimiting the damage that could be caused by the
still under discussion by the ext2/3 developers.loss of a single critical block.

o 69 o
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This has sometimes led to the ext2/3 filesys?2 Features found in Linux 2.6
tem’s reputation of being a little boring, and

perhaps not the fastest or the most scalabl .
: o he past three years have seen many discus-
filesystem on the block, but which is one of the _.

sions of ext2/3 development. Some of the

most dependable. Part of this reputation can lanned features [15] have been implemented
be attributed to the extremely conservative deP P

sign of the ext2 filesystem [4], which had beenanoI integrated mtq the ma'”".”e kern_el dur_mg
these three years, including directory indexing,

extended to add journaling support in 1998, . lock all . i
but which otherwise had very few other mod_rggervatlon based bpc a ocatlgn, oniine re-
§izing, extended attributes, large inode support,

em filesystem featgres. Des_plte s age, ext and extended attributes in large inode. In this
is actually growing in popularity among enter- . - : :
section, we will give an overview of the design

prise users/vendors because of its robustness . .
. ) -_ahd the implementation for each feature.
good recoverability, and expansion characteris-
tics. The fact thae2fsck is able to recover
from very severe data corruption scenarios i2.1 Directory indexing

also very important to ext3’s success.

Historically, ext2/3 directories have used a sim-

ple linked list, much like the BSD Fast Filesys-

However, in the last few years, the ext2/3 de-tem' While .'t might be expepteq. that the

) ) O(n) lookup times would be a significant per-

velopment community has been working hard : ) .

. : . . formance issue, the Linux VFS-level direc-

to demolish the first part of this common wis- tory cache mitigated the O(n) lookup times for
dom. The initial outline of plans to “modern- y g P

o, ) . _many common workloads. However, ext2’s
ize" the ext2/3 filesystem was documented in Ginear directory structure did cause significant
2002 Freenix Paper [15]. Three years later, it is y g

. . erformance problems for certain applications,
time to revisit those plans, see what has bee : )

. . . such as web caches and mail systems using the
accomplished, what still remains to be done

and what further extensions are now under con"—vIaIIOIIr format.

sideration by the ext 2/3 development commu-Tg address this problem, various ext2 develop-
nity. ers, including Daniel Phillips, Theodore Ts’o,
and Stephen Tweedie, discussed using a B-tree
data structure for directories. However, stan-
dard B-trees had numerous characteristics that
This paper is organized into the following sec-\ere at odds with the ext2 design philosophy of
tions. First, we describe about those feasimplicity and robustness. For example, XFS's
tures which have already been implementeg_ree implementation was larger than all of
and which have been integrated into the mainaxt2 or ext3's source files combined. In addi-
line kernel in Section 2. Second, we discussjon, users of other filesystems using B-trees
those features which have been implementedyaq reported significantly increased potential

but which have notyet been integrated in maintor data loss caused by the corruption of a high-
line in Section 3 and Section 4. Next, we ex-|aye| node in the filesystem’s B-tree.

amine the performance improvements on ext3

filesystem during the last few years in Sec-To address these concerns, we designed a rad-
tion 5. Finally, we will discuss some potential ically simplified tree structure that was specifi-
future work in Section 6. cally optimized for filesystem directories[10].
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This is in contrast to the approach used byperformance improvements were often better
many other filesystems, including JFS, Reisby a factor of 50—-100 or more.

erfs, XFS, and HFS, which use a general-

purpose B-tree. Ext2's scheme, which weWhile the HTree algorithm significantly im-
dubbed “HTree,” uses 32-bit hashes for keysproved lookup times, it could cause some per-
where each hash key references a range of efprmance regressions for workloads that used
tries stored in a leaf block. Since internalreaddir()  to perform some operation of all
nodes are only 8 bytes, HTrees have a Ver@f the files in a large directory. This is caused
high fanout factor (over 500 blocks can be ref-by readdir()  returning filenames in a hash-
erenced using a 4K index block), two levels ofsorted order, so that reads from the inode table
index nodes are sufficient to support over 16vould be done in a random order. This perfor-
million 52-character filenames. To further sim-mance regression can be easily fixed by mod-
plify the implementation, HTrees are constantfying applications to sort the directory entries
depth (either one or two levels). The combina-eturned byeaddir() by inode number. Al-
tion of the high fanout factor and the use of aternatively, anLD_PRELOADIbrary can be
hash of the filename, plus a filesystem-specifi¢/sed, which intercepts calls teaddir()

secret to serve as the search key for the HTre@nd returns the directory entries in sorted order.

avoids the need for the implementation to do _ _ . _
balancing operations. One potential solution to mitigate this perfor-

mance issue, which has been suggested by

We maintain forwards compatibility in old ker- Paniel Phillips and Andreas Dilger, but not yet
nels by clearing th&€XT3_INDEX_FL when- implemented, involves the kernel choosing free
ever we modify a directory entry. In order to IN0d€s whose inode numbers meet a property
preserve backwards compatibility, leaf blocksthat groups the inodes by their filename hash.
in HTree are identical to old-style linear di- Paniel and Andreas suggest allocating the in-
rectory blocks, and index blocks are prefixed®d€ from a range of inodes based on the size
with an 8-byte data structure that makes then?! the directory, and then choosing a free in-
appear to non-HTree kernels as deleted direch? from that_range based on the filename hash.
tory entries. An additional advantage of this 11 should in theory reduce the amount of
extremely aggressive attention towards backthrashing that results when accessing the inodes

wards compatibility is that HTree directories 'eférenced in the directory in readdir order. In
are extremely robust. If any of the index noded! IS Not clear that this strategy will result in a
are corrupted, the kernel or the filesystem conSP€edup, however; in fact it could increase the
sistency checker can find all of the directory en-{otal number of inode blocks that might have

tries using the traditional linear directory datal® P€ referenced, and thus make the perfor-
structures. mance ofreaddir() + stat()  workloads

worse. Clearly, some experimentation and fur-

Daniel Phillips created an initial implementa- ther analysis is still needed.

tion for the Linux 2.4 kernel, and Theodore
Ts'o significantly cleaned up the implementa-5 5
tion and merged it into the mainline kernel dur-
ing the Linux 2.5 development cycle, as well
as implementing e2fsck support for the HTreeThe scalability improvements in the block layer
data structures. This feature was extremehand other portions of the kernel during 2.5
well received, since for very large directories,development uncovered a scaling problem for

Improving ext3 scalability
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ext3/JBD under parallel I/0O load. To addresswas to remove the use sleep_on()  (which
this issue, Alex Tomas and Andrew Morton is only safe when called from within code run-
worked to remove a per-filesystem superblockiing under the BKL) and replacing it with the
lock (lock_super() ) from ext3 block allo- newwait_event() facility.
cations [13].

These combined efforts served to improve
This was done by deferring the filesystem’smyitiple-writer performance on ext3 notice-
accounting of the number of free inodes andab|y; ext3 throughput improved by a factor
blocks, only updating these counts when theysf 10 on SDET benchmark, and the context

are needed bgtatfs() ~ orumount() sys- switches are dropped significantly [2, 13].
tem call. This lazy update strategy was en-

abled by keeping authoritative counters of the
free inodes and blocks at the per-block grou®2.3 Reservation based block allocator
level, and enabled the replacement of the

filesystem-widelock_super() with fine- _ ) _
grained locks. Since a spin lock for everys'”ce disk latency is the key factor that affects

block group would consume too much mem-the filesystem performance, modern f.ilesys-
ory, a hashed spin lock array was used to prol€mMs always attempt to layout files on a filesys-
tect accesses to the block group summary int€M contiguously. This is to reduce disk head
formation. In addition, the need to use thesdNOvement as much as possible. However, if
spin locks was reduced further by using atomiche filesystem allocates blocks on demand, then
bit operations to modify the bitmaps, thus al-when two files located in the same directory are

lowing concurrent allocations within the sameP€ing written simultaneously, the block alloca-
group. tions for the two files may end up getting inter-

leaved. To address this problem, some filesys-
After addressing the scalability problems intems use the technique pfeallocation by an-
the ext3 code proper, the focus moved to theicipating which files will likely need allocate
journal (JBD) routines, which made exten-blocks and allocating them in advance.
sive use of the big kernel lock (BKL). Alex
Tomas and Andrew Morton worked together

layer in order to allow as much concurrency

as possible, by using a fine-grained locking . o
scheme instead of using the BKL and the Ioer_In ext2 fllesyste_m, p_reallocatlon IS perform_ed
filesystem journal lock. This fine-grained lock- ©" the actual disk bitmap. When a new disk

ing scheme uses a new per-bufferhead locidata block is allocated, the filesystem internally
(BH_JournalHead ), a new per-transaction preallocates a few disk data blocks adjacent to

lock (t_handle_lock ) and several new per- the block just allocated. To avoid filling up

journa_l locks _I_state lock i list filesystem space with preallocated blocks too
lock , andj_revoke lock ) t(’) p_roteT:t the Qquickly, each inode is allowed at most seven
list of revoked blocks. The locking hierarchy Preallocated blocks at a time.  Unfortunately,

(to prevent deadlocks) for these new locks idhiS scheme had to be disabled when journal-
documented in thénclude/linux/jbd. ing was added to ext3, since it is incompatible

h header file. with journaling. If the system were to crash be-
fore the unused preallocated blocks could be re-
The final scalability change that was neededlaimed, then during system recovery, the ext3
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journal would replay the block bitmap updatethe reservation window information and other
change. At that point the inode’s block map-block allocation related information, is allo-
ping could end up being inconsistent with thecated and linked to the inode. The block allo-
disk block bitmap. Due to the lack of full cator searches for aregion of blocks that fulfills
forced fsck for ext3 to return the preallocatedthree criteria. First, the region must be near the
blocks to the free list, preallocation was dis-ideal “goal” block, based on ext2/3’s existing
abled when the ext3 filesystem was integratedlock placement algorithms. Secondly, the re-
into the 2.4 Linux kernel. gion must not overlap with any other inode’s
reservation windows. Finally, the region must
Disabling preallocation means that if multiple have at least one free block. As an inode keeps
processes attempted to allocate blocks to tw@rowing, free blocks inside its reservation win-
files in the same directory, the blocks would begow will eventually be exhausted. At that point,
interleaved. This was a known disadvantage of new window will be created for that inode,
ext3, but this short-coming becomes even mor@yeferably right after the old with the guide of
important with extents (see Section 3.1) sincghe “goal” block.
extents are far more efficient when the file on

disk is contiguous. Andrew Morton, Mingming Al of the reservation windows are indexed via
Cao, Theodore Ts'o, and Badari Pulavarty exy per-filesystem red-black tree so the block al-
plored various possible ways to add prealloqocator can quickly determine whether a par-
cation to ext3, including the method that hadtjcular block or region is already reserved by a
been used for preallocation in ext2 filesystemparticular inode. All operations on that tree are
The method that was finally settled upon was grotected by a per-filesystem global spin lock.
reservation-based design.

Initially, the default reservation window size

for an inode is set to eight blocks. If the reser-
2.3.2 Reservation design overview vation allocator detects the inode’s block allo-

cation pattern to be sequential, it dynamically

The core idea of the reservation based allocalncreases the window size for that inode. An
tor is that for every inode that needs blocks, thedpplication that knows the file size ahead of the
allocator reserves a range of blocks for that infile creation can employ an ioctl command to

ode, called a reservation window. Blocks forset the window size to be equal to the antici-
that inode are allocated from that range, instea@ated file size in order to attempt to reserve the
of from the whole filesystem, and no other in-blocks immediately.

ode is allowed to allocate blocks in the reserva-

tion window. This reduces the amount of frag-Mingming Cao implemented this reservation

mentation when multiple files are written in the Pased block allocator, with help from Stephen
same directory simultaneously. The key differ- Tweedie in converting the per-filesystem reser-
ence between reservation and preallocation jgation tree from a sorted link list to a red-black

that the blocks are only reserved in memoryfree. In the Linux kernel versions 2.6.10 and
rather than on disk. Thus, in the case the systef@ter, the default block allocator for ext3 has

crashes while there are reserved blocks, there €en replaced by this reservation based block
no inconsistency in the block group bitmaps. allocator. Some benchmarks, such as tiobench

and dbench, have shown significant improve-
The first time an inode needs a new block,ments on sequential writes and subsequent se-
a block allocation structure, which describesquential reads with this reservation-based block
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allocator, especially when a large number of2.4 Online resizing
processes are allocating blocks concurrently.

The online resizing feature was originally de-
veloped by Andreas Dilger in July of 1999 for
2.3.3 Future work the 2.0.36 kernel. The availability of a Logi-
cal Volume Manager (LVM), motivated the de-
sire for on-line resizing, so that when a logical
Currently, the reservation window only lastsvolume was dynamically resized, the filesys-
until the last process writing to that file closes.tem could take advantage of the new space.
At that time, the reservation window is releasedThis ability to dynamically resize volumes and
and those blocks are available for reservation ofilesystems is very useful in server environ-
allocation by any other inode. This is necessarynents, where taking downtime for unmounting
so that the blocks that were reserved can be re filesystem is not desirable. After missing the
leased for use by other files, and to avoid fragcode freeze for the 2.4 kernel, the ext2online
mentation of the free space in the filesystem. code was finally included into the 2.6.10 ker-
nel and e2fsprogs 1.36 with the assistance of
However, some files, such as log files andStephen Tweedie and Theodore Ts’o.
unix® mailbox files, have alow growthpat-
tern. That is, they grow slowly over time, by
processes appending a small amount of dat&.4.1 The online resizing mechanism
and then closing the file, over and over again.
For these files, in order to avoid fragmentation,-l-he online resizing mechanism, despite its

Itis nece;sary th?t thre] rﬁlse;]vatlgn W'nldowdbeseemingly complex task, is actually rather sim-
preserved even aiter the file has been closed. ple in its implementation. In order to avoid a

o . ~_ large amount of complexity it is only possible
The question is how to determine which filesig increase the size of a filesystem while it is
should be allowed to retain their reservationy,gunted. This addresses the primary require-
window after the last close. One possible Soment that a filesystem that is (nearly) full can
lution is to tag the files or directories with an p5ye space added to it without interrupting the
attribute indicating that they contain files that ,ga of that system. The online resizing code de-
have a slow growth pattern. Another possibil-pends on the underlying block device to handle
ity is to implement heuristics that can allow the 5| aspects of its own resizing prior to the start
filesystem to automatically determines whichy filesystem resizing, and does nothing itself

file seems to have a slow growth pattern, andy manipulate the partition tables of LVM/MD
automatically preserve the reservation window,ock devices.

after the file is closed.

The ext2/3 filesystem is divided into one or
If reservation windows can be preserved in thismore block allocation groups of a fixed size,
fashion, it will be important to also implement with possibly a partial block group at the end
a way for preserved reservation windows to beof the filesystem [4]. The layout of each block
reclaimed when the filesystem is fully reservedgroup (where the inode and block allocation
This prevents an inode that fails to find a newbitmaps and the inode table are stored) is kept
reservation from falling back to no-reservationin the group descriptor table. This table is
mode too soon. stored at the start of at the first block group, and
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consists of one or more filesystem blocks, deend of the filesystem. This is easily done be-
pending on the size of the filesystem. Backupcause this area is currently unused and un-
copies of the group descriptor table are kept irknown to the filesystem itself. The block
more groups if the filesystem is large enough. bitmap for that group is initialized as empty,
the superblock and group descriptor backups (if
There are three primary phases by which any) are copied from the primary versions, and
filesystem is grown. The first, and simplest, isthe inode bitmap and inode table are initialized.
to expand the last partial block group (if any) Once this has completed successfully the on-
to be a full block group. The second phase idine resizing code briefly locks the superblock
to add a new block group to an existing blockto increase the total and free blocks and inodes
in the group descriptor table. The third phasecounts for the filesystem, add a new group to
is to add a new block to the group descriptorthe end of the group descriptor table, and in-
table and add a new group to that block. Allcrease the total number of groups in the filesys-
filesystem resizes are done incrementally, gotem by one. Once this is completed the backup
ing through one or more of the phases to adduperblock and group descriptors are updated
free space to the end of the filesystem until then case of corruption of the primary copies. If
desired size is reached. there is a problem at this stage, the next e2fsck
will also update the backups.

The second phase of growth will be repeated
until the filesystem has fully grown, or the last
group descriptor block is full. If a partial group
For the first phase of growth, the online resizingis being added at the end of the filesystem the
code starts by briefly locking the superblockblocks are marked as “in use” before the group
and increasing the total number of filesystems added. Both first and second phase of growth
blocks to the end of the last group. All of the can be done on any ext3 filesystem with a sup-
blocks beyond the end of the filesystem are alported kernel and suitable block device.

ready marked as “in use” by the block bitmap

for that group, so they must be cleared. This

is accomplished by the same mechanism th
is used when deleting a fileext3 free
blocks() and can be done without lock-
ing the whole filesystem. The online resizerThe third phase of growth is needed periodi-
simply pretends that it is deleting a file thatcally to grow a filesystem over group descrip-
had allocated all of the blocks at the end oftor block boundaries (at multiples of 16 GB for

2.4.2 Resizing within a group

B 44 Adding a group descriptor block

the filesystem, anéxt3_free_blocks() filesystems with 4 KB blocksize). When the
handles all of the bitmap and free block countlast group descriptor block is full, a new block
updates properly. must be added to the end of the table. How-

ever, because the table is contiguous at the start
of the first group and is normally followed im-
mediately by the block and inode bitmaps and
the inode table, the online resize code needs
a bit of assistance while the filesystem is un-
For the second phase of growth, the onlinemounted (offline) in order to maintain compat-
resizer initializes the next group beyond theibility with older kernels. Either amke2fs

2.4.3 Adding a new group
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time, or for existing filesystems with the assis-the filesystem without the need to allocate con-

tance of theext2prepare  command, a small tiguous blocks for the group descriptor table.

number of blocks at the end of the group de-dnstead the group descriptor block is kept in the

scriptor table are reserved for online growth.first group that it describes, and a backup is kept

The total amount of reserved blocks is a tinyin the second and last group for that block. The

fraction of the total filesystem size, requiring Meta Block Group support was first introduced

only a few tens to hundreds of kilobytes to growin the 2.4.25 kernel (Feb. 2004) so it is reason-

the filesystem 1024-fold. able to think that a majority of existing systems
could mount a filesystem that started using this

For the third phase, it first gets the next re-when it is introduced.

served group descriptor block and initializes a o _

new group and group descriptor beyond the end* More complete description of the online

of the filesystem, as is done in second phase d#"owth is available in [6].

growth. Once this is successful, the superblock

is locked while reallocating the array that in-2 5 Extended attributes

dexes all of the group descriptor blocks to add

another entry for the new block. Finally, the . .

superblock totals are updated, the number 0?5'1 Extended attributes overview

groups is increased by one, and the backup su-

perblock and group descriptors are updated. Many new operating system features (such as
access control lists, mandatory access con-

The online resizing code takes advantage of th&Fols, Posix Capabilities, and hierarchical stor-

journaling features in ext3 to ensure that theréége management) require filesystems to be able

is no risk of filesystem corruption if the resize associate a small amount of custom metadata

is unexpectedly interrupted. The ext3 journalwith files or directories. In order to implement

ensures strict ordering and atomicity of filesys-support for access control lists, Andreas Gru-

tem changes in the event of a crash—either thenbacher added support for extended attributes

entire resize phase is committed or none of ito the ext2 filesystems. [7]

is. Because the journal has no rollback mech- , )
anism (except by crashing) the resize code igxtended attributes as implemented by Andreas

careful to verify all possible failure conditions Gruenbacher are stored in a single EA block.

prior to modifying any part of the filesystem. Since a large number of files will often use the

This ensures that the filesystem remains valigS@me access control list, as inherited from the

: . directory’s default ACL as an optimization, the
though slightly smaller, in the event of an error :
duringg grog\]/vthy EA block may be shared by inodes that have

identical extended attributes.

While the extended attribute implementation
2.45 Future work was originally optimized for use to store ACL’s,

the primary users of extended attributes to date

have been the NSA's SELinux system, Samba

Future development work in this area involvesy for storing extended attributes from Windows
removing the need to do offline filesystem .jients and the Lustre filesystem.

manipulation to reserve blocks before doing
third phase growth. The use of Meta BlockIn order to store larger EAs than a single
Groups [15] allows new groups to be added tdilesystem block, work is underway to store



2005 Linux Symposium e /7

large EAs in another EA inode referenced frommajor speedup for Samba 4, motivated it being
the original inode. This allows many arbitrary- integrated into the mainline 2.6.11 kernel very
sized EAs to be attached to a single file, withinquickly.

the limitations of the EA interface and what

can be done inside a single journal transaction.

These EAs could also be accessed as additional

file forks/streams, if such an APl were added to3 Extents, delayed allocation and

the Linux kernel. extent allocation

2.5.2 Largeinode supportand EA-in-inode  Thjs section and the next (Section 4) will dis-
cuss features that are currently under develop-
Alex Tomas and Andreas Dilger implementedment, and (as of this writing) have not been
support for storing the extended attribute in anmerged into the mainline kernel. In most cases
expanded ext2 inode, in preference to using @atches exist, but they are still being polished,
separate filesystem block. In order to do thisand discussion within the ext2/3 development
the filesystem must be created using an inodeommunity is still in progress.
size larger than the default 128 bytes. Inode
sizes must be a power of two and must be néurrently, the ext2/ext3 filesystem, like other
larger than the filesystem block size, so for araditionalunix filesystems, uses a direct, indi-
filesystem with a 4 KB blocksize, inode sizesrect, double indirect, and triple indirect blocks
of 256, 512, 1024, 2048, or 4096 bytes ardo map file offsets to on-disk blocks. This
valid. The 2 byte field starting at offset 128 scheme, sometimes simply called an indirect
(i_extra_size ) of each inode specifies the block mapping scheme, is not efficient for large
starting offset for the portion of the inode thatfiles, especially large file deletion. In order to
can be used for storing EAs. Since the startinggddress this problem, many modern filesystems
offset must be a multiple of 4, and we have not(including XFS and JFS on Linux) use some
extended the fixed portion of the inode beyondorm of extent maps instead of the traditional
i_extra_size , currentlyi_extra_size indirect block mapping scheme.
is 4 for all filesystems with expanded inodes.
Currently, all of the inode past the initial 132 Since most filesystems try to allocate blocks in
bytes can be used for storing EAs. If the user ata contiguous fashion, extent maps are a more
tempts to store more EAs than can fit in the ex£fficient way to represent the mapping between

panded inode, the additional EAs will be storedlogical and physical blocks for large files. An
in an external filesystem block. extentis a single descriptor for a range of con-

tiguous blocks, instead of using, say, hundreds
Using the EA-in-inode, a very large (seven-foldof entries to describe each block individually.
improvement) difference was found in some
Samba 4 benchmarks, taking ext3 from lasOver the years, there have been many discus-
place when compared to XFS, JFS, and Reissions about moving ext3 from the traditional in-
erfs3, to being clearly superior to all of the direct block mapping scheme to an extent map
other filesystems for use in Samba 4. [5] The inbased scheme. Unfortunately, due to the com-
inode EA patch started by Alex Tomas and An-plications involved with making an incompati-
dreas Dilger was re-worked by Andreas Gruenble format change, progress on an actual imple-
bacher. And the fact that this feature was such aention of these ideas had been slow.
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Alex Tomas, with help from Andreas Dilger, Most files need only a few extents to describe
designed and implemented extents for ext3. Héheir logical-to-physical block mapping, which
posted the initial version of his extents patchcan be accommodated within the inode or a
on August, 2003. The initial results on file cre- single extent map block. However, some ex-
ation and file deletion tests inspired a round oftreme cases, such as sparse files with random
discussion in the Linux community to considerallocation patterns, or a very badly fragmented
adding extents to ext3. However, given the confilesystem, are not efficiently represented using
cerns that the format changes were ones that adixtent maps. In addition, allocating blocks in a
of the ext3 developers will have to support onrandom access pattern may require inserting an
a long-term basis, and the fact that it was veryextent map entry in the middle of a potentially
late in the 2.5 development cycle, it was not in-very large data representation.

tegrated into the mainline kernel sources at that ] ] _
time. One solution to this problem is to use a tree

data structure to store the extent map, either a
Later, in April of 2004, Alex Tomas posted B-tree, B+ tree, or some simplified tree struc-
an updated extents patch, as well as additure as was used for the HTree feature. Alex
tional patches that implemented delayed alloTomas’s implementation takes the latter ap-
cation and multiple block allocation to the ext2- proach, using a constant-depth tree structure. In
devel mailing list. These patches were repostethis implementation, the extents are expressed
in February 2005, and this re-ignited interestusing a 12 byte structure, which include a
in adding extents to ext3, especially when it32-bit logical block number, a 48-bit physical
was shown that the combination of these thredlock number, and a 16-bit extent length. With
features resulted in significant throughput im-4 KB blocksize, a filesystem can address up to
provements on some sequential write tests. 1024 petabytes, and a maximum file size of 16

. o terabytes. A single extent can cover up 6 2
In the next three sections, we will discuss howp|ocks or 256 MB2

these three features are designed, followed by a

discussion of the performance evaluation of thelhe extent tree information can be stored in
combination of the three patches. the inode’si_data array, which is 60 bytes
long. An attribute flag in the inodeisflags

word indicates whether the inodé’'slata  ar-
ray should be interpreted using the traditional
indirect block mapping scheme, or as an ex-
This implementation of extents was originally tent data structure. If the entire extent infor-
motivated by the problem of long truncate mation can be stored in thedata field, then
times observed for huge filésAs noted above, it will be treated as a single leaf node of the
besides speeding up truncates, extents help inextent tree; otherwise, it will be treated as the
prove the performance of sequential file writesroot node of inode’s extent tree, and additional
since extents are a significantly smaller amounfilesystem blocks serve as intermediate or leaf
of metadata to be written to describe contigunodes in the extent tree.

ous blocks, thus reducing the filesystem over- o
head. At the beginning of each node, thext3_

. _ _ _ _ ext_header data structure is 12 bytes long,

One option to address the issue is performing asyn-
chronous truncates, however, while this makes the CPU  2Currently, the maximum block group size given a 4
cycles to perform the truncate less visible, excess CPWB blocksize is 128 MB, and this will limit the maxi-
time will still be consumed by the truncate operations. mum size for a single extent.

3.1 Extent maps
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and contains a 16-bit magic number, 2 16-bit3.1.2 Future work
integers containing the number of valid entries
in the node, and the maximum number of €N Alex Tomas's extents implementation is still a

tries that can be stored in the node, a 16-bit 'nte.\'/vork-in-progress. Some of the work that needs
ger containing the depth of the tree, and a 32-bi

) 0 be done is to make the implementation in-
tree generation number. If the depth of the treedependent of byte-order, improving the error

is 0, then root inode contains leaf node infor'handling, and shrinking the depth of the tree

mation, and the 12-byte entries contain the ®Xhen truncated the file. In addition, the extent

tent mformatlon.descrlbed in the PrEVIOUS pPara .o me is less efficient than the traditional indi-
graph. Otherwise, the root node will contain

lock [ h if the file is highl
12-byte intermediate entries, which consist ofrect block mapping scheme if the file is highly

f O ful |
32-bit logical block and a 48-bit physical block | 2omented. It may be useful to develop some

ith 16 bit ) of th tind | fheuristics to determine whether or not a file
E)Vl\gck its unused) of the next index or lea should use extents automatically. It may also

be desirable to allow block-mapped leaf blocks
in an extent-mapped file for cases where there
is not enough contiguous space in the filesys-
tem to allocate the extents efficiently.

The last change would necessarily change the
on-disk format of the extents, but it is not only
the extent format that has been changed. For
example, the extent format does not support
The implementation is divided into two parts: logical block numbers that are greater than 32
Generic extents support that implements ini-bits, and a more efficient, variable-length for-
tialize/lookup/insert/remove functions for the mat would allow more extents to be stored in
extents tree, and VFS support that allowsthe inode before spilling out to an external tree

3.1.1 Code organization

methods and callbacks likeext3 get structure.
block() , ext3_truncate() , ext3_
new_block() to use extents. Since deployment of the extent data struc-

ture is disruptive because it involved an non-

backwards-compatible change to the filesystem
In order to use the generic extents layer, théormat, it is important that the ext3 developers
user of the generic extents layer must declare itgre comfortable that the extent format is flexi-
tree via anext3_extents_tree structure.  ple and powerful enough for present and future

The structure describes where the root of theyeeds, in order to avoid the need for additional
tree is stored, and specifies the helper routinegcompatible format changes.

used to operate on it. This way one can root

atree notonly in_data as described above,

but also in a separate block or in EA (Extended3.2 Delayed allocation
Attributes) storage. The helper routines de-

scribed by strucext3_extents_helpers

can be used to control the block allocation
needed for tree growth, journaling metadata,

using different criteria of extents mergability, Procrastination has its virtues in the ways of an
removing extents etc. operating system. Deferring certain tasks un-

3.2.1 Why delayed allocation is needed
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til an appropriate time often improves the over- e For short lived files that can be buffered

all efficiency of the system by enabling optimal in memory, delayed allocation may avoid
deployment of resources. Filesystem I/O writes  the need for disk updates for metadata cre-
are no exception. ation altogether, which in turn reduces im-

_ _ _ pact on fragmentation [12].
Typically, when a filesystenmwrite() Sys-

tem call returns success, it has only copied the

data to be written into the page cache, mapped

required blocks in the filesystem and marked

the pages as needing write out. The actuaPelayed allocation is also useful for the Ac-
write out of data to disk happens at a latertive Block I/O Scheduling System (ABISS) [1],
point of time, usually when writeback opera-which provides guaranteed read/write bit rates
tions are clustered together by a backgroundor applications that require guaranteed real-
kernel thread in accordance with system politime I/O streams. Without delayed allocation,
cies, or when the user requests file data téhe synchronous code path farite()  has

be synced to disk. Such an approach ensurds read, modify, update, and journal changes to
improved 1/0 ordering and clustering for the the block allocation bitmap, which could dis-
system, resulting in more effective utilization rupt the guaranteed read/write rates that ABISS
of /0 devices with applications spending lessis trying to deliver.

time in thewrite() system call, and using

the cycles thus saved to perform other work. ) o )
y P Since block allocation is deferred until back-

Delayed allocation takes this a step furtherground writeback whenitis too late to return an
by deferring the allocation of new blocks in error to the caller ofvrite() , thewrite()
the filesystem to disk blocks until writeback operation requires a way to ensure that the
time [12]. This helps in three ways: allocation will indeed succeed. This can be
accomplished by carving out, or reserving, a
e Reduces fragmentation in the filesystemclaim on the expected number of blocks on disk
by improving chances of creating contigu- (for example, by subtracting this number from
ous blocks on disk for a file. Although the total number of available blocks, an op-
preallocation techniques can help avoideration that can be performed without having
fragmentation, they do not address frag+0 go through actual allocation of specific disk
mentation caused by multiple threads writ-blocks).
ing to the file at different offsets simul-
taneously, or files which are written in a
non-contiguous order. (For example, the
libfd library, which is used by the GNU
C compiler will create object files that are
written out of order.)

Repeated invocations of ext3_get

block()/ext3_new_block() is not

efficient for mapping consecutive blocks,

especially for an extent based inode, where it is

natural to process a chunk of contiguous blocks

e Reduces CPU cycles spent in repeate@ll together. For this reason, Alex Tomas
get_block() calls, by clustering allo- implemented an extents based multiple block
cation for multiple blocks together. Both allocation and used it as a basis for extents
of the above would be more effective whenbased delayed allocation. We will discuss
combined with a good multi-block alloca- the extents based multiple block allocation in
tor. Section 3.3.
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3.2.2 Extents based delayed allocation im- for high speed sequential writes. In one ex-
plementation periment utilizing direct I/O on a dual Opteron
workstation with fast enough buses, fiber chan-

: . nel, and a large, fast RAID array, the CPU lim-
If the delayed allocation feature is enabled forited the 1/O throughput to 315 MB/s. While

an exts filesystem and a file uses extent rnap%his would not be an issue on most machines

then the address space operations for its inod 2ince the maximum bandwidth of a PCI bus

re initiali f ific routines. .
are | itialized to a set.o exts specilic .Ou“ .eSIS 127 MBJ/s), but for newer or enterprise-class
that implement the write operations a little dif-

. ! .__servers, the amount of data per second that can
ferently. The implementation defers allocation . : . .
. be written continuously to the filesystem is no
of blocks fromprepare_write() and em-

ploys extent walking, together with the multiple g)r:girr\[[”(?fltggttj%itmhz ggnzldgfgjts mé)ggfsbé;ti
block allocation feature (described in the next y

: ) . . allocator.
section), for clustering block allocations maxi-

mally into contiguous blocks. To address this problem, Alex Tomas designed
and implemented a multiple block allocation,

called mballoc, which uses a classic buddy data
- , ! structure on disk to store chunks of free or used
as needing block reservation. Themmit_ 1 5cks for each block group. This buddy data
write() function calculates the required ;g 5 array of metadata, where each entry de-

number of blocks, and reserves them to makg . jnes the status of a cluster dfidlocks, clas-
sure that there are enough free blocks in thQitaq a5 free or in use.

filesystem to satisfy the write. When the

pages get flushed to disk hyritepage() Since block buddy data is not suitable for de-
orwritepages()  , these functions will walk termining a specific block’s status and locating
all the dirty pages in the specified inode, clus-a free block close to the allocation goal, the tra-
ter the logically contiguous ones, and submitditional block bitmap is still required in order

the page or pages to the bio layer. After theto quickly test whether a specific block is avail-
block allocation is complete, the reservationable or not.

is dropped. A single block 1/O request (or
BIO) is submitted for write out of pages pro- In order to find a contiguous extent of blocks
cessed whenever a new allocated extent (or th® allocate, mballoc checks whether the goal
next mapped extent if already allocated) onblock is available in the block bitmap. If it is
the disk is not adjacent to the previous one@vailable, mballoc looks up the buddy data to
or whenwritepages() completes. In this find the free extent length starting from the goal
manner the delayed allocation code is tightlyblock. To find the real free extent length, mbal-
integrated with other features to provide besioc continues by checking whether the physical
performance. block right next to the end block of the pre-
viously found free extent is available or not.
If that block is available in the block bitmap,
3.3 Buddy based extent allocation mballoc could quickly find the length of the
next free extent from buddy data and add it up

_ to the total length of the free extent from the
One of the shortcomings of the current ext3qyoa| plock.

block allocation algorithm, which allocates one
block at a time, is that it is not efficient enough For example, if block M is the goal block and

Instead of allocating the disk block in
prepare_write() , the the page is marked
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is claimed to be available in the bitmap, and3.3.1 Future plans
block M is marked as free in buddy data of or-

der n, then initially the free chunk size from gjnce in ext3 blocks are divided into block
block M is known to be 2 Next, mballoc  grqps, the block allocator first selects a block
checks the bitmap to see if blodk +2"+1  orqyp pefore it searches for free blocks. The
is available or not. If so, mballoc checks thepolicy employed in mballoc is quite simple: to
buddy data again, and finds that the free exteqpy the block group where the goal block is lo-
length from blockM + 2"+ 1 is k. Now, the  cateq first. If allocation from that group fails,
free chunk Ikength from goal block M is known e scan the subsequent groups. However, this
to be 2'+ 2% This process continues until at jjies that on a large filesystem, especially
some point the boundary block is not availablehen free blocks are not evenly distributed,

In this manner, instead of testing dozens, hungpyy cycles could be wasted on scanning lots
dreds, or even thousands of blocks’ availabilityot a1most full block groups before finding a

status in the bitmap to determine the free blocks,ock group with the desired free blocks crite-

chunk size, it can be enough to just test a fewjs  Thys, a smarter mechanism to select the

bits in buddy data and the block bitmap to 'eamright block group to start the search should im-

the real length of the free blocks extent. prove the multiple block allocator’s efficiency.
There are a few proposals:

1. Sort all the block groups by the total num-
If the found free chunk size is greater than the  per of free blocks.

requested size, then the search is considered

successful and mballoc allocates the found free 2. Sort all the groups by the group fragmen-
blocks. Otherwise, depending on the allocation  tation factor.

criteria, mballoc decides whether to accept the
result of the last search in order to preserve the
goal block locality, or continue searching for
the next free chunk in case the length of con-
tiguous blocks is a more important factor than 4. Put extents into buckets based on extent
where it is located. In the later case, mballoc size and/or extent location in order to
scans the bitmap to find out the next available quickly find extents of the correct size and
block, then, starts from there, and determines  goal location.

the related free extent size.

3. Lazily sort all the block groups by the to-
tal number of free blocks, at significant
change of free blocks in a group only.

Currently the four options are under evaluation
though probably the first one is a little more in-
teresting.
If mballoc fails to find a free extent that sat-
isfies the requested size after rejecting a pre; :
defined number (currently 200) of free chunks,?"4 Evaluating the extents patch set
it stops the search and returns the best (largest)
free chunk found so far. In order to speed up thé he initial evaluation of the three patches (ex-
scanning process, mballoc maintains the totalents, delayed allocation and extent alloca-
number of available blocks and the first avail-tion) shows significant throughput improve-
able block of each block group. ments, especially under sequential tests. The
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tests show that the extents patch significanthext3 filesystem. Section 4.1 describes the ef-
reduces the time for large file creation and refort to reduce the usage of bufferheads struc-
moval, as well as file rewrite. With extents ture in ext3; Section 4.2 describes the effort
and extent allocation, the throughput of Di-to add delayed allocation without requiring the
rect I/O on the aforementioned Opteron-basedise of extents; Section 4.3 discusses the work to
workstation is significantly improved, from 315 add multiple block allocation; Section 4.4 de-
MB/sec to 500MB/sec, and the CPU usage iscribes asynchronous file unlink and truncate;
significantly dropped from 100% to 50%. In Section 4.5 describes a feature to allow more
addition, extensive testing on various benchthan 32000 subdirectories; and Section 4.6 de-
marks, including dbench, tiobench, FFSB [11]scribes a feature to allow multiple threads to
and sqlbench [16], has been done with anatoncurrently create/rename/link/unlink files in
without this set of patches. Some initial analy-a single directory.

sis indicates that the multiple block allocation,
when combined with delayed allocation, is a
key factor resulting in this improvement. More
testing results can be obtained frdmtp:/
www.bullopensource.org/ext4

4.1 Reducing the use of bufferheads in ext3

Bufferheads continue to be heavily used in
Linux 1/O and filesystem subsystem, even
though closer integration of the buffer cache
. . . with the page cache since 2.4 and the new block
4 Improving ext3 without changing I/O subsystem introduced in Linux 2.6 have in

disk format some sense superseded part of the traditional
Linux buffer cache functionality.

Replacing the traditional indirect block map- There are a number of reasons for this. First of
ping scheme with an extent mapping schemeall, the buffer cache is still used as a metadata
has many benefits, as we have discussed in tteache. All filesystem metadata (superblock,
previous section. However, changes to the oninode data, indirect blocks, etc.) are typi-
disk format that are not backwards compati-cally read into buffer cache for quick reference.
ble are often slow to be adopted by users, foBufferheads provide a way to read/write/access
two reasons. First of all, robust e2fsck sup-this data. Second, bufferheads link a page to
port sometimes lags the kernel implementationdisk block and cache the block mapping infor-
Secondly, it is generally not possible to mountmation. In addition, the design of bufferheads
the filesystem with an older kernel once thesupports filesystem block sizes that do not
filesystem has been converted to use these newatch the system page size. Bufferheads pro-
features, preventing rollback in case of prob-vide a convenient way to map multiple blocks
lems. to a single page. Hence, even the generic multi-
page read-write routines sometimes fall back to
Fortunately, there are a number of improve-using bufferheads for fine-graining or handling
ments that can be made to the ext2/3 filesysef complicated corner cases.
tem without making these sorts of incompatible
changes to the on-disk format. Ext3 is no exception to the above. Besides the
above reasons, ext3 also makes use of buffer-
In this section, we will discuss a few of fea- heads to enable it to provide ordering guaran-
tures that are implemented based on the currem¢es in case of a transaction commit. Ext3’s or-
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dered mode guarantees that file data gets writ-  Lookaside Buffet (SLB). We have ob-

ten to the disk before the corresponding meta-  served that when running a large NFS
data gets committed to the journal. In order workload, while the ext3 journaling thread
to provide this guarantee, bufferheads are used kjournald() is referencing all the transac-
as the mechanism to associate the data pages tions, all the journal heads, and all the
belonging to a transaction. When the transac-  bufferheads looking for data to flush/clean
tion is committed to the journal, ext3 uses the it suffers a large number of SLB misses
bufferheads attached to the transaction to make with the associated performance penalty.
sure that all the associated data pages have been The best solution for these performance

written out to the disk. problems appears to be to eliminate the
use of bufferheads as much as possible,

However, bufferheads have the following dis- which reduces the number of memory ref-

advantages: erences required by kjournald().

e All bufferheads are allocated from the To address the above concerns

“buffer_head” slab cache, thus they con-pyjavarty has been working on removing

sume low memory on 32-bit architec- yyfferheads usage from ext3 from major

tures.  Since there is one bufferheadimnact areas, while retaining bufferheads for

(or more, depending on the block size)ncommon usage scenarios. The focus was on
for each filesystem page cache page, thgjimination of bufferhead usage for user data

bufferhead slab can grow really quickly hages while retaining bufferheads primarily
and consumes a lot of low memory spaceto; metadata caching.

Badari

* :/r\]/he? Euﬁerhfeads get atttr?ched toﬁhpag?‘Under the writeback journaling mode, since
re% a _e?j:e eregcen:)n he 2?%\7'”. e;e there are no ordering requirements between
erence Is dropped only whe €510\ hen metadata and data gets flushed to disk,
release the page. Typically, once a page

e Zeliminating the need for bufferheads is rel-
gets flushed to disk it is safe to release its g

: atively straightforward because ext3 can use
b_ufferheads._ But dropping the puffe_rhead,most recent generic VFS helpers for writeback.
right at the time of I/O completion is not

. o This change is already available in the latest
easy, since being in interrupt handler CON- i0ix 2.6 kernels

text restricts the kind of operations feasi-

ble. Hence, bufferheads are left attacheqg, ext3 ordered journaling mode, however,
to the page, and released later as and wheg)nce pufferheads are used as linkage between
VM decides to re-use the page. So, it iSyages and transactions in order to provide flush-
typical to have a large number of buffer-j,q" order guarantees, removal of the use of
heads floating around in the system. bufferheads gets complicated. To address this
e The extra memory references to buffer-ISSUe: Andrew Morton proposed a new ext3
heads can impact the performance Oi;ournallng mode: which Work_s without buffer-
memory caches, the Translation Looka-N€ads and provides semantics that are some-
side Buffer (TLB) and the Segment what_closg to that provided in ord_ered mode[E_)].
The idea is that whenever there is a transaction

3Low memory is memory that can be directly mappedcommit, we go through all the dirty inodes and
into kernel virtual address space, i.e. 896MB, in the case

of IA32. 4The SLB is found on the 64-hit Power PC.
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dirty pages in that filesystem and flush everyblock allocation by calling the filesystem spe-
one of them. This way metadata and user dataific get_block() function. Hence, if the
are flushed at the same time. The complexity ohobh_prepare_write function were to
this proposal is currently under evaluation. omit call get_block() , the physical block
would not be allocated until the page is ac-
) _ tually written out via thewritepage() or
4.2 Delayed allocation without extents writepages() function.

As we have discussed in Section 3.2 de_Badari Pulavarty implemented a relatively

layed allocation is a powerful technique thatSMall patch as a proof-of-concept, which
can result in significant performance gainsdémonstrates that this approach works well.
and Alex Tomas’s implementation shows some! "€ work is still in progress, with a few lim-

very interesting and promising results. How-itations to address. The first limitation is
ever, Alex’s implementation only provide de- that in the current proof-of-concept patch, data

layed allocation when the ext3 filesystemcould be dropped if the filesystem was full,

is using extents, which requires an incom-Without thewrite() system call returning -
patible change to the on-disk format. In ENOSPC In order to address this problem, the

addition, like past implementation of de- NObh_prepare_write — function must note
layed allocation by other filesystems, such aghat the page currently does not have a phys-

XFS, Alex's changes implement the delayedical block assigned, and request the filesys-
allocation in filesystem-specific versions of€Mm reserve a block for the page. So while
prepare_write() . commit_write() ’ the filesystem will not have assigned a spe-

writepage() and writepages() in.  cific physical block as a result ohobh_

stead of using the filesystem independent rouPrepare_write() , it must guarantee that
tines provided by the Linux kernel. whenwritepage()  calls the block allocator,
the allocation must succeed.
This motivated Suparna Bhattacharya, Badari
Pulavarty and Mingming Cao to implement de-The other major limitation is, at present, it
layed allocation and multiple block allocation only worked when bufferheads are not needed.
support to improve the performance of the ext3However, thenobh code path as currently
to the extent possible without requiring any on-present into the 2.6.11 kernel tree only sup-
disk format changes. ports filesystems when the ext3 is journaling in
writeback mode and not in ordered journaling
Interestingly, the work to remove the usemode, and when the blocksize is the same as the
of bufferheads in ext3 implemented mostVM pagesize. Extending theobh code paths
of the necessary changes required for deto support sub-pagesize blocksizes is likely not
layed allocation, when bufferheads are not revery difficult, and is probably the appropriate
quired. Thenobh_commit_write() func-  way of addressing the first part of this short-
tion, delegates the task of writing data tocoming.
thewritepage() andwritepages() , by
simply marking the page as dirty. Since 5The same shortcoming exists today if a sparse file
the writepage() function already has to is memory-mapped, and the filesystem is full when

. . ._writepage() tries to write a newly allocated page to
handle the case of writing a page which Sthe filesystem. This can potentially happen after user

mapped to a sparse memory-mapped fileSrocess which wrote to the file viamap() has exited,
the writepage() function already handles where there is no program left to receive an error report.
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However, supporting delayed allocation for e Find a way to get ext3 journal commit to
ext3 ordered journaling using this approach is  effectively reuse a part the fsync/O_SYNC

going to be much more challenging. While implementation that waits for writeback to
metadata journaling alone is sufficient in write- complete on the pages for relevant inodes,
back mode, ordered mode needs to track I/O  using a radix-tree walk. Since the journal
submissions for purposes of waiting for com- layer is designed to be unaware of filesys-

pletion of data writeback to disk as well, so tems [14], this could perhaps be accom-
that it can ensure that metadata updates hit the plished by associating a (filesystem spe-
disk only after the corresponding data blocks cific) callback with journal commit, as re-
are on disk. This avoids potential exposures  cently suggested by Andrew Morton[9].
and inconsistencies without requiring full data

journaling[14]. It remains to be seen which approach works out

H i th desi ‘ , " to be the best, as development progresses. It
owever, in the current design of generic Multi-jo 051 that since ordered mode is the default

page erte_back rogtlnes, block 1/C Su_bm's'journaling mode, any delayed allocation imple-
sions are issued directly by the generic rou-

. . mentation must be able to support it.
tines and are transparent to the filesystem spe-
cific code. In earlier situations where buffer- N _ _
heads were used for I/O, filesystem specific-3 Efficiently allocating multiple blocks

wrappers around generic code could track 1/0
through the bufferheads associated with a paggs \ith the Alex Tomas's delayed allocation

and link them with the transaction. With Fhe patch, Alex’s multiple block allocator patch re-
recent changes, where I/O requests are built djog on an incompatible on-disk format change
rectly as multi-page bio requests with no link ¢ the ext3 filesystem to support extent maps.
from the page to the bio, this no longer applies,, gqgition, the extent-based mballoc patch also
. required a format change in order to store data
A couple of solution approaches are under cong, e by ddy allocator which it utilized. Since
sideration, as of the writing of this paper: oprofile measurements of Alex’s patch indi-
cated the multiple block allocator seemed to
. . be responsible for reducing CPU usage, and
e Introducing yet another filesystem spe-gince it seemed to improve throughput in some
cific callback to be invoked by the generic \yorkjoads, we decided to investigate whether it
multi-page write routines to actually issue a5 possible to obtain most of the benefits of a
the_ I/O_. ext3 could then track the numbefmu|tip|e block allocator using the current ext3
of in-flight I/O requests associated with fjjesystem format. This seemed to be a reason-
the transaction, and wait for this to fall 0 gpje approach since many of the advantages of
zero at journal commit time. Implement- gpporting Alex’s mballoc patch seemed to de-
ing this option is complicated because thejye from collapsing a large number of calls to
multi-page write logic occasionally falls oyt3 get_block() into much fewer calls
back to the older bufferheads based logig eﬁs_g_et_blocks() , thus avoiding ex-
in some scenarios. Perhaps ext3 orderegess calls into the journaling layer to record

mode writeback would need to provide changes to the block allocation bitmap.
both the callback and the page buffer-

head tracking logic if this approach is em-In order to implement a multiple-block allo-
ployed. cator based on the existing block allocation



2005 Linux Symposium e 87

bitmap, Mingming Cao first changeekt3_ dirtied and thus require journaling. Secondly, it
new_block() to accept a new argument would be difficult to place any newly allocated
specifying how many contiguous blocks theindirect blocks so they are appropriately inter-
function should attempt to allocate, on a besteaved with the data blocks.

efforts basis. The function now allocates the _

first block in the existing way, and then contin- Currently, only the Direct /O code path

ues allocating up to the requested number of addSes  the get_blocks() interfaces; the
jacent physical blocks at the same time if theyMPage_writepages() function  calls
are available. mpage_writepage() which in turn calls
get block() . Since only a few work-
The modifiedext3_new_block() function loads (mainly databases) use Direct I/O,
was then used to implement ext3get_ Suparna Bhattacharya has written a patch
blocks()  method, the standardized filesys-to change mpage_writepages() use
tem interface to translate a file offset and aget blocks() instead. This change

length to a set of on-disk blocks. It does thisshould be generically helpful for any
by starting at the first file offset and translat-filesystems which implement an efficient
ing it into a logical block number, and then tak- get_blocks() function.

ing that logical block number and mapping it to

a physical block number. If the logical block Draft patches have already been posted to
has already been mapped, then it will continughe ext2-devel mailing list. As of this writ-
mapping the next logical block until the requi- ing, we are trying to integrate Mingming's
site number of physical blocks have been reext3_get_blocks() patch, Suparna Bhat-

turned, or an unallocated block is found. tacharya'smpage_writepage() ~ patch and
Badari Pulavarty’'s generic delayed allocation

If some blocks need to be allocated, firstpatch (discussed in Section 4.2) in order to

ext3_get_blocks() will look ahead to evaluate these three patches together using
see how many adjacent blocks are needed, angbnchmarks.

then passes this allocation requestetd3
new_blocks() , searches for the requested _ _
free blocks. marks them as used. and re4-4 Asynchronous file unlink/truncate

turns them taext3_get_blocks() . Next,

ext3_get_blocks() will update the in- wjth block-mapped files and ext3, truncation

ode’s direct blocks, or a single indirect block of a large file can take a considerable amount
to point at the allocated blocks. of time (on the order of tens to hundreds of sec-
Currently, this ext3_get_blocks() im. onds if there is a lot of other filesystem activ-

plementation does not allocate blocks across
indirect block boundary. There are two rea-

sons for this. First, the]BD journaling re-

guests the filesystem to reserve the maximum e There are limits to the size of a sin-

ai{ty concurrently). There are several reasons for
his:

of blocks that will require journaling, when a gle journal transaction (1/4 of the jour-
new transaction handle is requestedexs3 nal size). When truncating a large frag-
journal_start() . If we were to allow mented file, it may require modifying so
a multiple block allocation request to span an many block bitmaps and group descriptors
indirect block boundary, it would be difficult that it forces a journal transaction to close

to predict how many metadata blocks may get  out, stalling the unlink operation.
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e Because of this per-transaction limit, trun-crash. A persistent singly-linked list of in-
cate needs to zero the [dt]indirect blocksode numbers is linked from the superblock and,
starting from the end of the file, in case itif this list is not empty at filesystem mount
needs to start a new transaction in the midtime, the ext3 code will first walk the list and
dle of the truncate (ext3 guarantees that alelete/truncate all of the files on it before the
partially-completed truncate will be con- mount is completed.

sistent/completed after a crash).
The delete thread was written for 2.4 kernels,

e The read/write of the file’s [dt]indirect pt is currently only in use for Lustre. The
blocks from the end of the file to the be- patch has not yet been ported to 2.6, but the
ginning can take a lot of time, as it does gmount of effort needed to do so is expected
this in single-block chunks and the blocksg pe relatively small, as the ext3 code has
are not contiguous. changed relatively little in this area.

In order to reduce the latency associated withror extent-mapped files, the need to have asyn-
large file truncates and unlinks on the Lu&e chronous unlink/truncate is much less, because
filesystem (which is commonly used by sci-the number of metadata blocks is greatly re-
entific computing applications handling very duced for a given file size (unless the file is very
large files), the ability for ext3 to perform asyn- fragmented). An alternative to the delete thread
chronous unlink/truncate was implemented by(for both files using extent maps as well as in-
Andreas Dilger in early 2003. direct blocks) would be to walk the inode and

. pre-compute the number of bitmaps and group
T.he delete thread. is a kerr]el thread that Selgescriptors that would be modified by the oper-
vices a queue of inode unlink or truncate-t0-5¢on, and try to start a single transaction of that
zero requests that are intercepted from norgj e |f this transaction can be started, then all
mal ext3_delete_inode() ~ andext3_  qf the indirect, double indirect, and triple in-
truncate()  calls. If the inode to be un- yirect plocks (also referenced as [d,f] indirect
linked/truncated is small enough, or if there ISplocks) no longer have to be zeroed out, and
any error in trying to defer the operation, it is ;o only have to update the block bitmaps and
handled immediately; otherwise, it_ is put into iy group summaries, reducing the amount of
the delete thread queue. In the unlink case, thfg considerably for files using indirect blocks.
inode is just put into the queue and the deletey 5o the walking of the file metadata blocks
thread is woke up, before returning to the caller.5n e done in forward order and asynchronous

For the truncate-to-zero case, a free inode is a5 4ahead can be started for indirect blocks to
located and the blocks are moved over to th(?nake more efficient use of the disk. As an

new inode before waking the thread and returnz yqeq benefit, we would regain the ability to

ing to the caller. When the delete thread is wokg,nelete files in ext3 because we no longer have
up, itdoes a normal truncate of all the blocks ony, S aro out all of the metadata blocks.

each inode in the list, and then frees the inode.

In order to handle these deferred delete/truncatg ¢
requests in a crash-safe manner, the inodes
to be unlinked/truncated are added into the
ext3 orphan list. This is an already exist-The use of a 16-bit value for an inode’s link
ing mechanism by which ext3 handles file un-count {_nlink ) limits the number of hard
link/truncates that might be interrupted by alinks on an inode to 65535. For directories, it

Increased nlinks support
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starts with a link count of 2 (one for “.” and one semaphore to provide exclusive access to the
for “..”) and each subdirectory has a hard linkdirectory; the second patch is in ext3 to imple-
to its parent, so the number of subdirectories isnent proper locking based on the filename.
similarly limited.

In the VFS, the directory inode semaphore ac-
The ext3 implementation further reduced thistyally protects two separate things. It protects
limit to 32000 to avoid signed-int problems. the filesystem from concurrent modification of
Before indexed directories were implementedg single directory and it also protects the dcache
the praCtica| ||m|t fOI’ fi|eS/SUbdiI’eCt0I‘ieS was from races in Creating the same dentry muitipie
about 10000 in a single directory. times for concurrent lookups. The pdirops VFS
S.patch adds the ability to lock individual dentries

subdirectory limit by not counting the subdi- (based on the dentry hash value) within a direc-

rectory links after the counter overflowed (attory to prever_1t concurrent dcache cr_eation. Al
65000 links actually); instead, a link count of °f (€ dP'aceS in the VFdS t;;)‘t ‘livoc;’_'d takesem ;
one is stored in the inode. The ext3 code al_onla klrg_ctory mstead caiek_ 'r(i: an ¢
ready ignores the link count when determininglun E.C — Irci) . dtg ﬁtefr.lmlne what type o
if a directory is full or empty, and a link count ocking Is desired by the filesystem.

of one is otherwise not possible for a directory., . . 12 e locking is done on a per-directory-

Using a link count of one is also required be-'G&f-blOCk basis. This is well suited to the
cause userspace tools like “find” optimize theirdirectory-indexing scheme, which has a tree
directory walking by only checking a number With leaf blocks and index blocks that very
of subdirectories equal to the link count minusrarely change. In the rare case that adding an

two. Having a directory link count of one dis- entry to the leaf block requires that an index
ables that heuristic. block needs locking the code restarts at the top

of the tree and keeps the lock(s) on the index
block(s) that need to be modified. At about
100,000 entries, there are 2-level index blocks

_ o ) that further reduce the chance of lock collisions
The Lustre filesystem (which is built on top of 5 index blocks. By not locking index blocks

the ext3 filesystem) has to meet very high goal?nitially, the common case where no change

for concurrent file creation in a single directory naeds to be made to the index block is im-
(5000 creates/second for 10 million files) forproved.

some of its implementations. In order to meet
this goal, and to allow this rate to scale withThe use of the pdirops VFS patch was also
the number of CPUs in a server, the implemenshown to improve the performance of the tmpfs

tation of parallel directory operations (pdirops)filesystem, which needs no other locking than
was done by Alex Tomas in mid 2003. This the dentry locks.

patch allows multiple threads to concurrently
create, unlink, and rename files within a single
directory.

A patch was implemented to overcome thi

4.6 Parallel directory operations

_ . 5 Performance comparison
There are two components in the pdirops

patches: one in the VFS to lock individual en-
tries in a directory (based on filesystem pref-In this section, we will discuss some perfor-
erence), instead of using the directory inodemance comparisons between the ext3 filesys-
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tem found on the 2.4 kernel and the 2.6 ker- ‘ iobench_sequential write

nel. The goal is to evaluate the progress ext3 s
has made over the last few years. Of course,
many improvements other than the ext3 spe-
cific features, for example, VM changes, block

I/O layer re-write, have been added to the Linux
2.6 kernel, which could affect the performance
results overall. However, we believe it is still I
worthwhile to make the comparison, for the 5

purpose of illustrating the improvements made threads
to ext3 on some workload(s) now, compared
with a few years ago.

throughput(MB/sec)

Figure 1: tiobench sequential write throughput
We selected linux 2.4.29 kernel as the baseresults comparison

line, and compared it with the Linux 2.6.10

kernel. Linux 2.6.10 contains all the features ‘ ‘ e

discussed in Section 2, except the EA-in-inode s} 2610 wisacic emd —az |
feature, which is not relevant for the bench-

marks we had chosen. We also performed the
same benchmarks using a Linux 2.6.10 ker-
nel patched with Alex Tomas’ extents patch

set, which implements extents, delayed allo-
cation, and extents-based multiple block allo-

cation. We plan to run the same benchmarks
against a Linux 2.6.10 kernel with some of the

patches described in Section 4 in the future.

throughput(MB/sec)

In this study we chose two benchmarks. ondigure 2: tiobe_nch sequential read throughput
is tiobench, a benchmark testing filesysten]€SUlts comparison

sequential and random /O performance with

multiple running threads. Another benchmarkare shown as2.6.10 writeback_emd "

we used is filemark, a modified postmark[8]in the graphs.

benchmark which simulates 1/0O activity on a

mail server with multiple threads mode. File-

mark was used by Ray Bryant when he con5.1 Tiobench comparison

ducted filesystem performance study on Linux

2.4.17 kernel three years ago [3].
Although there have been a huge number of

All the tests were done on the same 8-CPlthanges between the Linux 2.4.29 kernel to the
700 MHZ Pentium Il system with 1 GB RAM. Linux 2.6.10 kernel could affect overall perfor-
All the tests were run with ext3’'s writeback mance (both in and outside of the ext3 filesys-
journaling mode enabled. When running testdgem), we expect that two ext3 features, remov-
with the extents patch set, the filesystem wasng BKL from ext3 (as described in Section 2.2)
mouted with the appropriate mount options toand reservation based block allocation (as de-
enable the extents, multiple block allocation,scribed in Section 2.3) are likely to signifi-
and delayed allocation features. These test rursantly impact the throughput of the tiobench
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benchmark. In this sequential write test, mul- . | Flemark
tiple threads are sequentially writing/allocating
blocks in the same directory. Allowing allo-
cations concurrently in this case most likely
will reduces the CPU usage and improves the
throughput. Also, with reservation block al-
location, files created by multiple threads in
this test could be more contiguous on disk, and
likely reduce the latency while writing and se- ]
guential reading after that. threads

transactions per second

Figure 1 and Figure 2 show the sequential write

and sequential read test results of the tiobenchigure 3: Filemark benchmark transaction rate
benchmark, on the three selected kernels, witomparison

threads ranging from 1 to 64. The total files

size used in this test is 4GB and the blocksizg, <o -tion phase includes file read and ap-

is 16348 byt(_e. The test was d_on_e on a_sm_gl%end operations, and some file creation and re-
18G SCSI disk. The graphs indicate signifi- .\ a1 onerations. The configuration we used

cant throughput improvement from the 2.4.29, 0 ...« 1act is the so called “medium system”

kgrnel to the Llnux.2.6.10 kernel on this par- mentioned in Bryant’s Linux filesystem perfor-
ticular workload. Figure 2 shows the sequen-

. o = mance study [3]. Here we run filemark with 4
tial read throughput has been significantly 'M-“target directories, each on a different disk, 2000
proved from Linux 2.4.29 to Linux 2.6.10 on ’ ’

I subdirectories per target directory, and 100,000
ext3 as well. total files. The file sizes ranged from 4KB

When we applied the extents patch set, we safp 16KB and the I/O size was 4KB. Figure 3
an additional 7-10% throughput improvement_s'hOWS the average transactions per se_cond_dur-
on tiobench sequential write test. We suspecind the transaction phase, when running File-
the improvements comes from the combinatiofn@rk with 1, 8, 64, and 128 threads on the three

of delayed allocation and multiple block alloca- KEMels.

tion patches. As we noted earlier, having both_ _

features could help lay out files more contigu-ThiS benchmark uses a varying number of
ously on disk, as well as reduce the times tqthreads. We therefore expgcted the §calablllty
update the metadata, which is quite expensivénProvements to the exts filesystem in the 2.6
and happens quite frequently with the current€nél should improve Linux 2.6's performance
ext3 single block allocation mode. Future test{0 this benchmark. In addition, during the
ing are needed to find out which feature amondransactlon phase, some files are deleted soon

the three patches (extents, delayed allocatiofter the benchmark creates or appends data to
and extent allocation) is the key contributor ofthose files. The delayed allocation could avoid
this improvement. the need for disk updates for metadata changes

atall. So we expected Alex’s delayed allocation

_ _ to improve the throughput on this benchmark as

5.2 Filemark comparison well.
A Filemark execution includes three phasesThe results are shown in Figure 3. At 128

creation, transaction, and delete phase. Th#reads, we see that the 2.4.29 kernel had sig-
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nificant scalability problems, which were ad- devices. This limit affects both ext3’s internal
dressed in the 2.6.10 kernel. At up to 64metadata blocks, and the use of buffered block
threads, there is approximately a 10% to 15%evices when running e2fsprogs on a device to
improvement in the transaction rate betweercreate the filesystem in the first place. So this
Linux 2.4.29 and Linux 2.6.10. With the ex- imposes yet another 16TB limit on the filesys-
tents patch set applied to Linux 2.6.10, thetem size, but only on 32-bit architectures.
transaction rate is increased another 10% at 64
threads. In the future, we plan to do futher workHowever, the demand for larger filesystems is
to determine how much of the additional 10%already here. Large NFS servers are in the
improvement can be ascribed to the differentens of terabytes, and distributed filesystems
components of the extents patch set. are also this large. Lustre uses ext3 as the back-
end storage for filesystems in the hundreds of
More performance results, both of the benChterabytes range by combining dozens to hun-
mark tests described above, and additionglreds of individual block devices and smaller
benchmark tests expected to be done besxt3 filesystems in the VFS layer, and having
fore the 2005 OLS conference can bejarger ext3 filesystems would avoid the need to
found at http://ext2.sourceforge. artificially fragment the storage to fit within the
net/ols05-testing : block and filesystem size limits.

Extremely large filesystems introduce a num-
6 Future Work ber of scalability issues. One such concern is

the overhead of allocating space in very large

volumes, as described in Section 3.3. Another
This section will discuss some features that arguch concern is the time required to back up
still on the drawing board. and perform filesystem consistency checks on
very large filesystems. However, the primier is-
sue with filesystems larger thad?Xilesystem
blocks is that the traditional indirect block map-
ping scheme only supports 32-bit block num-
For a long time the Linux block layer limited bers. The additional fact that filling such a large
the size of a single filesystem to 2 TB3% filesystem would take many millions of indi-
512-byte sectors), and in some cases the SC$%ct blocks (over 1% of the whole filesystem,
drivers further limited this to 1TB because of at least 160 GB of just indirect blocks) makes
signed/unsigned integer bugs. In the 2.6 kerthe use of the indirect block mapping scheme
nels there is now the ability to have larger blockin such large filesystems undesirable.
devices and with the growing capacity and de-
creasing cost of disks the desire to have largeAssuming a 4 KB blocksize, a 32-bit block
ext3 filesystems is increasing. Recent vendonumber limits the maximum size of the filesys-
kernel releases have supported ext3 filesystentem to 16 TB. However, because the superblock
up to 8 TB and which can theoretically be asformat currently stores the number of block
large as 16 TB before it hits the’2filesys- groups as a 16-bit integer, and because (again
tem block limit (for 4 KB blocks and the 4 KB on a 4 KB blocksize filesystem) the maximum
PAGE_SIZE limit on i386 systems). There is number of blocks in a block group is 32,768
also a page cache limit of2pages in an ad- (the number of bits in a single 4k block, for
dress space, which are used for buffered blockhe block allocation bitmap), a combination of

6.1 64 bit block devices
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these constraints limits the maximum size oflt may also make sense to restrict inodes to the

the filesystem to 8 TB. first 8 TB of disk, and in conjunction with the
extensible inode table discussed in Section 6.2

One of the plans for growing beyond the 8/16use space within that region to allocate all in-

TB boundary was to use larger filesystemodes. This leaves the > 8 TB space free for ef-

blocks (8 KB up to 64 KB), which increases ficient extent allocations.

the filesystem limits such as group size, filesys-

tem size, maximum file size, and makes block )

allocation more efficient for a given amount of 82 Extensible Inode Table

space. Unfortunately, the kernel currently lim-

its the size of a page/buffer to virtual MeMOry’s pyging an dynamically extensible inode table
page size, which is 4 KB for 1386 processors.ig qomething that has been discussed exten-
A few years ago, it was thought that the advent ey 1y ext2/3 developers, and the issues that

of 64-bit processors like the Alpha, PPC64, andy, 5ye adding this feature difficult have been dis-
IA64 would break this limit and when they be- . ,«cad before in [15]. Quickly summarized,

came commodity parts everyone would be ablgy,q problem is a number of conflicting require-
to take advantage of them. The unfortunatemems:

news is that the commodity 64-bit processor ar-
chitecture, x86_64, also has a 4 KB page size
in order to maintain compatibility with its i386 e We must maintain enough backup meta-

ancestors. Therefore, unless this particular lim-
itation in the Linux VM can be lifted, most
Linux users will not be able to take advantage
of a larger filesystem block size for some time.

These factors point to a possible paradigm shift
for block allocations beyond the 8 TB bound-
ary. One possibility is to use only larger ex-
tent based allocations beyond the 8 TB bound-
ary. The current extent layout described in Sec-
tion 3.1 already has support for physical block
numbers up to % blocks, though witronly 232
blocks (16 TB) for a single file. If, at some
time in the future larger VM page sizes be-
come common, or the kernel is changed to al-
low buffers larger than the the VM page size,

data about the dynamic inodes to allow us
to preserve ext3’s robustness in the pres-
ence of lost disk blocks as far as possible.

We must not renumber existing inodes,
since this would require searching and up-
dating all directory entries in the filesys-
tem.

Given the inode number the block alloca-
tion algorithms must be able to determine
the block group where the inode is located.

The number of block groups may change
since ext3 filesystems may be resized.

then this will allow filesystem growth up t2  Most obvious solutions will violate one or more

bytes and files up to” bytes (assuming 64 KB of the above requirements. There is a clever
blocksize). The design of the extent structuresolution that can solve the problem, however,
also allows for additional extent formats like aby using the space counting backwards from
full 64-bit physical and logical block numbers 231 — 1, or “negative” inode. Since the num-
if that is necessary for 4 KBAGE_SIZEsys- ber of block groups is limited by %/(8 x
tems, though they would have to be 64-bit inblocksize, and since the maximum number of
order for the VM to address files and storagenodes per block group is also the same as the
devices this large. maximum number of blocks per block group
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is (8« blocksize, and if inode numbers and that implement the proposed 64-bit block num-
block numbers are both 32-bit integers, therber extension. Finally, the filesystem becomes
the number of inodes per block group in themore fragile, since if the reserved inode that
“negative” inode space is simp(B+blocksizé  describes the location of the “negative” inode
- normal-inodes-per-blockgroupThe location space is corrupted, the location of all of the ex-
of the inode blocks in the negative inode spacaended inodes could be lost.

are stored in a reserved inode.

So will extensible inode tables ultimately be

This particular scheme is not perfect, howeverimplemented? Ultimately, this will depend on
since it is not extensible to support 64 bit blockWhether an ext2/3 developer believes that it is

numbers unless inode numbers are also exVorth implementing—whether someone con-
tended to 64 bits. Unfortunately, this is not gosiders extensible inode an “itch that they wish
easy, since on 32-bit platforms, the Linux ker-to scratch.” The authors believe that the ben-
nel’s internal inode number is 32 bits. Worse€fits Of this feature only slightly outweigh the
yet, theino_t type in thestat structure is COStS, but perhaps not by enough to be worth
also 32 bits. Still, for filesystems that are utiliz- IMPlementing this feature. Still, this view is not
ing the traditional 32 bit block numbers, this is Unanimously held, and only time will tell.

still doable.

Is it worth it to make the inode table extensi-7 Conclusion
ble? Well, there are a number of reasons why

an extensible inode table is interesting. Histori- : ,
cally, administrators and theke2fs program As we have seen in this paper, there has been

have always over-allocated the number of in2 tremendous amount of work that has gone

odes. since the number of inodes can not be in Mt the ext2/3 filesystem, and this work is con-
: jnuing. What was once essentially a simpli-

creased after the filesystem has been formatted, i
y led BSD FFS descendant has turned into an

and if all of the inodes have been exhausted, terofi dv fil tem that K
no additional files can be created even if there o' Prise-Teady Tilesystem that can keep up

is plenty of free space in the filesystem. AsWIth the latest in storage technologies.

inodes get larger in order to accommodate thgyhat has been the key to the ext2/3 filesystem’s
EA-in-inode feature, the overhead of over- ,ccess? One reason is the forethought of the
allocating inodes becomes significant. Thereypjtia| ext2 developers to add compatibility fea-

number of inodes and adding more inodes lategytensible in a variety of ways, without sacri-

smaller number of initial inodes also makes the
the initial mke2fs takes less time, as well as Another reason can be found by looking at the
speeding up the2fsck time. company affiliations of various current and past
ext2 developers: Cluster File Systems, Digeo,
On the other hand, there are a number of disiBM, OSDL, Red Hat, SUSE, VMWare, and
advantages of an extensible inode table. Firspthers. Different companies have different pri-
the “negative” inode space introduces quite aorities, and have supported the growth of ext2/3
bit of complexity to the inode allocation and capabilities in different ways. Thus, this di-
read/write functions. Second, as mentionedrerse and varied set of developers has allowed
earlier, it is not easily extensible to filesystemsthe ext2/3 filesystem to flourish.
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The authors have no doubt that the ext2/3 [3] BRYANT,
filesystem will continue to mature and come

to be suitable for a greater and greater number

of workloads. As the old Frank Sinatra song

stated, “The best is yet to come.”

Patch Availability

[4]

The patches discussed in this paper can bel5]

found at http://ext2.sourceforge.
net/ols05-patches
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Abstract methods of provisioning servers and worksta-
tions.

Hypervisor technology presents some promis-
ing opportunities for optimizing Linux deploy- 1
ment. By isolating a server’s unique properties
into a set of patches to initialization scripts and
other selected files, deployment of a new serveYirtual machine technology is rapidly be-
will be demonstrated to occur in a few secondsoming ubiquitous for commodity processors.
by creating a new Xen domain, re-using an exCommercial product has established a foothold
isting file system image and applying patchesn this space. Open Source products are emerg-
to it during domain initialization. To capture ing and maturing at a rapid pace. This pa-
changes to a server’s configuration that occuper demonstrates how the use of virtualization
while it is running, the paper discusses the potechnology can improve deployment and main-
tential of copy-on-write file systems to hold tenance of Linux servers.

changes to selected files. By separating the ini- _ o _
tialization and file data that make a linux serverTN€ Virtualization technology used for this pa-
instance unique, that data can be stored and r@€r iS Xen, an open source hypervisor devel-

trieved in a number of ways. The paper demon9Ped at the University of Cambridbe Xen
strates how to store and retrieve different ini-SUPPOrts para-virtualized guests, that is operat-

tialization patches over the network and inte-Nd Systems are modified to run in domains on
grate these capabilities into the Xen tools. PofOP Of Xen.

tential uses for the techniques demonstrated in  1ptn./Amww.cl.cam.ac.uk/Research/

the paper include capacity on demand, and ne8RG/netos/xen/

Introduction

o 97 o
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All /O devices are owned by one or more privi- 2 DEPLOYMENT OVERVIEW

leged domains. Typically the first domain to be

created (called domain 0), but other domains

may have control over one or more I/O device.Deployment is the provisioning of a new op-
The privileged domain runs a kernel that is con-erating system and associated configuration
figured with regular device drivers. The privi- for @ unique instance of a computer system.

leged domain initializes and services 1/O hard-Throughout this paper a unique instance of an
ware. operating system is referred to as a system im-

age. Traditionally, each computer system has
Block, network, and USB devices are virtual- one system image deployed on it. With virtual-
ized by the privileged domain. Backend deviceization technology, each computer system may
drivers run in the privilege domain to provide ahave one to many system images deployed,
bridge between the physical device and the usegach executing within its own virtual machine
domains. Front end virtual device drivers exe-€nvironment.

cute in user domains and appear to Linux as a . .
regular device driver. Related to deployment is maintenance. After a

system image is established, it must be main-

While Xen includes management and controf@ined. Software components must be updated
tools (kend and others), an alternate toolset,(for example, replaced with new versions) to
vmtool<, is used for the work discussed in address security problems, provide new fun-
this paper. vmtools is a re-implementation intionality, or correct problems with existing soft-
“C” of the Xen toolset, which is implemented Ware. Sometimes this involves replacing one

in python. vmtools provides the capabilitiescomponent, a subset of the overall software
needed to configure domains. components, or a complete replacement of all

operating system software. Similarly, applica-
vmtools consists of a daemomenctld ; a tionsoftware and middleware needs to be main-
set of command line toolgm-* ; andvmm—a  tained.

script that provides a more user-friendly fron-
tend to the thoolsl thoo's provides com- Data centers have numerous Computer SyStemS,

mands for creating a domain, assigning re@nd numerous system images. To keep things
sources to the domain, starting and stopping &'anageable, most datacenters strive to keep
domain, querying information about domains.System images as common as possible. Thus, it
The tools are modular, provide ease of usdS Common practice to choose one specific ver-

within scripts, and are easy to modify and ex-Sion of an operating system and deploy that on
tend. all (or a large percentage of) the system images.

vmtools are used to demonstrate the flexibil-
ity of the Xen architecture by showing it can 2.
be controlled by multiple toolsets, and also as
a vehicle for extending the Xen configuration
syntax.

Deployment Tasks

Deploying a new system image involves:

2http://www.cs.utexas.edu/users/ Confiauring the phvsical itual
aliguori/vm-tools-0.0.9a.tar.gz e Configuring the physical (or virtual) ma-

3http://www.cl.cam.ac.uk/Research/ chine, such as processor count, physical
SRG/netos/xen/readmes/user/user.html memory, 1/0O devices
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¢ Installing the operating system software,normally asked by the system installer are an-
such as kernel configuration (smp vs up,swered in advanced and saved in a configura-
highmem, and so on), device drivers,tion file. Thus, identical system images may be
shells, tools, documentation, and so on. installed on multiple machines with reasonable

o _ automation.
e Configuring the operating system (such as

hostname, network parameters, security,
and so on). 2.2.3 YaST Auto Installer

e Creating user accounts

AutoYaST functions according to the same
e Installing application software principal as Kickstart. Configuration and de-
ployment of the platform is driven by a con-
figuration file, and the process can be repeated
(with configuration changes) for multiple de-

2.2 Current Deployment Methods ployments.

e Configuring application environment

There are different ways to deploy multiple 2 2 4 Clone/Customize
copies of the same system. These include man-

ual deployment, use of a higher-level installa-
tion tool for example kickstart, and installation
customization then cloning.

Another install method is to clone an installed

system and customize the resulting system im-
age. In many cases a clone operation, which
consists of copying the contents of the original

installed root file system, is quicker than go-

ing through the complete install process. Af-

ter the clone operation, system image specific
The most basic mechanism is to do a manuatustomization is then performed. For example,
install from the same installation media to eachsetting hostname.

system image. This method is time consuming

and can be error prone (as the system admin-

istrator must execute a series of steps and wit
repetition is inclined to miss a step or make a5 IMPROVEMENTS AVAILABLE

subtle variation in the process that can have un- THROUGH VIRTUALIZATION
forseen consequences).

2.2.1 Manual

Virtualization technology provides opportuni-

. ties to improve deployment mechanisms. Im-
2.2.2 Kickstart proved aspects of deployment include:
Kickstart* is a tool provided by Red Hat that

enables repeating a system install with identi-
cal parameters. In effect, all questions that are e dynamic control over hardware configura-
tion

e normalization of hardware configuration

“http://www.redhat.com/docs/
manuals/linux/RHL-9-Manual/ Shttp://yast.suse.com/autoinstall/
custom-guide/part-install-info.html . ref.html
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omission of hardware discovery and prob-3.2 Virtual Block Devices
ing

Xen privileged domains virtualize block de-
vices by exporting virtual block devices (VBD)
to domU’s. Any block device accessible by
Linux can be exported as a VBD. As part of
the process of setting up a VBD, the system ad-
ministrator specifies the device path the VBD
should appear to the domU as. For example
/dev/isdal or/dev/hda5 . Disk partitions
may be exported this way, or a VBD may be
backed by a file in domO’s file system.

use of virtual block devices (VBD)

file system reuse

virtual networking (VLAN)

3.1 Dynamic Control Of Hardware Config-
uration

Virtual block devices provide two benefits to
Without virtualization, changing the number of deployment and maintenance of Linux servers.
CPUs available, the amount of physical mem-irst, they provide hardware normalization as
ory, or the types and quantity of devices re-described above. (Every domain can have an
quires modifying the physical platform. Typ- identical fstab, for example). Secondly, VBDs
ically this requires shutting down the system,make the reuse of file systems with Xen do-
modifying the hardware resources, then restartmains exceedingly simple, even for read/write
ing the system. (It may also involve rebuilding file systems.
the kernel.)

: . o . 3.3 Virtual Networking
Using virtualization, resources can be modi-

fied through software control. This makes it o . . .
possible to take disparate hardware, and stif<en privileged domains virtualize network de-
vices in a manner similar to VDBs. The priv-

create normalized virtual machine configura-!

tions, without having to physically reconfigure 1€9ed domain kernel initializes network inter-
the machine. Further, it provides the Capab”_faces and starts networking services just as a

ity of redefining virtual machines with more re- Normal kernel does. In addition, Xen privileged

sources available to address capacity issues. domains implement a virtual LAN and use the
Xen network back end (netback) driver to ex-

For example, Xen allows you to add and re-portvirtual network interfaces to user domains.

move processors, network, and block deviceg)ser domains import virtualized network in-
from and to user domains by editing a configu-ia aces as “devices.” usuaktho...ethN

ration file and running a command-line utility. ta virtualized eth0, for example, is really a

No kernel configuration is necessary, and Yol that uses Xen inter-domain communica-
don’t need to shut down the physical computeryj,, channels to communicate with the netback

This operation can be repeated as often as Negjyer running in a privileged domain. Finally,

essary. the Xen privileged domain bridges virtualized

N ) ) network interfaces to the physical network us-
In addition to the advantages in deploying ano‘ng standard Linux bridge tools.
maintaining Linux systems, dynamic hardware

configuration makes more advanced workloadrhe most common practice is to use private IP
management applications easier to implementaddresses for all the virtual network interfaces
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and then bridge them to a physical network in-In addition to file system images, the Xen do-
terface that is forwarded using Network Ad- main configuration syntax allows you to export
dress Translation (NAT) to the “real world.” both physical devices and network file systems

o ] . as devices into the new domain. A future ver-
A significant benefit of this method for deploy- ¢jon of Xen will the exporting of a VFS direc-
ment and maintenance of servers is that eve%ry tree to a Xen domain as a device.

server can have identical network configura-

tions. For example, every user domain can havRead/write file systems are not as easy to share
the same number of network interfaces and caamong domains because write access must be

use the same IP Configuration for each intersynchronized among domains. There are at
face. Each server can use the bridging and NATeast three ways to do this:

forwarding services of the privileged domain to

hide their private addresses. Note that bridging

without NAT is also a common practice, and e Use a storage server that provides exter-
allows user domains to host externally visible nal, sychronized shared storage. There is
network interfaces. a range of systems that have this capabil-

ity.

3.4 File System Reuse e Use a copy-on-write file system. One such

file system is unionf§.
Xen’s Virtual Machine technology can export
file systems and file images to virtual ma-
chines as devices. Sharing file systems among
Linux platforms is a time-honored technique
for deploying Linux servers, and virtual ma-
chine technology simplifies the sharing of file
systems.

e “Fork” an existing file system by duplicat-
ing it for each new domain. This is a sim-
ple and expedient (if not efficient) way to
re-use read-write file systems.

The Logical Volume Manager (LVM)has an

File System reuse is an especially helpful techinteresting snapshot capability that was de-
nique for deploying and maintaining Linux sys- Signed primarily to support hot backups of file
tems. The vast majority of the time spent de-Systems, but which could evolve into a copy-
ploying a new Linux system is spent creatingon-write file system appropriate for use with
and populating the file systems. Xen.

Re-using read-only file systems is exceedinglyOne problem with re-use of read-write file sys-
simple in Xen. All you have to do is ex- tems is that they usually contain configuration
port the file system as a device to Xen. Foffiles that are specific to an individual Linux sys-

example, the linedisk = [file:/var/ tem. For example/etc on a Linux system
images/xen_usr,sdal,r’] causes the file contains most of the uniqueness of a system. If
system imagevar/images/xen_usr to you are going to re-use detc file system,
be exported to the user domain #&ev/ you need an automated way to “fork” and mod-

sdal. (All configuration commands are rel- ify it. Fortunately the typical system does not
ative to the privilged domain’s view of the
Id) B P tﬁ' ) d-onlv i i Shttp://www.fsl.cs.sunysb.edu/
world.) Because this is a read-only file system .o " nionts.html
you don't need to do anything special to syn- 7hp:/amww.tidp.org/HOWTO/
chronize access among domians. LVM-HOWTO/index.html
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need a vast number of changes/aic and 4.1 Deploying Application Stacks
as a result it is possible to automate the “fork-
ing” process. Later this paper discusses somg

tools we have developed to automate the Cre]’he flexibility to export specific file systems to

ation, modification, and exporting of file sys- .the new partitions means that it 1S 'much cas-

tems under Xen. ier to deploy new servers for specific applica-

tions. For example, a file system image can be

prepared with a complete DBMS stack. When

a new data base server is needed, a Xen do-

main can be created using the DBMS file sys-

4 EXPLOITING XEN TO DE- tem images. In this case, Xen can export the

PLOY SERVERS DBMS image to the new domain. The new

domain can and mount the image read-only as
/opt/dbms/ . Exporting of pre-built file sys-

A variation of the clone and modify approachtems as virtual devices to Xen domains sim-

is proposed to deploy Linux on Xen virtual ma- plifies the deployment of application-specific

chines. In addition, an extended configuratiorservers.

syntax and Xen deployment tool is proposed to

integrate the deployment process with Xen do-

main creation. This approach uses Xen to im#-2 Xen Deployment Methodology

prove on the existing clone methods in the fol-

lowing ways: The general methodology used is to create
a handful of “canned” file systems that can
be mixed-and-matched to create new Xen do-
e Xen allows exporting of VBDs to do- mains by exporting them as VDBs or NFS
mains, where they appear as virtual de-mounts. For examplelusr and/bin as
vices, such as SCSI or IDE drives. Thisstandard read-only file system#&tc as a
is an improvement over cloning a file sys- read/write file system that needs to be prepro-
tem image to a bare-metal server. cessed/var/ and/home as read-write file
systems that need COW or snapshot capabil-
e Xen allows the exporting of NFS volumes ity; Variations of/opt for specific application
as virtual devices. This privides a file sys- stacks, and so on.

tem with some of the same advantages as _ _
VBDs. Extending vmtools to support integrated de-

ployment and domain creation requires some

e Xen allows provides control over the New configuration properties for domains, as

“hardware” environment of each new Well as some shell scripts to perform prepro-

server. By exporting specific devices to cessing on the images to c_ustomize them (when

the new domain, it is not necessary to acneécessary) for each domain.

comodate all the possible hardware con- . . o .

figurations when deploying a new server.The Xen.Domaln Container” is comprised of

For example, all domains within an orga- the following:

nization may appear to have only SCSI

block devices, despite variation in the un- o An overall configuration file for the new
derlying physical hardware. domain. This is an extended version of
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the existing domain configuration file used4.3 Composing a Xen Container
by the vmmcommand. The extensions

include information about the domain’s _ _ _
VDB or NFS file systems and how they An important goal is to make composing and

should be processed by vmtools prior toMmaintaining Xen domain containers as simple

domain creation. The extended-syntax@S possible. The container file may contain
configuration file is called a “container standard Xen domain configuration statements

in addition to “container” syntax. Both types

of statements (standard Xen configuration and
container) may be intermixed throughout the
File System Images. Each image consistsile.

of a file system stored in a compressed

cpio archive (just as initrd). In addition, The container syntax refers to file system
each file system image has metadata inmages using URIs. Each URI may point

the container file for the file system andto a file system image stored locally, as

file.”

processing instructions for vmtools. Thein file:///var/images/etc.cpio.gz ;or
metadata and processing instructions deremotely, as inhttp://foo.org/images/

scribe characteristics of the file system in-etc.cpio.gz

. This reference syntax has two

cluding where it should be mounted by theimportant advantages:

new domain, whether it should be read-
only or read-write, and how it needs to be
customized for each new domain.

For example, a file system that is to be
mounted by the new domain dstc
needs to be customized for each new do-
main. The/etc file system includes
the sysinit data and configuration files,
plus user and group accounts, file system
mounting, hostnames, terminal configura-
tion, etc.

Init hooks. Each file system can include
shell scripts that will be driven by a con-
figuration file, also in that file system. The
idea is to have vmtools preprocess the file
system, then mount it on a device (or ex-
port it using NFS). During domain startup,
the initrd/init process looks for a “post
processing” shell script and executes the
script on the mounted file system. De-
pending upon the context of the init pro-
cess, it may remount file systems and ex-
ecute a pivot-root and restart the init pro-
cess.

Simplification of file system deployment.

Using a URI reference for each file system
image allows the administrator to keep
a canonical image on a network server.
When starting the domain, vmtools will

follow the URI and download the file sys-

tem and perform pre-processing on a lo-
cal copy. The tools follow this process for

each URI reference configured for use by
the domain.

Simplification of file system maintene-
nace. For read-only file systems that con-
tain applications, such abin , /shin ,
and/usr , applying updates and patches
comprise a large percentage of the ad-
ministrator’s time. The URI reference al-
lows the administrator to patch or update
the cononical, network-resident file sys-
tem image. Domains can be configured to
retrieve their file system images every time
they start. A more advanced design would
provide a way for the domain initialization
to check for recent updates to its file sys-
tem images.
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4.3.1 Domain Customization e File copy. This mechanism causes vm-
tools to retrieve a file and copy the re-

. . . trieved file over an existing file.
Domain customization involves applying mod-

ifications to Linux configuration files residing e File system patching. This mechanism re-
within a file system image. After retrieving a trieves a patch and then applies the patch
file system image, vmtools can mountand mod-  to the file system.

ify the image before starting the Xen domain.

The container syntax provides three differen4.3.2 Steps to Compose a Xen “Container”
methods for modifying files within a file sys-

tem image: . . .
9 Composing a Xen container, then, involves:

e File replacement. This mechanism causes ® Preparing file system images. This step

vmtools to replace the content of a file only needs to be performed initially, af-
with text embedded in the configuration  ter which you can use the same file system
file itself. The conainter syntax for file re- images repeatedly to deploy further Linux
placement is shown in Figure 1. domains. The tools discussed in this paper

provide commands that automate file sys-
tem preparation. (Remember, a file sys-
tem image is simply a compressed cpio

This simple expression in Figure 1 will
cause vmtools to retrieve the file system
archive at http://images.xen.foo.

: : archive).
org/etc.cpio.gz , expand the archive,
and replace the file /etc/HOSTNAME with e Creating the container file. The container
a new file. The new file will contain file defines the new domain, including the
a single line, “FCDOBBS.” If/etc/ location of the kernel, the amount of mem-
HOSTNAMEoes not exist, it will be cre- ory, the number of virtual processors, vir-
ated. tual block devices, virtual ethernets, and

so on. The proposed container expressions
prepare, retrieve, and process file system
images for use by the new domain.

There are additional options in the file re-
placement syntax to create a patch file by
comparing the original and modified file
systems, and to “fork” the archive by cre-
ating a new copy (with the modifications) All information describing the domain is
vmtools makes some simple attempts tgPresentin the containerfile_: resources, devices,
be efficient. It will only retrieve and ex- kernel, and references to file systems. Further,
the container file includes processing instruc-

pand file system image once per invoca- , , o
tion. Thereafter, it will use a locally ex- tions for each file system, with the ability to

panded copy. The creator of the containerétrieve updated file systems whenever the do-

file can order expressions so that the f”emain is started. This collection of information
system is forked only after it has beenis referred to as a “domain container” because
completely processed. it is self-contained and portable from one xen

. ~ platform to another.
The remaining methods for modifying

files follow the same patterns as the re-At the present time one container file must be
placement method. created for each domain. However, because
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CONTAINER SYNTAX FOR FILE REPLACEMENT

[replace /etc/HOSTNAME
archive http://foo.org/images/etc.cpio.gz

FCDOBBS

] [end]

Figure 1: Container Syntax for File Replacement. This simple example shows the
/etc/HOSTNAME file being replaced with one text line containing “FCDOBBS.”

most of the configuration syntax (including the memory to allocate for the domain, which net-
extensions we propose) is boilerplate, there arevork and disk devices to virtualize, and more.
improvements which will allow reuse of a con- The expressions discussed below sreddi-

tainer template to control the deployment andion to the standard Xen syntax and both types

maintenance of multiple domains. of expressions may be mingled in the same con-
tainer file.

To complete the deployment, you must process

the domain container usingn-container ,  The Xen container syntax will expand as fur-

as shown in Figure 2. This example is assumegher experience using it to deploy Linux sys-
to be running as a user process in the Xen Dotems is gained. The syntax is presently com-
mainO virtual machine. DomainO is always theplete enough to manage the creation, deploy-
first domain to run on a Xen platform, and it is ment, and maintenance of Xen domains, in-
created implicitly by Xen at boot time. cluding the composition and reuse of file sys-

_ _ tem images.
The command in Figure 2 parses the con-

tainer file my-domain and processes all the e yen container syntax is explained below
extended-syntax expressions within that file. Itusing examples. In actual use, the container file
also produces the standard Xen configuratiogjji have a number of container expressions.
file my-config . Output is logged tavar/ The vm-container ~ parser only makes one
log/domain , and/var/images  isusedas g through the container file and it processes
_theworklng directory for processing file systemg -, expression in the order it is declared
images. within the file. Dependent expressions, such
as apopulate  expression which refers to an
archive instantiated by ereate expression,
must be in the correct order.

At this point all that's left is to start the domain
usingvmm create my-config

4.4 Xen Container Syntax
4.5 Creating a File System Image

The Xen container syntax is a superset of “stan-

dard” Xen configuration syntax. Using the A file system image for a Xen container can be
standard Xen syntax you can define the domaigreated from any existing file system. For ex-
boot kernel and boot parameters, the amount cdimple, the expression
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PROCESSING THE DOMAIN CONTAINER

vm-container --container my-domain \
--stripped my-config --log /var/log/domain \
--dir /varfimages

Figure 2: Processing the Domain Container

[create [populate image
letc/ Ivar/images/fido-etc
ftp://foo.org/images/etc.cpio.gz /mnt/
llend] ftp://foo.org/images/etc.cpio.gz
][end]
will create a compressetpio archive out of
the contents of the loc#ttc/  directory tree. The example above  will cause
It will then store that archive usinffp t0  ym-container to mount the file sys-
the URI ftp//fOOOfg/ImageS/etC tem /Var/images/fido_etc to
Cp10.gz /mnt using a loopback device. It
will then retrieve the archive ftp:
4.6 Creating a Sparse File System /[foo.orglimages/etc.cpio.gz ,  BX-

pand the archive intémnt , sync , umount,

. . _ and delete the loop device.
Loopback devices are especially convenient to

use with Xen. Theimage expression will
causevm-container  to create a sparse file 4.8 Replacing and Copying
system image, formatted as ext3 volume.

Figure 1 shows an example of replacing a spe-

[image /var/images/fido-etc cific file within a file system. Theeplace
S0MB expression can also be used to generaliéf a
fido_etc] [end] file that isolates the modifications made to the

file system. It can also create an new file system
This example will caus@m-container  to  archive based on the modifications.
create a sparse 50 MB file system image at
Ivar/images/fido-etc . The file system The copy expression is almost identical to

will be formatted and labelled diglo-etc . replace , except that it retrieves whole files
using URI references and copies those file into

47 PopulatingaFie System mage L e <Ystem being molfied. It also supports
Any type of volume (LVM, NFS, loopback,
or physical device) exported to a Xen domain
needs to have a formatted file system and be

populated with files. Th@opulate expres- Thereplace andcopy expressions can both
sion will make it happen. generate a patch file that isolates modifications

4.9 Patching a File System
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to a file system. Once that patch file is created/etc/shadow , and/etc/groups . These

you can use it repeatedly to modify file systemdast three examples show how user accounts

during domain initialization. and group member can be modified during do-
main initialization.

[patch Patching user accounts and authorization data

file://var/ images/fido-etc during domain initialization is dangerous, espe-

ftp://foo.org/ images/fido-etc.patch 1 . . . )

filez/livar/ images/fido-etc-patched cially since our_tools retrleyed patchfiles over

Jlend] the network. High on the list of further work

is generation and verification of cryptographic
_ . . _signatures for all file system images and differ-
This example will retrieve a patch file ence files. It would also be prudent to generate

from ftp://foo.org/imagesifido-etc. and verify signatures for the extended configu-
patchl . It will then expand and patch the file ration file.

system image atvar/images/fido-etc

It will then “fork” the file system by saving While modifying file systems during domain
a patched archive dite://var/images/ initialization from Domain 0’'s userspace was

fido-etc-patched _ very reliable, mixed success was achieved
when modifying file systems during the kernel
init process. Sometimes patches were success-
4.10 Forking File Systems ful but usually the patches failed or the init pro-
cess died and was respawned. Continued ex-
perimentation with the init process as a vehicle

While each of thereplace , copy, and ) T
for domain customization is warrented.

patch expressions will “fork” the file system,
doing so should only occur after that file sys-
tem had undergone all the modifications indi-5_0_1 LVM
cated by the container file. The statement that

causes the file system to be copied and stored

always optional. B/M has great potential to augment the ap-

proach to domain deployment. In fact, it is al-
ready a great tool for use with virtual machines.
The LVM snapshot capability, while design for
5 Further Work hot backups, works as a COW file system but
needs to be evaluated further with this particu-

. _ _ lar use model in mind.
The notion of using a hypervisor to supercharge

OS deployment is valuable and warrants fur-

ther development effort. In particular, the inte-6 Legal Statement
gration of file system image customization with
Xen management and control tools proved very _

successful. The concept of capturing the uniqué NS Work represents the views of the authors and
personality of a domain as a set of changes tgoes not necessarily represent the view of IBM.

file system images was straightforward and faigm, I1BM (logo), e-business (logo), pSeries, e
miliar, and it worked as expected. A number of(logo) server, and xSeries are trademarks of Interna-
files were successfully patched during domairtional Business Machines Corporation in the United
initialization, including the/etc/passwd ,  States and/or other Countries.
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Linux is a registered trademark of Linus Torvalds.

Other company, product, and service names may be
trademarks or service marks of others.
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Abstract real issue. Adding more video sources to such
a device (more tuners, for instance), however,

. . will strain the storage subsystem by demand-
The Active Block 1/0 Scheduling System ing the recording of multiple streams simulta-

(ABISS) Isan ext_en5|or_1 of the storage SUbSySheously. As these devices are being enabled
tem of Linux. It is designed to provide guar-

) o . . with connectivity options and become intercon-
anteed reading and writing bit rates to applica- y op

tions. with minimal overhead and low latenc nected through home networks or personal area
' Y- networks, a device should also be able to serve

In this paper, the various components of ABISSA Number of audio or video streams to multi-
as well as their actual implementation are deP!€ clients. For example, a media center should

scribed. This includes work on the Linux ele- P& able to provide a number of so-called me-
vator and support for delayed allocation. dia extenders or renderers throughout the house

with recorded content. Putting aside high bit
In a set of experimental runs with real-life datarate tasks, even simple low-end devices could
we have measured great improvements of thbenefit from a very low latency storage system.
real-time response of read and write operations
under heavy system load. Consumer electronics (CE) equipment has to
consist of fairly low-cost hardware and often
has to meet a number of other constraints like
low power consumption and low-noise oper-
ation. Devices serving media content should
therefore do this in an efficient way, instead
As storage space is getting cheaper, the usef using performance overkill to provide their
of hard disk drives in home or mobile con- soft-real-time services. To be able to accom-
sumer devices is becoming more and morglish this sharing of resources in an effective
mainstream. As this class of devices like HDDway, either the applications have to be aware of
video recorders, media centers and personal ag@ach other or the system has to be aware of the
dio and video players were originally intendedapplications.
to be used by one person at a time (or by mul-
tiple persons, but watching the same content)n this paper we will present the results of work
performance of the hard disk drives was not adone on the storage subsystem of Linux, re-

1 Introduction

e 109 o
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sulting in theActive Block I/O Scheduling Sys- The ABISS project is hosted dtttp://
tem (ABISS). The main purpose of ABISS is abiss.sourceforge.net

to make the system application-aware by ei-

ther providing a guaranteed reading and writ-

ing bit rate to any application that asks foro  Architecture

it or denying access when the system is fully

committed. Apart from these guaranteed real-

time (RT) streams, our solution also introduceéa‘nh azp(ljlc.atloln reading or writing daéa f.roml
priority-based best-effort (BE) disk traffic. a hard drive in a streamlng way neeas timely
availability of data to avoid skipping of the
The system consists of a framework included inPlayback or recording. Disk reads or writes can
the kernel, with a policy and coordination unit introduce long and hard-to-predict delays both
implemented in user space as daemon. This aprom the drive itself as well as from the vari-
proach ensures separation between the kernebs operating system layers providing the data
infrastructure (the framework) and the policiesto the application. Therefore, conventionally

(e.g. admission control) in user space. a streaming application introduces a relatively
large buffer to bridge these delays. The prob-

The kernel part consists mainly of our ot |em however is that as the delays are theoreti-
evatorand the ABISSscheduler The eleva- cally unbounded and can be quite long in prac-
tor implements 1/O priorities to correctly dis- tice (especially on a system under heavy load),
tinguish between real-time guaranteed streamge application cannot predict how much buffer

and background best-effort requests. Thepace will be needed. Worst-case buffering
scheduler is responsible for timely preloadingwhile reading means loading the whole file into

and buffering of data. Furthermore, we havememory, while a worst-case write buffer should

introduced an alternative allocation mechanisnpe large enough to hold all the data which is be-
to be more effectively able to provide real-time ing written to disk.

writing guarantees. Apart from these new fea-

tyres, some m_mor mod_lflcatlons were made toZ_1 Adaptive buffering

file system drivers to incorporate our frame-

work. ABISS supports the FAT, ext2, and ext3
filesystems. If I/O priorities are introduced and thus the

involved delays become more predictable, an
ABISS works from similar premises as RTFS adaptive buffering scheme may be a useful ap-
[1], but puts less emphasis on tight control ofproach. The adaptive algorithm can compen-
low-level operations, and more on convergencgate for disk latency, system speed and various
with current Linux kernel development. other variables. Still, an application will need
) ) to know how much competition it will face and
In Section 2 a general overview of the ABISS ¢ the initial parameters should be. Also, the

archit(_ecture is_given._ Section 3 d_escribes th%lgorithm would need some way to correctly di-
steps involved in reading and explains the soluzx,ansion the buffer to be able to sustain some
tions incorporated in ABISS to control the in- background activity.

volved latencies. The same is done for the writ-

ing procedure in Section 4. Performance meaFurthermore, some fairness against lower-
surements are presented in Section 5, followegriority 1/0O should be maintained. If any appli-
by future work in Section 6 and the conclusionscation can raise its priority uncontrolled, best-
in Section 7. effort traffic can be completely starved. Too
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Figure 1: Global ABISS architecture layout.

many applications doing too much I/O at a highsystem meta-data is cached. All delays are thus
priority can also result in unbounded delays forpredictable in non-degenerate cases and can be
those applications, simply because there are nataught by a relatively small buffer on system
enough system resources available. Clearly, adevel, outside of the application.

mission control is needed. o _
Furthermore, an admission control system is

implemented in a user-space daemon to make
ABISS implements such an adaptive bufferingsyre no more commitments are made than the
algorithm as a service for streaming applica-ayajlable resources allow. It should be noted
tions on a relatively coarse time scale; bufferihat although our daemon offers a framework
sizes are determined when the file is openegor extensive admission control, only a very ba-
and may be adapted when the real-time loadjc system is available at the moment. The ar-
changes (i.e., when other high-priority files arechitecture of our framework as incorporated in

opened). It makes use of elevated I/O priorthe Linux kernel is shown in Figure 1.
ities to be able to guarantee bounded access

times and a real-time CPU priority to be ablePrior versions of ABISS used very fine-grained
to more effectively predict the various operat-administration and measurement instrumenta-
ing system related delays. Furthermore, the filé¢ion to have very narrowly defined performance
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GOAL
Provide near—zero 1I/O time

_— T

PROBLEM PROBLEM PROBLEM
disk reads can introduce long meta—data lookups and writes allocation of disk space may
and hard to predict delays delay access mean significant I/O
SOLUTION SOLUTION SOLUTION SOLUTION
prefetch data cache meta—data ~ mount with noatime allocate disk space

‘ asynchronously

|

PROBLEM PROBLEM
prefetcher needs bounded regular writeback keeps up
access time poorly with delayed allocation
SOLUTION SOLUTION SOLUTION

use elevated I/O priority use elevated CPU priority explicitly write back pages

Figure 2: Overview of the solutions incorporated in ABISS.

characteristics. With time, these demandss also used in the admission control scheme in
on the underlying layers have gotten “softer."the daemon which oversees the available sys-
Since we are covering larger parts of the system resources.

tem, leading to influences beyond our full con- _ _ S
trol like the allocation of disk space, we cannot™S the behavior of a streaming application is

predict the involved delays with such precisionNighly predictable, a fairly simple prefetcher
as before. can be used to determine which data should be

available in the buffer. The prefetching policy

is concentrated in the ABISS scheduler. A sep-
2.2 Service model arate worker thread performs the actual read-

ing of the data asynchronously, to keep the re-

When an application requests the services ofPONSe time to the application to a minimum.

ABISS (we call such an application &BISS  \ye yse the prefetcher mechanism also when
user, or, more specifically, aABISS readeor  yyiiting, in which case it is not only responsi-
writer), it informs the system about both the e for the allocating and possibly loading of

bit rate as well as the maximum read or writée\y hages, but also for coordinating writeback.
burst size it is planning to use. A function

which opens a file and sets these parametefB> minimize the response time during writing
is available in the ABISSniddleware library  the operations which introduce delays are re-
Given knowledge of the general system responmoved from the calling path of the write opera-
siveness (I/O latencies, system speed and backien of the application. This is done by postpon-
ground load), the buffer can be correctly dimen-ing the allocation, to make sure this I/O inten-
sioned using these variables. This informatiorsive task is done asynchronously at a moment
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the system has time to spare. In odefayed location of the corresponding disk blocks, and
allocatior” solution, space for new data in the may create so-callebuffer heads for them.
buffer does not get allocated until the momentNext, it submits disk 1/0 requests for the buffer
of writeback. heads, and waits for these requests to com-
plete. Finally, the data is copied to the appli-
cation’s buffer, theaccess timés updated, and
theread system call returns. This procedure
is illustrated in Figure 3.

An overview of the above solutions is shown
graphically in Figure 2. The technical imple-
mentations will be elaborated below.

2.3 Formal service definition Page is already in the page cache ?
YVN

The real-time service offered to an application|  pyee atlocation Marginal delay
is characterized by a data ratand a maximum |
burst read size. The application sets thaay- B“flfer head allocation = Marginal delay v
out pointto mark the location in the file after Location lookup ——— When opening file %“
which it will perform accesses. As long as the | N S

. I/O request enqueuing — Guaranteed slots o
playout point moves at rateor less, accesses
to up tob bytes after the playout point will be /O = DiskI/O priority
guaranteed to be served from memory. /0 lrequest completion
If we consider reading a file as a sequence of ~ Datacopy = Application mlocks buffer
single-byte accesses with thh access at lo- Meta—data update —— Mount with noatime

cationg; at timet; and with the playout pointset |
to pi, the operating system then guarantees that

all accesses are served from memory as long as _ )
the following conditions are met for ailj in  Figure 3: The steps in reading a page, and how
1,...,nwitht; <t;: ABISS controls their latency.

b < pj < pi+br(ty—t) !f trying to re_ad a page that is already present
pj <aj < b+min(p;, pi +1(t; —t)) in memory (in the _so-call_e@age_cach)a the
data becomes available immediately, without
The infrastructure can also be used to imple@ny prior I/O. Thus, to avoid waiting for data
ment a prioritized best-effort service without to be read from disk, we make sure that it is
guarantees. Such a service would ensure thadlready in the page cache when the application
on average and when measured over a sufffeeds it.
ciently long interval, a reader that has always at
least one request pending, will experience bet: ,
ter latency and throughput, than any reader us:-)"1 Prefetching
ing a lower priority.
We can accurately predict which data will be
read, and can therefore initiate the read process
3 Reading ahead of time. We call thigrefetching Pages

. ) ) 1A buffer head describes the status and location of
When reading a page of file data, the kernel firsh piock of the corresponding file system, and is used to
allocates a free page. Then it determines theommunicate /0O requests to the block device layer.
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read in advance are placed irpkyout buffey  to cover the maximum time that may pass be-
illustrated in Figure 4, in which they are kept tween initiating retrieval of a page and its ar-
until the application has read them. After that,rival, and the batching described in Section 3.4.
pages with old data are evicted from the playout

buffer, and new pages with data further into the

file are loaded. This can also be thought of as a lm?ation—dependent buffering

buffer sliding over the file data. Read size or work area

Playout point Application jitter

Application moves
playout point i ‘ i

| |

Kernel latency Read batching

H— Playout buffer | 10 latency |
’ Operating system and hardware
. )
Drop first page, shift window dependent buffering
Request new page or d .
upgrade existing request Figure 5. The playout buffer of the scheduler
- Vo __ provides for buffering needs resulting from ap-
___ _Pagecache _ plication properties and from latencies caused
o by the operating system and the hardware.
Page arrives (in page cache) —
\Y

Prefetching is similar to theead-aheadpro-

Figure 4: Playout buffer movement is initiated cess the kernel performs regularly when se-
by the application moving its playout point. quentially reading files. The main differences
More than one page may be “in flight” at once. are that read-ahead uses heuristics to predict the

o ) application behaviour, while applications ex-
The playout buffer maintained by ABISS is not yjicitly tell ABISS how they will read files, and
a buffer with the actual file data, but an arrayiat ABISS keeps a reference to the pages in the
of pointers to the page structures, which in turny|ayout buffer, so that they cannot be reclaimed
describe the data pages. before they have actually been used.

Since the maximum rate at which the applica-

tion will read is known, we can, given knowl- prefetching is done in a separate kernel thread,

edge of how long the data retrieval will take, ¢4 the application does not get delayed.
size the playout buffer accordingly, as shown

in Figure 5. For this, we consider the space de-

termined by the application, and the bufferingFor prefetching to work reliably, and with-
needed by the operating system to load data iout consuming excessive amounts of memory,
time. The application requests the total bufferdata retrieval must be relatively quick, and the
size it needs, which comprises the maximumworst-case retrieval time should not be much
amount of data it will read at once, and thelarger than the typical retrieval time. In the fol-
space needed to compensate for imperfectioriswing sections, we describe how ABISS ac-
in its scheduling. To this, buffering is added complishes this.
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3.2 Memory allocation Application playout point
Moves freely

When reading a page from disk, memory allo-

cation happens mainly at three places: (1) when
allocating the page itself, (2) when allocating

the buffer heads, and (3) when allocating disk
I/O request structures.

=

Advances at the requested rate (or less)
Beginning of playout buffer

] ) [] Page is no longer used
The first two are regular memory allocation

processes, and we assume that they are not

sources of delays significantly larger than disk ? pendi ) t
110 Ia_tency_2 ending read reques

B Page is accessible and up to date

] Page is being loaded

The number of disk I/O request structures isF. 6 Pl t buff £
limited by the maximum size of the request \gure o Fayout buTier movement 1S con-

queue of the corresponding device. If the re_troIIed by the kernel, and tracks the position of

quest queue is full, processes wanting to ent_he playout point, controlled by the application.

gueue new requests have to wait until there is

room in the queue. Worse yet, once there i3/O requests, independent from what compet-

room, all processes waiting for it will be han- ing applications may do.

dled in FIFO order, irrespective of their CPU

priority. ABISS achieves isolation against applications
not using ABISS by giving I/0O requests issued

In order to admit high priority I/O requests py the prefetcher thread a higher priority than

(see below) instantly to the request queue, theequests issued by regular applications. The

ABISS elevator can be configured to guaranteriorities are implemented in thelevator® re-

a certain number of requests for any given priquests with a high priority are served before any

ority. Note that this does not affect the aCtua|requestS with a lower priority. We currently use

allocation of the request data structure, but onlyan elevator specifically designed for ABISS. In

whether a process has to wait before attemptinghe future, we plan to migrate to Jens Axboe’s

an allocation. more versatile time-sliced CFQ elevator [2].

An interesting problem occurs if a page enters
an ABISS playout buffer while being read at
a low priority. In order to avoid having to wait
The key purpose of ABISS is to hide /O la- until the low priority requgstg get processed, the
tency from applications. This is accompIishedpmfet?he'uquraLOIeSIhe priority of the requests
mainly through the use of prefetching. Now, associated with the page.

in order to make prefetching work properly, we
also have to limit the worst-case duratfoof

3.3 Prioritized disk I/O

We have described the ABISS elevator in more
detail in [3].

2n fact, they are much shorter most of the time, ex-
cept when synchronous memory reclaim is needed. 4Also called “I/O scheduler” In this paper, we use

3We ignore degenerate cases, such as hardware eelevator” to avoid confusion with the CPU scheduler
rors. and the ABISS scheduler.
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Playout point moves

Playout points differ by more
than the batching threshold
PP ahead
Done <— > batch ?
Yes
Add credit
atrate r No
Done <— Load more ?
8 Reduce credit by one
i : g Yes y
Credit limit Credit % page and move buffer
S .
QE) credit >= Yes
@ = one page ?
One page
pag No
Set timer when credit
reaches one page

Set timer

Reduce credit

Figure 7: Playout buffer movement is limited by a credit that accumulates at the rate requested by
the application, and which is spent when the playout buffer advances through the file.

ABISS users may also compete among eacheginning lines up with the playout point again,
other for 1/0. To ensure that there is enoughas shown in Figure 6.
time for requests to complete, the playout

buffer m_ust be Iarger_lf more _A_BISS USETS e require explicit updating of the playout
are admltteq. Dynamlcally‘ resizing of play- point, because, when usimgad andwrite
out buffers is currently not implemented. In- 0 e hosition alone may not give an accurate
stead, the initial playout buffer size can be chos, yication of what parts of the file the applica-
sen such th_at itis suff|C|e_ntIy large for the ®X-tion has finished reading. Furthermore, in the
pected maximum competing load. case of memory-mapped files, or when using
pread andpwrite |, there is no equivalent of

3.4 Rate control the file position anyway.

The ABISS scheduler maintains aedit for

Movement of the playout buffer is limited to playout buffer movements. If enough credit is
the rate the application has requested. Appliavailable to align the playout buffer with the
cation and kernel synchronize through the soplayout point, this is done immediately. Oth-
called playout point when the application is erwise, the playout buffer catches up as far as
done accessing some data, it moves the playotttcan until all credit is consumed, and then ad-
point after this data. This tells the kernel thatvances whenever enough new credit becomes
the playout buffer can be shifted such that itsavailable. This is illustrated in Figure 7.
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The credit allows the playout buffer to “catch 3.5 Wrapping up
up” after small distortions. Its accumulation is

capped to the batch size described below, plus

the maximum latency for timer-driven playout COPYing the data to user space could consume

buffer movement, as shown in Figure 8. a significant amount of time if memory for the
buffer needs to be allocated or swapped in at

that time. ABISS makes no special provisions

r for this case, because an application can easily
— Work queue latency avoid it by mlock ing this address region into
E ' memory.
= — Timer latency
ps . . . .
8 — 1jiffie — Credit is updated Finally, the file system may maintain an access
© time, which is updated after each read opera-
— Batch size . tion. Typically, the access time is written back
L Maximum delay )
between adding to disk once per second, or less frequently. Up-
. . work queue dating the access time can introduce particu-
l\gm“‘,‘t‘lm duration entry and credit larly large delays if combined with journaling.
oI wat . . . .
\Ei calculation Since ABISS currently provides no mechanism
R Y B e s sl B to hide these delays, file systems used with it
L \ should be mounted with th@oatime option.
1 jiffie Maximum delay between
timer tick and addition of
) / work queue entry
Timer is set L.
4  Writing

Figure 8: The limit keeps the scheduler from

accumulating excessive credit, while allowingWhen writing a page, the overall procedure is

it to compensate for the delays occurring whersimilar to reading, but a litle more compli-

scheduling operations. cated, as shown in Figure 11: if the page is not
already present in the page cache, a new page is
allocated. If there is already data for this page

If the file was read into the playout buffer onein the file, i.e., if the page does not begin be-
page at a time, and there is also concurreriyond the end of file, and does not in its entirety
activity, the disk would spend an inordinate coincide with a hole in the file, the old data is
amount of time seeking. Therefore, prefetch+ead from disk.

ing only starts when a configurableatching

thresholdis exceeded, as shown in Figure 9.If we are about to write new data, the file sys-

This threshold defaults to ten pages (40 kB). t€m driver looks for free space (which may
involve locking and reading file system meta-

data), allocates it, and updates the correspond-
Furthermore, to avoid interrupting beSt-ing file system meta-data.
effort activity for every single ABISS reader,
prefetching is done for all files that are atNext, the data is copied from the user space
or near (i.e., half) the batching threshold, ashuffer to the page. Finally, the status of the
soon as one file reaches that threshold. This ibuffer heads and the page is set to “dirty” to in-
illustrated in Figure 10. dicate that data needs to be written back to disk,
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Position of disk head Position of disk head
- A - A
\ B -B
\ > Time > Time
Position of disk head Read Position of disk head
- A - A
-C
> Time > Time

Figure 9: Reading a fileA) with ABISS one Figure 10: If there are multiple ABISS read-
page at a time (above) would cause many seeksys (A andC), further seeks can be avoided if
greatly slowing down any concurrent best-prefetching is synchronized (below).

effort reader B). Therefore, we batch reads

(below). It is not possible to do the allocation at prefetch

time, because this would lead to inconsistent
and to “up to date” to indicate that the buffers, file state, e.g., the nominal end-of-file could dif-
or even the entire page, are now filled with validfer from the one effectively stored on disk.
data. Also file meta-data, such as the file size,
is updated. A solution for this problem is to defer the al-

location until after the application has made
At this point, the data has normally not beenthewrite system call, and the data has been
written to disk yet. Thiswritebackis done copied to the page cache. This mechanism is
asynchronously, when the kernel scansdioty  calleddelayed allocation
pages to flush.

For ABISS, we have implemented experimen-
If using journaling, some of the steps above inal delayed allocation at the VFS level: when
volve accesses to the journal, which have tg page is prefetched, the n&¥G_delalloc
complete before the write process can continugpage flag is set. This flag indicates to other VFS

. . functions that the corresponding on-disk loca-
If overwriting already allocated regions of the ;0 o the data is not known yet,

file, the steps until after the data has been

copied are the same as when reading data, antjrthermore, PG_delalloc  indicates to
ABISS applies the same mechanisms for conmemory management that no attempt should be
trolling delays. made to write the page to disk, e.g., during nor-
mal writeback or when doing sync . If such

a writeback were to happen, the kernel would
automatically perform the allocation, and the
page would also get locked during this. Since
When writing new data, disk space for it would allocation may involve disk 1/0O, the page may
have to be allocated in therite system call. stay locked for a comparably long time, which

4.1 Delayed allocation
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Page is already in the page cache ?
YYN

Page allocation

Buffer head allocation

| New

Location lookup
Old Allocation
I/0
y possible
Y Overwrite entire block ?
N

I/0 request enqueuing

| /0

I/0O request completion

— Data copy

I
(Page dirty)
I
Meta—data update

—

1 (Reclaim)

Wrilteback

| I/0
(Page clean)

Figure 11: The steps in writing a page (without
ABISS).

Furthermore, cont_prepare_write and
block prepare_write may now see
pages that have been prefetched, and thus are
already up to date, but are not marked for
delayed allocation, so these functions must not
zero them.

The prefetching is done imbiss_read_
page in fs/abiss/sched_lib.c , and
writeback in abiss_put page , using
write_one_page

Support for delayed allocation in ABISS cur-
rently works with FAT, ext2, and ext3 in
data=writeback mode.

4.2 Writeback

ABISS keeps track of how many playout
buffers share each page, and only cleaé
delalloc  when the last reference is gone. At
that time, the page is explicitly written back by
the prefetcher. This also implies allocating disk
space for the page.

In order to obtain a predictable upper bound
for the duration of this operation, the prefetcher
uses high disk I/O priority.

We have tried to leave final writeback to the
regular memory scan and writeback process of
the kernel, but could not obtain satisfactory per-

could block an application using ABISS that IS tormance, resulting in the system running out

trying to access this page. Therefore,_ WE ensurgg memory. Therefore, writeback is nhow done
that the page does not get locked while it is St'”explicitly when the page is no longer in any

in any playout buffer. ABISS playout buffer. It would be desirable
to avoid this special case, and more work is
The code to avoid allocation is mainly needed to identify why exactly regular write-
in fs/buffer.c , in the functions __  back performed poorly.
block_commit_write (we set the entire
page dirty), cont_prepare_write and
block prepare_write (do nothing if us-
ing delayed allocation), and also mpage__
writepages in fs/mpage.c  (skip pages A severe limitation of our experimental imple-
marked for delayed allocation). mentation of delayed allocation is that errors,

4.3 Reserving disk space
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in particular allocation failures due to lack of we plan to look into whether meta-data up-

disk space or quota, are only detected when dates can be made fully asynchronous, while

page is written back to disk, which is long after still honoring assurances made by journaling.

thewrite system call has returned, indicating

apparent success. Figure 12 shows the modified write process
when using ABISS, with all read and write op-

This could be solved by asking the file systemerations moved into the prefetcher.
driver to reserve disk space when considering

a page for delayed allocation, and using this
reservation when making the actual allocationg 5 paT’s contiguous files
Such a mechanism would require file system
drivers to supply the corresponding functional-

ity, €.9., through a new VFS operation. Files in a FAT file system are always logi-

cally contiguous, i.e., they may not have holes.
If adding data beyond the end of file, the in-
'between space must be filled first. This causes
9 conflict, if we encounter a page marked for

with reservation. Unfortunately, this imple- : .
S . delayed allocation while filling such a gap. If
mentation is limited to the ext3 file system, and . : : ) T
we write this page immediately, we may inflict

extending it to suppor.t the !orefetchlng done byan unexpected delay upon the ABISS user(s)
ABISS would require invasive changes. : .
whose playout buffer contains this page. On the

More recent work on delayed allocation with other hand, if we defer writing this page until it
fewer dependencies on ext3 [4] may be considhas left all playou't buﬁers, we must also _block
erably easier to adapt to our needs. HoweveF,he process thaF IS trying to extend the .f'le’ or
actively preventing allocation while a page g turn also this write into a delayed allocation.

in any playout buffer, which is a requirement
unigue to ABISS, may be a controversial addi-

tion.

There is a set of extensions for the ext3 file
system by Alex Tomas [4], which also adds
among other things, delayed allocation, alon

Since our infrastructure for delayed allocations
does not yet work for files accessed without
ABISS, and because a page can be held in a
playout buffer indefinitely, we chose to simply
4.4 Meta-data updates ignore the delayed allocation flag in this case,
and to write the page immediately.

When writing, file meta-data such as the filea more subtle consequence of all files being
size and the modification time is also Changedcontiguous is that new space can only be allo-
and needs to be written back to disk. Whencated in avrite  call, never when writing back
reading, we could just suppress meta-data Upnemory-mapped data. With delayed allocation
dates, but this is not an option when writing. thjs changes, and allocations may now happen
Instead, we count on these updates to be peyring writeback, triggered by activity of the
formed asynchronously, and therefore not toy)|ocation code. As a consequence, the locking
delay the ABISS user. in the allocation code of the FAT file system

. i _ _driver has to be changed to become reenttant.
This is clearly not an optimal solution, partic-

ularly when considering journaling, which im-  5thjs reorganization is partly completed at the time
plies synchronous updates of on-disk data, andf writing.




Page is already in the page cache ?
YYN
Page allocation Marginal delay
I
Buffer head allocation — Marginal delay
New T
<+— Location lookup When opening file | %
Old <
Y Overwrite entire block ? S
N
I/O request enqueuing — Guaranteed slots
/O ————— Disk I/O priority
I/0O request completion
1
: (Access by application)
1
( Pa(lge is already in the page cache !)
I
Data copy Application mlocks buffer
(Page dirty)

Meta—data update Hope for the best

(Page leaves playout buffer)

A

N A Page is dirty ?

Y

y Needs allocation ?
?

Allocation
I/O - Disk I/0 priority
possible
Writeback
/O ———— Disk I/O priority

(Page clean)

Figure 12: The modified sequence of steps i

writing a page using ABISS.
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5 Measurements

To be able to assure we have reached our main
goal as stated before, near-zero I/O delays, a
testing setup was created. The machine run-
ning ABISS was deliberately a fairly low-end
machine, to assess the results in the light of em-
bedded consumer devices. The data was gath-
ered byrwrt , a tool in the ABISS distribution
which performs isochronous read or write oper-
ations on a file with a certain specified data rate.
We have compared the results obtained using
ABISS with those obtained using the standard
Linux disk I/O. For fair comparison, we used
the ABISS elevator on all occasions.

The measurements are performed on a system
built around a Transmeta Crusoe TM5800 CPU
[5], running at 800 MHz, equipped with 128
MB of main memory of which about 92 MB is
available for applications, according tieee .
Two hard drives were connected to the system:
the primary drive containing the operating sys-
tem and applications, and a secondary drive
purely for measurement purposes. The drive
on which our tests were performed was a 2.5”
4200 RPM Hitachi Travelstar drive.

We have measured the jitter and the latency of
reads and writes, the latency of advancing the
playout point, the duration of the sleeps of our
measurement tool between the I/O calls and the
effective distance of the playout point move-
ments. Of these values the jitter is the most
interesting one, as it includes both the system
call time as well as any effects on time-keeping.
Therefore it is a realistic view of what an appli-
cation can really expect to get. This is further
explained in Figure 13. Furthermore, the be-

haviour of background best-effort readers was

analyzed.

Last but not least, we made sure that the
streams we read or write are not corrupted in
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the process. This was done by adding seeffort readers or writefsduring the tests, using
guence numbers in the streams, either in preseparate files with an as high as possible data
pared streams for reading or on-the-fly whilerate. The background writers were overwriting

writing. old data to avoid too many allocations.
due_time = now;
while (work_to_do) ({ 5.2 Timeshifting scenario test
// A (should ideally be due_time)
read();
// B To show a realistic scenario for applications
I;“;Vi—playout“’ mentioned in the introduction of this paper,
due_time = when next read is due; we have measur_ed the_ perfor_njance of three
if (due_time < now) foreground, real-time writers writing new data,
due_time = now; while one foreground real-time reader was
sleep_until (due_time); reading the data of one of the writers. This is

comparable with recording two streams while
watching a third one using timeshiftig We
have used the same setup as with the previous
measurements, i.e., the same bit rate and file
sizes.

Figure 13: Main loop in rwrt used for reading.
Latency is the time from A to B, jitter is B
due_time® Playout point advancement latency
is C—B. A similar loop is used for writing.
Missed deadlines are forgiven by making sures 3 Results
the next due_time will never be in the past.

The top two plots in Figure 14 show the mea-
5.1 Reading and writing performance sured jitter for reading operations. The plots

are cumulative proportional, i.e., each point ex-

presses the percentage of requests (on the y-
The delays of both the read and write systemaxis) that got executed after a certain amount
call with ABISS were measured under heavyof time (on the x-axis). For example, a point at
system load, to show we are effectively able(5 ms, 0.1%) on the graph would indicate that
to guarantee our promised real-time behaviou.1% of all operations took longer than 5 ms.
Using therwrt  tool, we have read or written a This nicely shows the clustering of the delays;
stream of 200 MB with a data rate of 1 MB/s, in a steep part of the graphs indicates a cluster.
blocks of 10 kB. The playout buffer size was set
to 564 kB for reading and a generous 1 MB forlt can be seen that only a small percentage
writing, as the latter stressed the system noticesf the requests experience delays significantly
ably more. The number of guaranteed real-timdonger than average. However, those measure-
requests in the elevator queue was set to 200. ments are the most interesting ones, as we try

Eor the tests involvin fiting. dat ritten "Greedy readers or writers try to read or write as fast
orthe tests involving writing, data was writte as possible, in this case in a best-effort way, using a lower

to a new file. The system load was generate@puy and 1/0 priority than the ABISS processes.

by simultaneously running eight greedy best- 8Timeshifting is essentially recording a stream and

playing the same stream a few minutes later. For exam-
5We considered using the interval-Cdue_time in-  ple, this can be used for pausing while watching a broad-

stead, but found no visible difference in preparatory testscast.
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Figure 14: Cumulative proportional plots of the jitter measurements. In all cases the ABISS eleva-
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tor was used and the measurements were performed on a FAT filesystem.
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to bound the experienced delays heuristicallyd ~ Future work
To be able to focus on these delays, the y-axis

is logarithmic. As the greedy best-effort read-\ye have briefly experimented with a mecha-
ers experience delays of orders of magnitude.« pased on the NUMA emulator [6], to pro-
longer than the real-time delays, the x-axis iSjge 4 guaranteed amount of memory to ABISS
logarithmic as well. users. With our changes, we generally observed
Without using the ABISS prefetching mecha-"/°">¢ re_sults with than Wi.thOUt this mecha-
nism, which suggests that Linux memory man-

nism or /O priorities, all traffic is basically : :
unbounded best-effort. Under the load of the?9eMent 1 usually capable to fend for itself,

greedy readers, the requested 1 MB/s can deﬁ"lnOI can Ima'”t‘f’"g su1;f|C|etnt free memory re-
nitely not be provided by the system. AIthoughserve‘?H " per;ot 50 eg re(;zgt_ me:nrcl) r?/ pres-
the majority of the requests are served within a}igrﬁéed'zd's not true, and additional help may

few milliseconds, occasional delays of up to a

300 ms were measured. The performance of thyhen additional ABISS users are admitted
greedy readers is even worse: maximum sefpr gpplications close their files, /O latency

vice times of more than a second occurred.  changes. In response to this, playout buffers
When ABISS is used, we see an enormous desihOUIOI be adjusted. We currently only pro-

. ) . vide the basic infrastructure for this, i.e., the
crease of the maximum delay: the reading re-

guests of the 1 MB/s foreground reader now gef‘BISS daemon that oversees system-wide re-

. o . source use, and a set of communication mech-
serviced within less than 5 ms, while the back-"". )

) anisms to affect schedulers, but we do not im-
ground readers are hardly influenced.

plement dynamic playout buffer resizing so far.

Similar results were observed when usingS

o ince improvements are constantly being made
ABISS for writing, as can be concluded from P Y d

: A . to the memory management subsystem, it
the m|dd_le two plots_ in Figure ;4' Using would be good to avoid the explicit writeback

no bu_ffermg, prefetching or reak-time efforts, described in Section 4.2, and use the regu-
but with the ABISS elevator, both the 1 MB/ Sc*ar writeback mechanism instead. We need to

wr!:er of new data dasi the gfreectiy tbackgroug dentify why attempts to do so have only caused
writers experience delays of up to ten seconds, . memory conditions.

ABISS is able to decrease the service times o?
the foreground writer to the same level as wherms discussed in Section 4.3, error handling
itis used for reading: a maximum delay of lesswhen using delayed allocation is inadequate for
than 5 ms, while again the background writersmost applications. This is due to the lack of
experience little discomfort. a reservation mechanism that can presently be
used by ABISS. Possible solutions include ei-

As for the timeshifting scenario with multi- her the introduction of reservations at the VFS
ple high-priority real-time writers and a ditto |g\e or to try to use file system specific reser-

reader, the results conform with the above. Thg otion mechanisms. such as the one available
results are shown in the last two plots in Fig-t5, axt3 also with AI,3ISS.

ure 14. Without the help of ABISS, especially

the writers cannot keep up at all and some reSince delayed allocation seems to be useful in
guest only get served after seconds. Again, usnany scenarios, it would be worthwhile to try
ing ABISS shortens the delays to less than 0 implement a general mechanism, that is nei-
ms, for both the reader and the writers. ther tied to a specific usage pattern (such as the
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ABISS prefetcher), nor confined to a single fileimplemented scheduler, we have carried out
system. Also, delayed allocation is currentlyseveral measurements. The results of the stan-
very experimental in ABISS, and some cornerdard Linux I/O system have been compared
cases may be handled improperly. with the results of using ABISS. Summarizing,
using ABISS for reading and writing streams
Last but not least, it would be interesting to ex-with a maximum bit rate which is knowe pri-
plore to what extent the functionality of ABISS orj leads to heuristically bounded service times
could be moved into user space, e.g., by givingn the order of a few milliseconds. Therefore,
regular applications limited access to disk I/Opuffering requirements for the application are
priorities. greatly reduced or even eliminated, as all data
will be readily available.

7 Conclusion
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Abstract the current rings, which are now called “host”
rings. The guest OS will run in the guest ring

_ o _ 0 without perceiving any difference from run-
Intel has added virtualization extensions (VT)ning in the host rings O (or on a non-VT sys-

to the x86 architecture. It adds a new set Oftem). The guest is controlled by the host re-

rings, guestrings 0 through 3, to the traditionalyaining control whenever one of a set of events
rings, which are now called the host rings. happens within the guest.

User-mode Linux (UML) is in the process of The architecture is fully virtualized within the
being enhanced to make use of these extensiO@%est rings, so the guest can be an unmodified
for greater performance. It will run in guest g However, there is also support for paravir-
ring 0, gaining the ability to directly receive yajization in the form of &/ MCALL instruc-
software interrupts. This will allow it to han- tion which may be executed by the guest, which

dle process system calls without needing assisransers control to the host OS or hypervisor.
tance from the host kernel, which will let UML

handle system calls at hardware speed. The hypervisor has fine-grained control over
when the guest traps out to it WMEXIT event

In spite of running in aring 0, UML will appear g the host) and over the state of the guest when

to remain in userspace, making system callg s restarted. The hypervisor can cause the

to the host kernel and receiving signals fromgyest to be re-entered at an arbitrary point, with
it. So, it will retain its current manageability, arhitrary state.

while getting a performance boost from its use

of the hardware. The paravirtualization support is key to sup-
porting environments other than unmodified
kernels. User-mode Linux (UML) is one such

. environment. Itis a userspace port of the Linux

1 Introduction kernel, and, as such, would be considered a

“modified” guest. It is heavily paravirtualized,

as it contains a complete reimplementation, in

terms of Linux system calls, of the architecture-

specific layer of the kernel.

Intel’s new Vanderpool TechnologyVT) adds
virtualization extensions to the IA architecture
which enable hardware support for virtual ma-

chines. A full set of “guest” rings are added 10 The reason to consider making UML use this

LAMD subsequently introduced a compatible tech-SUPPOrt, when it is not obvious that it is use-
nology code-named Pacifica. ful, is that there are performance benefits to be
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realized by doing so. A sore spot in UML per- The third will be preserved as a side-effect of
formance is its system call speed. Currentlythe rest of the design. UML/VT will start in
UML must rely on ptrace in order to intercept a process address space, and the host will see
and handle its process system calls. The corpage faults in the form of VMEXITs when-
text switching between the UML process andever the guest causes an access violation. Thus,
the UML kernel and the host kernel entries andhe normal page fault mechanism will be used
exits when the process executes a system calb populate the UML/VT kernel address space,
imposes an order of magnitude greater overand the normal swapping mechanism can be
head than a system call executing directly orused to swap it out if necessary.

the host. As will be described later, the VT ar-

chitecture allows a guest to receive software in-The fact that UML will be running in kernel
terrupts directly, without involving the host ker- mode means that it can’t make system calls in
nel or hypervisor. This will allow UML/VT to the normal way, by calling the glibc system call

handle process system calls at hardware spee#rappers, which executiat 0x80 or sysenter
instructions. Since we can’t use glibc for sys-

tem calls any more, we must implement our
own system call layer in terms ofMCALL

2 Overview of UML/VT support glibc is UMLs interface to the host Linux ker-
nel, so replacing that with a different interface

to the underlying OS can be considered a port

The VT paravirtuali;ation support can be.usedof UML to a different OS. Another way of look-
to allow UML to run in a guest ring. For various ing at it is to observe that UML will now be a
reasons that will be discussed later, UML Will ;e kernel. in the sense of running in ring 0

be made to run as a real kernel, in guest ring Osnq must be ported to that environment, mak-
This would seem to contradict the “user-mode”ing this a kernel-mode port of UML.

part of UML's name, but as we shall see, the

basic character of UML will remain the same, There must be something in the host kernel to
and the fact that it's running in a ring 0 can bereceive those VMCALLSs, interpret them as sys-

considered an implementation detail. tem calls, and invoke the normal system call
) o mechanism. AVMCALL instruction invokes
The essential characteristics of UML are the VMEXIT handler in the host kernel, as does

any event which causes a trap out of the guest
to the host. The VMEXIT handler will see all
such events, be they hardware interrupts, pro-
e It receives signals from the host kernel.  cessor exceptions caused by the guest, or an ex-

plicit VMCALL.
e It resides in a normal, swappable, process

address space.

e It makes system calls to the host kernel.

_ _ _ 3 Porting UML to VT
We are going to preserve the first by using the

VT paravirtualization support to make system

calls to the host kernel from the guest ring 0.The first step in porting UML to VT is to
Signals from the host will be injected into the make UML itself portable between host oper-
guest by the host manipulating the guest statating systems. To date, UML has run only on
appropriately, and VMENTERIng the guest. Linux, so itis strongly tied to the Linux system
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call interface. To fix this, we must first abstractthan the os-Linux one. This is currently deter-
out the Linux-specific code and put it under anmined at runtime by setting a make variable to
interface which is somewhat OS-independentthe output ofuname -s, and forming the OS
Total OS-independence is not possible withdirectory from that. We can override this vari-
only two examples which are very similar to able on the command line by addi@gp=vt to
each other, and is a more of a process than i forcing kbuild to use the OS interface imple-
goal in any case. What we are aiming for ismentation in 0s-vt rather than os-Linux.
an interface which supports both Linux and VT,
and can be made to support other operating sys-
tems with modest changes.

4 Host kernel support
To this end, we are moving all of the Linux-
specific code to its own directory within the

. i As previously mentioned, there will need to be
UML architecture (arch/um/os-Linux) and ex- P y

: . . support added to the host kernel in order for it
posing a somewhat OS-independent mterfac?o run UML as a VT guest. Linux currently has

to it. This task is simplified to some extent : . :
| f h h
by the fact that glibc-dependent code had to b‘?sovx:ﬁ:t ?Suggggeg;gretlﬂg 2r031(§§rV|sor, and this

separated from kernel-dependent code anyway.
The reason is that the former needs to includghe nost kernel will need to do the following
glibc headers and the latter needs to includgey things:

kernel headers. The two sets of headers are

very incompatible with each other—including

both glibc and kernel headers into the same file ® Handle VMEXITs caused by the guest ex-
will produce something that has no chance of  Plicitly executingMCALLinstructions in
compiling. So, from the beginning, UML has order to make system calls.

been structured such that glibc code and kernel .

code have been in separate files. Handle hardware interrupts that happen

while the guest is running, but which the

So, to some extent, this part of the port has in- guest doesn't need to deal with.

volved simply moving those files fromthe main ¢ Handle processor faults caused by the
UML source, where they are intermingled with guest.
kernel source files, to the os-Linux directory.
There are functions which are neither glibc- or e Force the guest to handle whatever signals
kernel-dependent, so these need to be recog- it receives from elsewhere on the host.
nized and moved to a kernel file. _ _

e Launch the guest and handle its exit.

Once this code movement has happened, and

the resulting interface has been cleaned up anthe design for this calls for a kernel thread in
minimized, the next step is to actually imple- the host to be created when a UML/VT instance
ment the interface in terms of VT, usingM-  is launched. This thread will do the VT-specific

CALL So, we will create a new directory, pos-work in order to create the guest context and to
sibly arch/um/os-vt, and implement this inter- start UML within it.

face there. To actually build a VT-enabled
UML, we will need to tell the kernel build pro- Once the UML instance is launched and run-
cess (kbuild) to use the os-vt directory ratheming, this thread will become the VMEXIT
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handler for the instance. It will be invoked In order to see that there is a signal that needs
whenever the CPU transfers control from thehandling, the thread must explicitly check for
guest to the host for any of a number of reapending signals queued against it. When a sig-
sons. nal is queued to a process, that process is make
runnable, and scheduled. So, if the signal ar-
rives while the guest is not sleeping, then the
VMCALL The guestwillinvoke th/ MCALL thread will see the signal as soon as it has been
whenever it wants to make a system call toscheduled, and deliver it at that point. If the sig-
the host. The handler will need to interpretnal is queued while the guest is running, then
the guest state in order to determine whagelivery will wait until the next time the thread
system call is requested and what its argu¥egains control, which will be a hardware timer
ments are. Then it will invoke the normal interrupt, at the latest. This is exactly the same
system call mechanism. When the systen@s a signal being delivered to a normal process,
call returns, it will write the return value except that the wakeup and delivery mecha-
into the guest state and resume it. The VT-hisms are somewhat different.

specific system call layer within the guest _ . .
will retrieve the return value and pass it ! the signal is to be handled by the UML in-
back to its caller within UML. stance, as with a timer or 1/O interrupt, then the

thread must cause the signal to be delivered to

Hardware interrupts Whenever a hardware the guest. This is very similar to normal pro-
interrupt, such as a timer tick or a device C€SS signal delivery. The existing guest CPU
interrupt, happens while the UML guest is Staté must be saved, and that state must be mod-
running, the host kernel will need to han- ified (by changing the IP and SP, among others)
dle it. So, the VMEXIT handler will need S© that when the guest resumes, it is execut-

transfer back to the host and invoke thethe handler returns, there will be another exit to

IRQ system in the host. the host kernel, analogous to sigreturn, at which

point the thread will restore the state it had pre-

Processor faults The guest will cause CPU Viously saved and resume the guest at the point
faults in the normal course of operation. at which the signal arrived.

Most commonly, these will be page faults

on its own text and data due to the gues

either not having been fully faulted in or

'!f the signal is fatal, as when SIGKILL is
sent to the guest, the thread will shut the guest
down. It will destroy the VT context associ-

having been swapped out. These inter . 3
rupts will be handled in the same way as2t€d With the guest and then cakit)  on

hardware interrupts—they will be passed'ts own behalf. The first step will release any

to the normal host interrupt mechanism forVT—speC|f|_c resources held by the guest, and the
processing. second will release any host kernel resources

held by the thread.

This is the same process that will happen on

This thread will be the guest's representative; normal UML shutdown, when the UML in-
within the host kernel. As such, it will be the stance is halted, and it cakiit()  after per-

target of any signals intended for the guest, an¢yming its own cleanup.
it must ensure that these signals are passed to
the UML, or not, as appropriate. The final thing that the thread must do is check
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for rescheduling. Since it's in the kernel, it with the higher one being inaccessible
must do this explicitly. If the guest’s quantum by something running in the lower one.
has expired, or a higher priority task can run, However, by initializing the guest GDT
then a flag will be set in the thread’s task struc- appropriately, UML/VT can install itself
ture indicating that it must cafichedule() . as the kernel within the guest domain.
The thread must check this periodically and

schedule whenever the flag is set.

6 Current status

5 Guest setup The port of UML to VT is ongoing, as a project

When it is launched, a UML/VT guest must do

within Intel. All of the actual work is being
done by two Intel engineers in Moscow, Gen-

some setup which is hardware-dependent sincréady Sharapov and Mikhail Kharitonov. At this

it is running in ring 0. There are two princi-
pal things which must be initialized, system cal
handling and kernel memory protection.

System call handling As mentioned eatrlier,

writing, they have finished the OS abstraction
IWork, and | have that as patches in my devel-
opment tree. These patches have started to be
included in the mainline kernel.

The VT-specific work is now in progress. They

this is the area where we expect the great2'® Making VT system calls to the host and
est performance benefit from using VT. making the guest handle signals sent from the

Before launching the guest, the host had10st. The next steps are the hardware initial-
specified to the hardware, that it doesization to handle system calls and to enable the

not want a VMEXIT whenever a process Protection of the kernel.

within the guest causes a soft interrupt, aﬁzollowing that will be the actual port. The OS

happens Whe_never it makes a_system C"jmabstraction work will be hooked up to the VT
The guest will handle these directly, and

A system calls in the os-vt layer. The host kernel
the guest IDT must be initialized so that y 044 il need to be fleshed out to handle all
the guest's system call handler is Ir]\/()ke‘j'of the events it will see. Once this is done, it
This will cause UML process system calls will be possible to start booting UML on VT
to be handled by the guest kernel withoutand to start debugging it.
any involvement by the host. The host in-
volvement (througlptrace ) is what cur-
rently makes UML system calls so much
slower than host system calls. This VT
support will make UML process system
calls run at hardware speed. This paper has described the changes needed

to make UML work in guest ring O with the

7 Conclusion

of running in ring 0 is that UML gets 10 cpange, and will continue to work exactly as
use the same hardware mechanisms as thegoes today.

host to protect itself from it processes.
This is not available to processes—theyThe UML address space will still be a com-
cannot have two protection domainspletely normal process address space, under the
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full control of the host kernel. In the host, the
address space will be associated with the ker-
nel thread that is standing in for the VT guest.
It will be swappable and demand paged just like
any other process address space.

Because of this, and because UML will create
its own processes as it does today, UML’s copy-
user mechanisms will work just as they do cur-
rently.

Resource accounting will similarly work ex-
actly as it does today. UML/VT will use the ad-
dress space occupied by its host kernel thread,
and its memory consumption will show up in
/proc as usual. Similarly, when the guest is
running, its kernel thread will be shown as run-
ning, and it will accrue time. Thus, CPU ac-
counting, scheduling priority, and other things
which depend on process CPU time will con-
tinue to work normally.

In spite of being run as a kernel, in a ring 0,
UML/VT will continue to maintain the char-
acteristics of a process running within the host
kernel. So, it will gain the performance advan-
tages of using the hardware support provided
by VT, while retaining all of the benefits of be-
ing a process.
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Abstract 1 Introduction

Today’s computing mantra is “One keyboard,As much as three quarters of the cost of com-
one mouse, one display, one computer, on@uting In enterprise environments now goes to
user, one role, one administration”; in short,System management and support; the hardware
one of everything. However, if several peopleand software purchase cost is well under half
try to use the same computer today, or cros§f the total expense. In the some parts of the
adminstrative boundaries, or change roles fronfleveloping world, expertise may be in shorter

work to home life, chaos generally ensues. ~ supply than computers. Personally, I now man-
age three systems at home, in addition to three

Several hardware technologies will soon pushor work. Clearly something needs to be done.
this limited model of computing beyond the

breaking point. Projectors and physically largeProject Athena[13], a joint project of Digital,
flat panel displays have become affordable an&!!T, and IBM in the mid 1980’s, had the vi-
are about to take a leap in resolution[12]. Cell-Sion of centrally administrated, personal com-
phone_size devices can now store many g|gaput|ng, in Wh|Ch mObile StUdentS and faCUIty
bytes of information, take high resolution pho-could use whichever computer was most con-
tographs, have significant computation capabilvenient or appropriate for their work. Out of

ity, and are small enough tdwaysbe with you. this project was born a number of technolo-
gies that we take for granted today, including

Ask yourself “Why can’t we sit with friends, Kerberos[24], the X Window System([31], cen-
family, or coworkers in front of a large display tral administration of configuration information
with audio system, and all use it at once?” using Hesiod[18] (now mostly supplanted by
LDAP), and Zephyr[17], the first instant mes-
You should be able change roles or move losage system.
cations, and reassociate with the local comput-
ing environment. The new mantra must becoméue to the lack of a critical mass of applica-
‘many’ and ‘mobile’ everywhere ‘one’ has suf- tions, UNIX divisions, and UNIX workstations
ficed in the past. costing more than PC’s, the Athena environ-
ment did not reach critical mass in the market-
Change will be required in many areas fromplace, despite demonstrating much lower cost
base system, through the window system andf ownership, due to much easier system man-
toolkits, and in applications to fully capitalize agement. The Wintel environment has caused
on this vision. almost everyone to become poor system man-
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agers of an ever-increasing number of computto go beyond the Athena vision, however, good
ers, and it is now clear that Athena had moreas it is for centralized system management.
right than wrong about it. The “solution” of

having to carry laptops everywhere is poor, atistory also shows Athena’s presumptions in-
best. Some of Athena’s technologies escapegorrect or insufficient:

and became significant parts of our computing

environment as individual components, butthe o we presumed display technology limited
overall vision was lost. to one individual at a time, possibly with

. _ . someone looking over the shoulder.
Athena’s vision was right on many points:

e That users play a single role, where in
the adult world we play many roles: job,
home life, church, schools, clubs, and of-
ten more. Computer systems must enable
people to play multiple roles simultane-
ously.

e People are mobile, the computing infras-
tructure is not.

e People should be able to use any comput-
ing system in the environment so long as

they are authorized. e That universal authentication was pos-
sible. This is probably a chimera
despite efforts of Microsoft and Sun
Microsystems—it implies universal trust,
unlikely between organizations. At best,

e Authentication enables an organization to ~ YOU may have a single USB fob or wire-

e There is a mixture of personally owned
and organizationally owned equipment
and facilities.

control its resources. less device with many keys that authen-
ticate you for your many roles in life; at
e Collaborative tools, either realtime or non- worst, many such devices, attached to your
realtime, are central to everyone’s lives. physical keyring.

e Your information should be available to e That there would be very small wearable
you wherever you go. devices, with significant storage and com-
puting power (soon sufficient for most

_ _ _ user’s entire computing environment).
The Fedora Stateless Project[11] is resurrecting

most aspects of the Athena environment and e That wireless networking would become
extending it to the often connected laptop; and  very cheap and commonplace.

the LTSP project[6] uses X terminal technol-
ogy for low system management overhead, thin
client computing. These technologies reduce
cost of ownership due to system management
to something much closer to proportional to the
number of people served rather than the number
of computers. Deployment of systems based
on these technologies, the continuing declinSo long as large displays are few and far be-
ing cost of hardware, and open source systemsiveen, and limited in resolution, the pseudo-
zero software cost, will enable computers to besolution of the laptop VGA connector attached
located wherever may be convenient. We neetb a projector has been a poor but adequate

e That the computing environment is a PC,
file, compute and print services: today’s
environments include projectors and large
format displays, (spatial) audio systems,
display walls, and so on.
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solution. Projectors are now cheap and comproblems with a complicated formatting prob-

monplace, but with the imminent advent oflem in the word processor of a document that
1080i and 1080p large screen HDTV displaysmust be sent before you get home that evening.
and projectors (1080p is 1920x1080 resolu-You ask that the window be cloned to your dis-

tion in computer-speak), we face a near fu-play, so you can help solve the problem to-

ture in which we will finally have displays with gether. When finished, you close the cloned
enough pixels that sharing of the display makesvindow and the document is finished by the

sense. We will soon be asking: “Why can’t | deadline.

use the environment easily? Why can't | com-

bine my 100 gig cell phone with the surround-

ing environment to always be able to have my2-2 Home

computing environment with me? Why can't |
easily shift from work, to home, to school, to

church, to hobby?” In this example Nikki and her friend Chris are

sitting in Nikki’s living room watching tele-
Computing systems should enable the reassdision on a big, high-resolution video screen,
ciation of people, any computing devices theybut also doing a little work and web browsing
have with them, and the computing infrastruc-(see below). The living room’s personal video
ture available wherever they meet, work, and€ecorder (PVR) is playing a movie on the video
play. While many devices can be used by onlyscreen and sending audio to the living room au-
one person at a time (e.g. keyboards, micedio system. Nikki has pulled out a portable
etc.), others, such as large screens and audlgyboard, connected to the home office CPU,
systems can and should be usable by multipi@nd pulled up her e-mail on a corner of the liv-

people simultaneously. It is time we make thising room video screen. As she browses her re-
possible. mote mail store, audio attachments are routed

and mixed in the local audio system and played
through the living room speakers so that they
) appear on her side of the room (spatially lo-
2 User Scenarios cated so as to not distract Chris).

My great thanks to my colleagues Andrew
Christian et al. for exploring wider insights into

SNAP Computing[15]. Some of the scenarios
below are excerpted from that paper. This pa
per will provide a concrete proposal for work
on the X Window System, but without provid-

ing background material explaining the SNAP
vision, it would be impossible to understand the
rationale of the design changes proposed.

2.1 Office

You are sitting in your office. Your incoming
frantic call is from your spouse, who is having
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Meanwhile, Chris has pulled out a wirelessthat multiple users can access from their lap-
handheld computer. Nikki has previously top/handheld computers, or via broadband con-
granted Chris some access rights for using theections back to their desktop machines.
home’s broadband connection and living room
equipment, so Chris grabs a section of theThe conference room provides several
big video screen and displays output from abusiness-specific services. First, the room
web browser running on the handheld com-tself can provide scheduling and journaling
puter. Audio output from Chris’s web browser functions. Because the conference room dis-
is spatially located to help disambiguate it fromplay screens are intelligent—rather than simple
Nikki’'s e-mail. Without a keyboard Chris projectors—it is easy to allow them to record
must use the handheld computer for handwritand store information about what was done in
ing recognition and cursor control. To speedthe room. Each user provides authentication
things up, Chris borrows a wireless keyboardbefore accessing services, so a clean record of
from Nikki's home office. The keyboard de- users and activities can be journalled and made
tectsitisin the living room and bonds automat-available to participants later.
ically to the big screen. Through the handheld
computer, Chris assigns the keyboard to workAdding video conferencing introduces a second
with the web browser and goes back to surfinginteresting feature: virtual proximity. A video
conference establishes a virtual location rela-
Most of the time Chris and Nikki are working tionship between people and devices. For ex-
within the confines of the big video screen. Forample, the remote user may wish to print a file
example, both may be driving their own privatein the conference room, display and control a
pointing cursor on the screen. Security poli-presentation on the video screen, and play au-
cies prevent them from controlling each others’dio through the local speakers.
applications; Nikki typing at her e-mail is kept
separate from Chris’s web browsing. However,To make this more concrete, imagine you are
the big screen also provides high level serviceat a meeting of a industry working group with
that both can request and access. For examplegpresentatives from competitors, to work on
a screen window manager service positions tha standards document. Several of you put up
individual windows and a screen cut-and-pastelrafts on the conference room display screens
service allows data to be shared across user work on from the laptops you brought with
Should Chris or Nikki wish to change chan-you. The computer of one of your working
nels or control audio volume in the room, ei- group members has failed entirely, but he has
ther can ask for video screen control and usé¢he information cached in his cellphone, so us-
the shared, built-in video browser to access théng a spare keyboard in the conference room,
audio volume control or bind it to their local he is able to find the needed information using
device (Chris’ handheld or Nikki’s keyboard). a corner of the screen for the group.

Such conference rooms were described by
2.3 Conference Room Isaac Asimov in hisoundationseries, in which

his First Foundation mathematicians work to-

gether in rooms whose waldse displays. Such
Functionally, a conference room is not greatlyconference rooms are no longer science fic-
dissimilar from Nikki’s living room. The con- tion; display wall systems are already being
ference room provides shared video screenbuilt[9][2], and their cost will continue to fall.
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3 Design Requirements of the 3.1 Service Discovery
SNAP Vision

People need to be able to discover that fa-

cilities are available and take advantage of
If we are to disassemble, or unsnap, the comihem. Open source implementations of the
ponents of the classic computer and allow thg@ETF Zeroconf[10] protocols are now available
flexible reassociation (or snapping together) okuch as Howl[4]); zeroconf is also used to good
components, while enabling people to reassoeffect as Apple’s Bonjour[1] in OSX. We can
ciate with the computing environment as theyleverage such protocols to discover file sys-
move, we require some networking connectorgems, X Window System servers for large dis-
to snap the components back together. | arplays, scanners, printers, and other services that
gue that the networking connectors now existmay be interesting to mobile users in the envi-
and if we disassemble our systems and combingsnment; and zeroconf support is beginning to

the pieces using these connectors, we can thegppear in open source desktop projects.
easily snap them back together dynamically at

will. T will touch on some of the resulting top-
ics in this section, before diving into X Window
System-specific issues.

3.2 Localization

For ease of use, you need to know what de-
These software components include: vices are in a given physical location. Present-
ing a user with a long list of devices present in
many work environments, even just a local sub-
e distributed caching file systems (e.g.net, would result in confusion. Research shows
Coda[23]) that it may be feasible to localize 802.11[abg]
to roughly the granularity of an office or a con-
e encryption of all network communication ference room, but such systems are not gener-
ally available at this date. Given these results
e roaming between networks it is clear that location tracking systems will
become available in the near-term future, and
e software which can easily roam amongthere are startup companies working actively to
multiple differing authentication systems bring them to market.

Bluetooth was intended as a cable replacement,
but experience with it has not been very favor-
e network connectors replacing hard Wiresie:]blea'?]:WSgﬁgoséit%rgvipepltE?ttlso26nltr; gﬁgruic;'
to snap the computing components back g . : .
Involved and time-consuming, not something
together ;
that is done casually, at least as cumbersome

) ) as dragging a cable across a room and pluggin
e network audio, so that you can easily use 9ging piugging

audio facilities in the environment

e discovery of network services

The 801.15.4 ZigBee local wireless technology,

e the window system that supports multiplejust becoming available, does not suffer from
people collaborating, and helps protectshese limitations that make Bluetooth so cum-
you from other malicious people bersome. Additionally, IR is ubiguitous can
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be used for local line of sight localization, and3.4 Network Roaming
handheld devices often have consumer IR (in-

tended for remote control use), which has much here | h k to be d ke wh
longer range than that found in laptops. There Is much work fo be done o take wha

is possible and reduce it to practice. Real-time

. . roamin ween network n hor
There are multiple efforts in the research com+2aming between networks can be as short as

munity to provide location based lookup of re- fractions of a second; we should not accept the

sources, and this work and expertise should bgurrent delays or manual nature we find today
as we DHCP and manually suspend/resume as

lever . »
everaged we transition between networks. Handoff be-
tween networks can and should be similar in
) duration to the cellphone network, so short as
3.3 Audio

to be effectively unnoticed.

There is a long history of inadequate audio _
servers on UNIX and Linux. 4 X Window System

ESD and NAS are inadequate even for loca
multimedia use (lacking any provision for tight
time synchronization), much less low-latency
applications like teleconferencing.

IThe ‘One’ mantra is most clearly ingrained in
all of today’s window systems, where one key-
board, one mouse, one user is the norm. Our
base operating system, however, was designed
as a multi-user system, with the operating sys-
tem providing protection between users. The
X Window System has at least been, since its
inception, network transparent, allowing appli-

e The Media Application Server (MAS)[7] cations to run on multiple displays, potentially

may be adequate. including displays in our environment.

There are a number of possible paths:

e We can build a network layer for the _

o ~ X’s current design presumes a single person us-
(Jack and MAS could be used in concert), anthnly provided access control. To allow multi-
we can start from scratch, if they will not serve. yje people, particularly in open environments
where people cannot trust each other, to use a

Detailed discussion of the need/requirementgommon screen means that privacy and security
for network audio, needed to complement ourproblems must be solved.

network transparent window system are beyond

the overall scope of this paper. The AF au-The core X protocol allows applications to
dio server[25] on UNIX of the early 1990's spy on input. Furthermore, cut-and-paste can
showed that both very low latency and tightquickly transfer megabytes of data between ap-
synchronization is in fact possible in a network-plications. Multiple simultaneous users there-
transparent audio server. fore pose a serious security challenge. X needs
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better access control to input events, pixmaphe person’s application on the far end of a net-
data, X properties, and other X resources. work connection. In a corporate environment,

_ _ this might best be served by the person’s Ker-
During the mid 1990's, there was work {0 ex-peros credentials. In other environments, ssh
tend X for the requirements posed by military keys or certificate-based authentication systems
multi-level ‘orange book’ security. The result- may be more appropriate. Fortunately, it ap-
ing extension provided no policy flexibility, and pears that Cyrus SASL[19] may fill the authen-

still presumed a single user. The resulting X Setjcation bill, as it supports multiple authentica-
curity extension[35] has remained entirely un-tjon families.

used, as far as can be determined.

Recently, Eamon Walsh, an intern at the NSAEven with this work, there is work remaining to
implemented an SELinux-style X extensiondo to define usable security profiles, and work
[34] with the explicit goal of enabling multi- that should take place in toolkits rather than re-
ple possible security policies, that might pro-|ying solely in the window system. For exam-
vide the kinds of policy flexibility. Differing ple, a person cutting from their application and
environments, in which different levels of trust pasting into another person’s application does
between users exist and different SenSitiVitieﬁot have the same Security conseguence as the
of information displayed on the screen simul-opposite situation, of others being able to cut
taneously, will clearly need different policies. from your application into their application: in
One policy can clearly not fit all needs. Ea-thijs case, the person is giving away information
mon’s work was updated this spring by Bryanexplicitly that they already control. It is easier
Ericson, Chad Hanson, and others at Trustegh trust the implementation of the toolkit you
Computing Solutions, Inc., and provides a gengre using, than the implementation of a remote

eral framework that may be sufficient to explorex server that you may have much less reason to
the policies required for this use of the windowryst.

system.

X has internally naexplicit concept of a ‘user,’ More subtle questions arise for which there are
without which it is impossible to devise any se-not yet obvious answers: How do you know
curity policy for systems being used by multi- what security profile is currently in force in
ple people. Given good security policies andthe X server you are using? Why should you
enforcement, in many environments even unirust that that profile is actually being enforced?
known people should have unprivileged accesFhese class of problems are not unique to X, of
to a display. An explicit concept of a user, andcourse.

the window resources they are using, is clearly

needed in X, and once present, policy develop-

ment using this framework should become feaPistinguishing different pointing devices ac-
sible. X also lack explicit knowledge of a peo- cording to the people using them will require
ple’s sessions, and since several sessions m&p extension to X to support multiple mouse

require this concept as well. each other. Since hardware supports a single

cursor at most, X already commonly uses soft-
On Linux and some UNIX systems you can de-ware cursors, and by compositing another im-
termine the person’s identity on the other endage with the cursor shape, we can easily indi-
of a local socket. We also need the identity ofcate whose cursor it is.
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4.2 Securing the wire and the SSH trap off’ marketing item: however, it does not en-
sure end-to-end encryption of traffic, and even

. , . .. worse, does not provide user authentication. In
At the time of X11's design (1987), and until IPSEC’s use in VPN software, the data is of-

just a few years ago, the U.S. government ac: .
. . . ten unencrypted at corporate firewalls and de-
tively discouraged the use of encryption; theI

- ivered unencrypted, unacceptable for use that
best we could do was to leave minimal hooks . :
. . .. Involves user keyboard input. It is therefore at
in the wire protocol to enable a later retrofit.

. . a minimum insufficient for SNAP computing,
Even pluggable architectures allowing the asy . 4in some uses. in fact completely insecure
addition of encryption were actively opposed ’ '

and might cause the U.S. Government to forbidrherefore authentication, encryption, and com-
export of software. Export of encryption with- pression must be integrated into the X Win-
out export control only became feasible in opengow System transport to allow for a wider range
source projects in the last several years. of authentication and encryption options, to be
proxyable to enable secure traversal of admin-

) , . __listrative boundaries, and to enable use of dis-
thet_198|Os andd early 199,[03’ X Wa;z for atvtv'mﬁplay resources on displays where you cannot
routin€ly used unencrypted over the Networky,o 5 uthenticated. Compression can provide a

With network sniffers on insecure systems eV'huge performance benefit over low bandwidth

erywhere today, this usage today is clearly in'links[27]
sane. |

In the era of little or no security problems of

The Swiss army knife of encryption and au-4.3 Remote Devices
thentication, “ssh’[14], appeared as a solution,

which provides authentication, encryption, anOIIt has always been trivial for an X application to

compression by allowing tunneling of arbitrary . o
streams (including X traffic). While it has been use a remote display, but when the application

: IS running to a remote X server, there has been
a wonderful crutch for which we are very grate- ) . .
. . . a presumption that the input devices are also at-
ful, a crutch it is, for the following reasons:

tached to the remote machine. Having to drape
_ input device cables across the room to plug into
e SSH requires you to have an account on ahe computer driving the display, is clearly lu-

machine before tunneling is possible. Thisgicrous. We therefore need network transparent
prevents the casual use of remote displaysnput devices.

even those we might intend for such use.
_ _ People may want to use either spare keyboards,
e SSH requires extra context svx_ntches bey laptop they brought with them, their PDA, or
tween the ssh daemon, costing perforgther input devices available in the room to in-
mance, memory, latency, and latency varieract with that application. In any case, input
ation, likely an issue on LTSP servers.  gyents must be routed from the input device to

« A remote person’s identity cannot be Ole_the appropriate X server, whether connected via

termined; only the identity of their local wires or wireless.

account. Input devices present security challenges, along

with a further issue: we need some way to asso-
IPSEC might seem to be the easiest solutiongiate an input device with a particular user. As-
and may be necessary to implement as a ‘checkociation setup needs to be both secure and easy
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to use, which may present the largest single re4.5 X Input Extension
search challenge; most of the other tasks de-

scribed mthls paper are simple engineering ef:I'he X Input Extension[28] provides support
forts, applying existing technology in obvious

ways. One might have hoped that USB's |_”Dfor_ aglditional_ input d_evices beyond the ‘core’
serial numbers on devices would help; how pointing device (typically mouse) and key-

. board. It has a competent design, though it
ever, due to the very low cost of many input . )
shows its age. XInput lacks:

devices, most manufacturers do not provide ac-
tual serial numbers in their hardware.
¢ Hotplug notification of devices being con-

o nected or disconnected.
4.4 Who is in Control?

e The valuator axes should have abstract
_ _ names (e.g. you would like to know that
The X server implementation has presumed  vyaluator O is the X coordinate, valuator 1

that it is in control of all of its input dEViCQS, is the Y coordinate, valuator 2 is pressure,
and worse yet, that these do not change during  and so on).

an X session. It uses a static configuration file,
only read during server reset (which only oc- ® Supportfor multiple users and devices that
curs when a user logs out). This static model of ~ all users might share.

configuration is clearly wrong, and hotplug is a
necessary. The X server needs (as in all good
server processes) to react to changes in the en
vironment.

e A modern reimplementation exploiting
the standardization of USB HID (and
the /dev/input abstraction on Linux);
most of the current implementation is
supporting old serial devices with many
strange proprietary protocols.

Over the last two years, open source systems
have developed extensive infrastructure to sup-
port hotplug, with kernel facilities, and the D- 4 A |imit on 255 input devices in the wire

BUS[29] and HAL[36] facilities. These should encoding (which might become an issue in
greatly simplify the problem, and allow the pol- an auditorium setting); however, if input

icy decisions of whether an input device (local events are augmented by a identity infor-
or remote) is connected to a particular X server.  mation, this should be sufficient.

D-BUS can inform the X server of the changes

in configuration of input devices. This itself Whether a upward compatible wire protocol
poses a further challenge, as the X server muyersion is possible or a new major version of the
be able to become a client of the D-BUS daeX Input extension is not yet completely clear,
mon. To avoid possible dead-lock situations bethough an upward compatible API looks very
tween X and the D-BUS daemon, some of thdikely.

internal X infrastructure needs updating.

With only slight care, an interface can be de-4'6 Toolkits

signed that will allow input devices to either use

local or remote input devices. Input device as-Replication and migration of running applica-

sociation policy should be kept outside of the Xtions has in fact been possible from X’s incep-
server. tion: GNU emacs has had the capability to both
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share buffers on different X servers, allowingthe X library needs minor additions to allow
for shared editing of text, and therefore migra-toolkits to recover from connection failures.
tion of emacs from X server to X server for This work is on hold pending completion of
more than 15 years. a new implementation of Xlib called Xcb[26],
which is well underway and now able to run al-
In practice, due to the level of abstraction ofmost all applications. Testing connection loss

the most Commonly used toolkit of X’s first era recovery may be more of a Cha”enge than its
(Xt/Motif[22]), migration and/or replication of jmplementation.

windows has been very difficult, as such appli-

cations initially adjust themselves to the visualLest you think these facilities are interesting

types available on the X server and then dravonly to SNAP computing, it also aids migration

for the rest of their execution with the sameof X sessions from one display (say work) to

pixel values. another (e.g. home). As always, security must

be kept in mind: it would not be good for some-

Modern toolkits (e.g. GTK[21] and Qt[16]) Op- one to be able to steal one or all of your running
erate at a higher level of abstraction, whereyypjications.

pixel values are typically hidden from appli-

cations, and migration of most applications is

feasible[20]: a prototype of migration capabil-4.7 Window Management and Applica-
ity first appeared in GTK+ 2.2. tions

One to one replication of information is the

wrong level of abstraction, since not only is theBesides the infrastructure modifications out-
resolution of different screens extremely wide,lined above, window managers need some
but different users on different displays shouldmodification to support a collaborative environ-

be able to control the allocation of the screerment.

real-estate. A multi-view approach is clearly . o
correct and to be preferred over the existingcertain applications may wantto be fully aware

server based pixel sharing solutions such a8f multiple users: a good example is an editor
xmove[32], useful though such tools are, parthat keeps changes that each person applies to

ticularly for migration of old X applications a document.
that are unlikely to be updated to modern toolk-E - licati . h |
its. Work to ease replication of windows for ap- £XISting applications can run in such a col-

plication developers awaits suitably motivatedlabo'r"’ltlve environment unchanged_. Wa!lace
contributors. et al.[33] recently reported experience in a

deployed system using somewhat jury-rigged

Since the resolution between a handheld devicgupport for multiple cursors and using a modi-
and a display wall is over an order of mag_fied X window manager on a large shared dis-
nitude, applications often need to be able tdPlay at Princeton’s Plasma Physics Lab’s con-
reload their Ul layout on the fly for migration trol room. They report easier simultaneous
to work really well; again, using the Glade useruse of existing applications such as GNU Im-
interface builder[3], libglade and GTK+, this @ge Manipulation Program (gimp). They also

capability is already demonstrable for a few ap-confirm, as hypothesized above, multiple peo-
plications. ple working independently side-by-side require

sufficient display real-estate to be effective;
In the face of unreliable wireless connectionshere they may be looking at different views of
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the same dataset using separate application in{2] Distributed Multihead X Project.
stances. And finally, they report that even se- http://dmx.sourceforge.net/
guential use of the display was improved due

to less dragging of the mouse back and forth, [3] Glade - a User Interface Builder for
GTK+ and GNOME.

http://glade.gnome.org/

5 Summary [4] Howl: Man’s new best friend.
http://www.porchdogsoft.
com/products/howl/

Most of the problems SNAP computing pose ) ) _

have obvious solutions: in a few areas, further [2] Jack audio connection kibitp:

research is required, but none of the research  //lackit.sourceforge.net/

topics appear intractable. [6] Linux Terminal Server Project.

Network display software systems such as Mi- hitp:/fwww.ltsp.org/

crosoft's RDP[8] and Citrix and VNC[30] are
popular, though by operating at a very low
level of abstraction, badly compromise full ap-
plication integration (e.g. cut and paste, selec-
tions, window management meta information) [8] RDP Protocol Documentatiorttp:
between applications sharing a display from Ilwww.rdesktop.org/#docs

many remote systems. They do, however, do

a fine job of simple access to remote applica- [9] Scalable Display Wall.

[7] Media Applications Server.
http://www.
mediaapplicationserver.net/

tions, but ardatally flawedif full collaboration http://www.cs.princeton.
among multiple users is desired. edu/omnimedia/index.html
Open source systems SNAP systems should 401 Zero Configuration Networking

(Zeroconf).

able to exist quickly, not only since our tech-
http://www.zeroconf.org/

nology starts off close to the desired end-state,
iS more malleab!e, but also t.hat it does no 11] Stateless Linux, 2004.
threaten our business model in the same wa

e ) http://fedora.redhat.com/
that such a shift might to commercial systems.

projects/stateless/

While this paper has primarily explored X Win- [12] Will Allen and Robert Ulichney.

dow System design issues, there is obviously  \y\ppulation: Doubling the addressed

plenty of work elsewhere to fully exploit the vi- resolution of projection displays. BID

sion of SNAP Computing. 2005 volume 47.4. The Society for
Information Display, 2005.
http://sid.aip.org/digest
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Abstract hosts, multipathing re-routes block io to an al-
ternate path in the event of one or more path
connectivity failures. Multipathing also trans-

Linux muItipathing provideg io failover and parently shares io load across the multiple paths
path load sharing for multipathed block de'to the same block device.

vices. In this paper, we provide an overview

of the current device mapper based mullirhg history of Linux multipathing goes back
pathing capability and describe Enterprise level; |aast 3 years and offers a variety of differ-

requirements for future multipathing enhance-gn; architectures. The multipathing personal-
ments. We describe the interaction amongsty of the multidisk driver first provided block
kernel multipathing modules, user mode mul-ye\jice multipathing in the 2.4.17 kernel. The
tipathing tools, hotp_lug,_udev, and kpartx COM-3j0gic FC HBA driver has provided multi-
ponents when considering use cases. Use Casfsihing across Qlogic FC initiators since 2002.
include path and logical unit re-conflguratlon,storage system OEM vendors like IBM, Hi-
partition.management, anq path fgilover fo,rtachi, HP, Fujitsu, and EMC have provided
both active-active and active-passive generig, inathing solutions for Linux for several
storage systems. We also describe 1€ssong,,rq  strictly software vendors like Veritas
learned during testing the MD scheme on high+ 54 provide Linux multipathing solutions.

end storage.

In this paper, we describe the current 2.6 Linux
kernel multipathing solution built around the
kernel's device mapper block io framework and
consider possible enhancements. We first de-
scribe the high level architecture, focusing on
Multipathing provides the host-side logic to both control and data flows. We then de-
transparently utilize the multiple paths of a re-scribe the key components of the new archi-
dundant network to provide highly available tecture residing in both user and kernel space.
and higher bandwidth connectivity betweenThis is followed by a description of the in-
hosts and block level devices. Similar to howteraction amongst these components and other
TCP/IP re-routes network traffic between 2user/kernel components when considering sev-

1 Introduction
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eral key use cases. We then describe severadfers to the logical connection along a physical
outstanding architectural issues related to th@ath to a particular device.

multipathing architecture. _ _ _
The multipath architecture provides a clean

separation of policy and mechanism, a highly
modular design, a framework to accommodate
2 Architecture Overview extending to new storage systems, and well de-
fined interfaces abstracting implementation de-

. . . tails
This chapter describes the overall architecture

of Linux multipathing, focusing on the control An overall philosophy of isolating mechanism
and data paths spanning both user and kerngi kernel resident code has led to the creation
space multipathing components. Figure 1 isof several kernel resident frameworks utilized
a block diagram of the kernel and user com-ty many products including multipathing. A
ponents that support volume management angirect result of this approach has led to the
multipath management. placement of a significant portion of the multi-
pathing code in user space and to the avoidance
of a monolithic kernel resident multipathing
implementation. For example, while actual
: : _ _ | (ﬂ)ath failover and path load sharing take place
a block device. Linux multipathing services \yithin kernel resident components, path dis-

are applicable to all block type devices, (€.9.¢qyery, path configuration, and path testing are
SCSl, IDE, USB, LOOP, NBD). While the no- gone in user space.

tion of what constitutes a path may vary signif-

icantly across block device types, for the pur-Key multipathing components utilize frame-
pose of this paper, we consider only the SCSiorks in order to benefit from code sharing
upper level protocol or session layer defini-and to facilitate extendibility to new hardware.
tion of a path—that is, one defined solely byBoth kernel and user space multipathing frame-
its endpoints and thereby indifferent to the acworks facilitate the extension of multipathing
tual transport and network routing utilized be-services to new storage system types, storage
tween endpoints. A SCSI physical path is de-systems of currently supported types for new
fined solely by the unique combination of avendors, and new storage system models for
SCSil initiator and a SCSI target, whether usingcurrently supported vendor storage systems.
iISCSI, Fiber Channel transport, RDMA, or se-

rial/parallel SCSI. Furthermore, since SCSI tar-The device mapper is the foundation of the
gets typically support multiple devices, a logi- multipathing architecture. The device map-
cal path is defined as the physical path to a paPer provides a highly modular framework for
ticular logical device managed by a particularstacking block device filter drivers in the ker-
SCSiI target. For SCSI, multiple logical paths,nel and communicating with these drivers from

one for each different SCSI logical unit, may user space through a well defined libdevmap-
share the same physical path. per APIl. Automated user space resident de-

vice/path discovery and monitoring compo-
For the remainder of this paper, “physical path”nents continually push configuration and pol-
refers to the uniqgue combination of a SCSI ini-icy information into the device mapper’s multi-
tiator and a SCSI target, “device” refers to apathing filter driver and pull configuration and
SCSiI logical unit, and a “path” or logical path path state information from this driver.

Linux multipathing provides path failover and
path load sharing amongst the set of redun
dant physical paths between a Linux host an
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Userspace Architecture

Device Mapper

Kernel
Userspace

libdevmapper

{

dmsetup LvM2

EVMS

Figure 1: Overall architecture

The primary goals of the multipathing driver 3.1 Kernel Modules

are to retry a failed block read/write i0 on

an alternatg path_ in the event of an io falllureFigure 2 is a block diagram of the kernel device

and to distribute io load across a set of paths, . .
. : : mapper. Included in the diagram are compo-

How each goal is achieved is controllable from

. . ents used to support volume management as
user space by associating path failover and loa . .
. 7 . . well as the multipath system. The primary ker-
sharing policy information on a per device ba-

sis nel components of the multipathing subsystem
' are

It should also be understood that the multipath
device mapper target driver and several mul-
tipathing sub-components are the only multi- e the multipathing device mapper target
path cognizant kernel resident components in  driver

the linux kernel.

¢ the device mapper pseudo driver

e multipathing storage system Device Spe-
cific Modules (DSMs),

e a multipathing subsystem responsible for

run time path selection.
3 Component Modules

3.1.1 Device Mapper

The following sections describe the kernel and

user mode components of the Linux multi- The device mapper provides a highly modular
pathing implementation, and how those com-kernel framework for stacking block device fil-
ponents interact. ter drivers. These filter drivers are referred to as
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Device Mapper Kernel Architecture

Userspace Applications

ioctl filesystem
interface interface
control interface . block
interface
core device-mapper
mapping / target interface
linear | mirror snapshot multipath
path hardware
log keopyd selectors handlers
round-robin emc

Figure 2: device mapper kernel architecture

target drivers and are comparable to multidisko request must be kernel resident.

personality drivers. Target drivers interact with

the device mapper framework through a wellThe interaction between user and kernel de-
defined kernel interface. Target drivers addvice mapper components takes place through
value by filtering and/or redirecting read anddevice mapper library interfaces. While the de-
write block io requests directed to a mapped device mapper library currently utilizes a variety
vice to one or more target devices. Numerousf synchronous ioctl(2) interfaces for this pur-
target drivers already exist, among them onegose, fully backward compatible migration to
for logical volume striping, linear concatena- using Sysfs or Configfs instead is certainly pos-
tion, and mirroring; software encryption; soft- sible.

ware raid; and various other debug and test ori-

ented drivers. The device mapper provides the kernel resident
mechanisms which support the creation of dif-
The device mapper framework promotes aerent combinations of stacked target drivers
clean separation of policy and mechanism befor different block devices. Each io stack is rep-
tween user and kernel space respectively. Takesented at the top by a single mapped device.
ing this concept even further, this frameworkMapped device configuration is initiated from
supports the creation of a variety of servicesuser space via device mapper library interfaces.
based on adding value to the dispatching and/o€onfiguration information for each mapped de-
completion handling of block io requests wherevice is passed into the kernel within a map or ta-
the bulk of the policy and control logic can re- ble containing one or more targets or segments.
side in user space and only the code actuallfeach map segment consists of a start sector and
required to effectively filter or redirect a block length and a target driver specific number of
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target driver parameters. Each map segmeritee, that is, loops within a device tree are not

identifies one or more target devices. Since alallowed.

sectors of a mapped device must be mapped,

there are no mapping holes in a mapped devicdt is strictly the responsibility of user space
components associated with each target driver

Device mapper io stacks are configured intO

bottom-up fashion. Target driver devices are

stacked by referencing a lower level mapped e discover the set of associated target de-
device as a target device of a higher level vices associated with each mapped device
mapped device. Since a single mapped device managed by that driver

may map to one or more target devices, each

of which may themselves be a mapped device, ® create the mapping tables containing this
a device mapper io stack may be more accu-  configuration information

rately viewed as an inverted device tree with a
single mapped device as the top or root node
of the inverted tree. The leaf nodes of the tree
are the only target devices which are not de- e possibly save this mapping information in
vice mapper managed devices. The root node persistent storage for later retrieval.

is only a mapped device. Every non-root, non-

leaf no.d.e is both a mapped anq target d_ewcerhe multipath path configurator fulfills this
The minimum device tree consists of a single

. . . role for the multipathing target driver. The
mapped device and a single target device. ﬁvm(8) dmraid(8) and dmsetup(8)

device tree need not be balanced as there m%)é)mmands perform these tasks for the logical

be device branches which are deeper than oth- .
: I , sof : h -
ers. The depth of the tree may be viewed as th\e/O ume management, software raid, and the de

: X ice encryption target drivers respectively.
tree branch which has the maximum number oy yp 9 P y

transitions from the root mapped device to leafjy/hile the device mapper registers with the ker-
node target device. There are no design limitte| a5 a block device driver, target drivers in
on either the depth or breadth of a device tree.i register callbacks with the device map-
er for initializing and terminating target de-

Although each target device at each level O{jice metadata; suspending and resuming io on
a device mapper tree is visible and accessiblg mapped device; filtering io dispatch and io
outside the scope of the device mapper framecompletion; and retrieving mapped device con-
work, concurrent open of a target device forfigyration and status information. The device
other purposes requiring its exclusive use suckhapper also provides key services, (e.g., io sus-
as is required for partition management anthensijon/resumption, bio cloning, and the prop-
file system mounting is prohibited. Target de-agation of io resource restrictions), for use by
vices are exclusively recognized or claimed byy|| target drivers to facilitate the flow of io dis-

a mapped device by being referenced as a tafatch and io completion events through the de-
get of a mapped device. That is, a target deyice mapper framework.

vice may only be used as a target of a single

mapped device. This restriction prohibits bothThe device mapper framework is itself a com-
the inclusion of the same target device withinponent driver within the outermogeneric_
multiple device trees and multiple references tanake_request  framework for block de-
the same target device within the same deviceices. The generic_make_request

e pass the mapping table information into
the kernel
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framework also provides for stacking block de-at the bottom may bear little relationship to the
vice filter drivers. Therefore, given this archi- single bio initially sent to a mapped device at
tecture, it should be at least architecturally posthe top. For bio completion, at each level of
sible to stack device mapper drivers both abovéhe device tree, the target driver managing the
and below multidisk drivers for the same targetset of target devices at that level consumes the
device. completion for each bio dispatched to one of its
devices, and passes up a single bio completion
The device mapper processes all read and writr the single bio dispatched to the mapped de-
block io requests which pass through the blockvice. This process repeats until the original bio
i0 subsystem’sgeneric_make_request submitted to the root mapped device is com-
and/orsubmit_bio interfaces and is directed pleted.
to a mapped device. Architectural symmetry
is achieved for io dispatch and io completionThe device mapper dispatches bios recursively
handling since io completion handling within from top (root node) to bottom (leaf node)
the device mapper framework is done in thethrough the tree of device mapper mapped and
inverse order of io dispatch. All read/write target devices in process context. Each level
bios are treated as asynchronous io within alPf recursion moves down one level of the de-
portions of the block io subsystem. This de-vice tree from the root mapped device to one
sign results in separate, asynchronous and irf2f more leaf target nodes. At each level, the
versely ordered code paths through both thé&levice mapper clones a single bio to one or
generic_make_request and the device More bios depending on target mapping infor-
mapper frameworks for both io dispatch andmation previously pushed into the kernel for
completion processing. A major impact of this€ach mapped device in the io stack since a
design is that it is not necessary to process ei0 is not permitted to span multiple map tar-
ther an io dispatch or completion either imme-gets/segments. Also at each level, each cloned

diately or in the same context in which they arebio is passed to the map callout of the target
first seen. driver managing a mapped device. The target

driver has the option of
Bio movement through a device mapper de-
vice tree may involve fan-out on bio dispatch 1 queuing the io internal to that driver to be
and fan-in on bio completion. As a bio is dis- serviced at a later time by that driver,
patched down the device tree at each mapped
device, one or more cloned copies of the bio 2. redirecting the io to one or more different
are created and sent to target devices. The same target devices and possibly a different sec-
process is repeated at each level of the device tor on each of those target devices, or
tree where a target device is also a mapped
device. Therefore, assuming a very wide and *-
deep device tree, a single bio dispatched to a
mapped device can branch out to spawn a prac-
tically unbounded number of bios to be sentBoth the first or third options stop the recursion
to a practically unbounded number of targetthrough the device tree and tlgeneric_
devices. Since bios are potentially coalescednake request framework for that matter.
at the device at the bottom of tlgeneric__ Otherwise, a bio being directed to the first tar-
make_request framework, the io request(s) get device which is not managed by the device
actually queued to one or more target devicesnapper causes the bio to exit the device mapper

returning an error status for the bio to the
device mapper.
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framework, although the bio continues recurs-mediately atop driver which services a block
ing through thegeneric_make_request request queue, for exampldev/sda
framework until the bottom device is reached.

_ _ ~ The multipath target receives configuration in-
The device mapper processes bio completiongmation for multipath mapped devices in the
recursively from a leaf device to the root form of messages sent from user space through
mapped device in soft interrupt context. At geyice mapper library interfaces. Each message
each level in a device tree, bio completions argg typed and may contain parameters in a po-
filtered by the device mapper as a result of redixtjgn dependent format according to message
recting the bio completion callback at that Ieveltype_ The information is transferred as a sin-
during bio dispatch. The device mapper caIIoui'g”e ASCII string which must be encoded by the

to the target driver responsible for servicing asender and decoded by the receiver.
mapped device is enabled by associating a tar-

g_et_lo structgre V\."th _the bl_prlvate_ field O.f aThe multipath target driver provides path
bio, also during bio dispatch. In this fashion, _ . . .

. o . failover and path load sharing. lo failure on one
each bio completion is serviced by the target . .
driver which dispatched the bio path to a device is captured and retried down an

P ' alternate path to the same device. Only after

The device mapper supports a variety OfaII paths to the same device have been tried and
push/pull interfaces to enhance communicatiorga.”?d 'S an 1o error actuglly returned to th? 10
across the system call boundary. Each of thes® |t|_ator. P?th load sharing enables the distri-
interfaces is accessed from user space via th gt'%r; ZL f(')cr)g-r?mtgnfsgmozztﬁ;?nthe;ime
device mapper library which currently issues v 'ng P NG policy.
ioctls to the device mapper character interface. _ N
The occurrence of target driver derived io re-Abstractions are utilized to represent key en-
lated events can be passed to user space via tH#€s. A multipath corresponds to a device.
device mapper event mechanism. Target driveft logical path to a device is represented by a
specific map contents and mapped device st@th. A path group provides a way to associate
tus can be pulled from the kernel using devicePaths to the same device which have similar at-
mapper messages. Typed messages and stafiutes. There may be multiple path groups
information are encoded as ASCII strings and@ssociated with the same device. A path selec-

decoded back to their original form accordingtor represents a path load sharing algorithm and
dictated by their type. can be viewed as an attribute of a path group.

Round robin based path selection amongst the
set of paths in the same path group is currently
the only available path selector. Storage sys-
tem specific behavior can be localized within a

multipath hardware handler.

A multipath target driver is a component driver

of the device mapper framework. Currently, theThe multipath target driver utilizes two sub-
multipath driver is position dependent within acomponent frameworks to enable both storage
stack of device mapper target drivers: it must besystem specific behavior and path selection al-
at the bottom of the stack. Furthermore, therggorithms to be localized in separate modules
may not be other filter drivers, (e.g., multidisk), which may be loaded and managed separately
stacked underneath it. It must be stacked imfrom the multipath target driver itself.

3.1.2 Multipath Target Driver
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3.1.3 Device Specific Module Each path group must be associated with a path
selector. A single round robin path selector ex-

- ists today.
A storage system specific component can be as-

sociated with each target device type and is re-

ferred to as a hardware handler or Device Spe3.2 User Modules

cific Module (DSM). A DSM allows for the

specification of kernel resident storage system

specific path group initialization, io completion Figure 3 outlines the architecture of the user-
filtering, and message handling. Path grougnode multipath tools. Multipath user space
initialization is used to utilize storage systemcomponents perform path discovery, path pol-
specific actions to activate the passive interfactey management and configuration, and path
of an active-passive storage system. Storag@ea“h testing. The multipath configurator is re-
system specific io completion filtering enablessPonsible for discovering the network topology
storage system specific error handling. Storagéor multipathed block devices and for updating

system specific message handling enables stdfernel resident multipath target driver config-
age System Specific Configuration_ uration and state information. The mUltlpath

daemon monitors the usability of paths both in
DSM type is specified by name in the multi- "'€Sponse to actual errors occurring in the kernel
path target driver map configuration string and@nd proactively via periodic path health test-
must refer to a DSM pre-loaded into the kerneliNg. Both components share path discovery
figuration string. A hardware context structuretNese services are implemented using an exten-
passed to each DSM enables a DSM to tracRible framework to facilitate multipath support
state associated with a particular device. for new block device types, block devices from

new vendors, and new models. The kpartx tool
Associating a DSM with a block device type creates mapped devices for partitions of multi-
is optional. The EMC CLARiion DSM is cur- Path managed block devices.
rently the only DSM.

3.2.1 Multipath Configurator

3.1.4 Path Selection Subsystem _ _ o
Path discovery involves determining the set of

routes from a host to a particular block device
A path selector enables the distribution of iowhich is configured for multipathing. Path dis-
amongst the set of paths in a single path groupcovery is implemented by scanning Sysfs look-

ing for block device names from a multipath
Path selector type is specified by name in theonfiguration file which designate block device
multipath target driver map configuration stringtypes eligible for multipathing. Each entry in
and must refer to a path selector pre-loadedsys/block corresponds to the gendisk for a dif-
into the kernel. A path selector may be passederent block device. As such, path discov-
paramters in the configuration string. The pathery is independent of whatever path transport
selector context structure enables a path selets used between host and device. Since de-
tor type to track state across multiple ios to thevices are assumed to have an identifier attribute
paths of a path group. which is unique in both time and space, the
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Figure 3: multipath tools architecture
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cumulative set of paths found from Sysfs arefailed paths to an active state and proactively
coalesced based on device UID. Configuratiorfailing active paths which fail a path test. Cur-
driven multipath attributes are setup for each ofently, while the default is to test all active and
these paths. failed paths for all devices every 5 seconds, this

interval can be changed via configuration direc-

The multipath configurator synchronizes pathijye jn the multipath configuration file. The cur-
configuration and path state information acros$ent non-optimized design could be enhanced

both user and kernel multipath components;q, yequce path testing overhead by
The current configuration path state is com-

pared with the path state pulled from the mul-
tipath target driver. Most discrepancies are
dealt with by pushing the current configuration
and state information into the multipath target e varying the periodic testing interval.

driver. This includes creating a new multipath

map for a newly discovered device; changingAn example of the former for SCSI block de-
the contents of an existing multipath map for avices is to

newly discovered path to a known device, for

a path to a known device which is no longer e associate across all devices those paths

e testing the physical transport components
instead of the logical ones

visible, and for configuration driven multipath which utilize common SCSl initiators and
attributes which may have changed; and forup-  targets and
dating the state of a path.

e for each test interval test only one path for
Configuration and state information are passed ~ €very unique combination of initiator and
between user and kernel space multipath com-  target.

ponents as position dependent information as a

single string. The entire map for a mapped deAn example of the latter is to vary the periodic
vice is transferred as a single string and must beest interval in relationship to the recent past
encoded before and decoded after the transferistory of the path or physical components, that

is, paths which fail often get tested more fre-
The multipath configurator can be invoked guently.

manually at any time or automatically in reac-

tion to a hotplug event generated for a configu-The multipath daemon learns of and reacts to

ration change for a block device type managedhanges in both the current block device con-

by the multipathing subsystem. Configurationfiguration and the kernel resident multipathing

changes involve either the creation of a newconfiguration. The addition of a new path or

path or removal of an existing path. the removal of an already existing path to an
already managed block device is detected over

a netlink socket as a uevent triggered callback
3.2.2 Multipath Daemon which adds or removes the path to or from
the set of paths which will be actively tested.

The multipath daemon actively tests paths andhanges to the kernel resident multipathing
reacts to changes in the multipath configura-State are detected as device-mapper generated
tion. event callbacks. Events of this kind invole

block io errors, path state change, and changes
Periodic path testing performed by the multi-in the highest priority path group for a mapped
path daemon is responsible for both restoringlevice.
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3.2.3 Multipath Framework mechanism can be utilized to provide the re-
quired service. Services which are invoked as

The multipath framework enables the use ofunctions must be integrated into the multipath
block device vendor specific algorithms for component libraries while those invoked as ex-
ecutables are not so restricted. Default options

. , . , provided for each service may also be overrid-
1. deriving a UID for identifying the physical e, iy the multipath configuration file.
device associated with a logical path
Since the service which derives a UID for a
multipath device is currently invoked from the
3. determining how to organize the logical multipath framework as an executable, the ser-
paths to the same device into separate setgjce may be, and in fact is now external to the
o o multipath software. All supported storage sys-
4. assigning a priority to each path tems (keep in mind they are all SCSI at the mo-
5. determining how to select the next pathMent) utilizescsi_id(8)  toderive a UID for
within the same path set a SQSI logical uplt. Almost all of these cases
obtain the UID directly from the Vendor Spec-
6. specifying any kernel resident device speified Identifier field of an extended SCSI in-
cific multipathing capabilities. quiry command using vital product page 0x83.
This is indeed the default option. Although

While the last two capabilities must be ker-SCSI_id s invoked as an executable today,
nel resident, the remaining user resident capa® SCSI_id  service library appears to be in-
bilities are invoked either as functions or ex-Plan, thereby allowing in-context UID genera-

ecutables. All but item four and item six are tion from this framework in the near future.

mandatory. A built-in table specifying each o .
of these capabilities for each supported blocllz.)alth h(_ea_lth testmg s invoked as a service func-
tion built into the libcheckers multipath library.

device vendor and type may, but need not be, - . o : .
overridden by configuration directives in a muI-WhIIe SCSI specific path testing functions al-

tipath configuration file. Block device vendor ready exist in this library based on reading sec-

and type are derived from attributes as.sociate&O rﬂ(]) rfthl]str:s'[ tht? defaultt)) and 'S.?.u'g% abTUE{,
with the Sysfs device file probed during devicePa™h healin lesting can be spectiied o be stor
discovery. Configuration file directives may age system specific but must be included within
also be used to configure these capabilities follleheCkerS'

a specific storage system instance.

2. testing the health of a logical path

The selection of how to divide up the paths to
the same device into groups is restricted to a set

A new storage system is plugged into this"'™ .
of five options:

user space multipath framework by specifying
a configuration table or configuration file en-
try for the storage system and providing any of
the necessary, but currently missing mechanism
needed to satisfy the six services mentioned
above for the storage system. The service selec-
tions are specified as string or integer constants. o group-by-priority
In some cases, the selection is made from a re-

stricted domain of options. In other cases anew e group-by-serial

o failover

e multibus
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e group-by-node-name. Path selectors and hardware contexts are spec-
ified by name and must refer to specific kernel
resident services. A path selector is mandatory

Failover, the default policy, implies one path and currently the only option is round-robin. A

per path group and can be used to disallow pathardware context is by definition storage sys-

load sharing while still providing path failover. tem specific. Selection of hardware context is

Multibus, by far the most commonly selectedoptional and only the EMC CLARIion storage

option, implies one path group for all paths andsystem currently utilizes a hardware context.

is used in most cases when access is symmetach may be passed parameters, specified as a

ric across all paths, e.g., active-active storageount followed by each parameter.

systems. Group-by-priority implies a group-

ing of paths with the same priority. This op-

tion is currently used only by the active-passive

EMC CLARiion storage array and provides the3 2.4  Kpartx

capability to assign a higher priority to paths

connecting to the portion of the storage sys-

tem which has previously been assigned to bghe kpartx utility creates device-mapper

the default owner of the SCSI logical unit. mapped devices for the partitions of multipath

Group-by-serial implies a grouping based onmanaged block devices. Doing so allows a

the Vendor Specified Identifier returned by aplock device partition to be managed within

VPD page 0x80 extended SCSI inquiry com-the device mapper framework as would be

mand. This is a good way to group paths for anany whole device. This is accomplished by

active-passive storage system based on whicfeading and parsing a target device’s partition

paths are currently connected to the active portable and setting up the device-mapper table

tion of the storage system for the SCSI logicalkor the mapped device from the start address

unit. Group-by-node-name currently implies aand length fields of the paritition table entry

grouping by by SCSI target. for the partition in question. Kpartx uses the
same devmapper library interfaces as does the

Paths to the same device can be assigne@ultipath configurator in order to create and
priorities in Order to bOth enable the group'initianze the mapped device.

by-priority path grouping policy and to af-
fect path load sharing. Path group priority
is a summation of the priority for each ac-
tive path in the group. An io is always di-

rected to a path in the highest priority path4 |nteraction Amongst Key Kerne'

group. Theget_priority service is cur-
rently invoked as an executable. The de- and User Components

fault option is to not assign a priority to any

path, which leads to all path groups being

treated equally. Thep_balance_paths The interaction between key user and kernel
executable assigns path priority in order to atmultipath components will be examined while
tempt to balance path usage for all multipathconsidering several use cases. Device and
devices across the SCSI targets to the samgath configuration will be considered first. lo
storage system. Several storage system specifscheduling and io failover will then be exam-
path priority services are also provided. ined in detalil.
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4.1 Block Device and Path Discovery configuration and state information is pushed
into the multipath target driver one device at a

time. Several use cases are enumerated below.

Device discovery consists of obtaining infor-
mation about both the current and previous
multipath device configurations, resolving any
differences, and pushing the resultant updates
into the multipath target driver. While these
tasks are primarily the responsibility of the
multipath configurator, many of the device dis-
covery services are in fact shared with the mul-
tipath daemon.

The device discovery process utilizes the com-
mon services of the user space multipath frame-
work. Framework components to identify,
test, and prioritize paths are selected from pre-
established table or config driven policy options
based on device attributes obtained from prob-
ing the device’s Sysfs device file.

The discovery of the current configuration is

e A new mapped device is created for a mul-

tipath managed device from the new con-
figuration which does not exist in the old
configuration.

The contents of an existing multipath map
are updated for a newly discovered path
to a known device, for a path to a known
device which is no longer visible and

for multipath attributes which may have

changed. Examples of multipath attributes
which can initiate an update of the kernel
multipath device configuration are enu-
merated below.

— device size
— hardware handler

done by probing block device nodes created — path selector
in Sysfs. A block device node is created by
udev in reaction to a hotplug event generated
when a block device’s request queue is regis- number of path groups

tered with the kernel's block subsystem. Each — assignment of paths to path groups
device node corresponds to a logical path to a
block device since no kernel resident compo-
nent other than the multipath target driver is
multipath cognizant.

multipath feature parameters

— highest priority path group

e Path state is updated based on path testing
done during device discovery.

The set of paths for the current configuration _ _ o _
are coalesced amongst the set of multipatfonfiguration updates to an existing multipath
managed block devices. Current path and demapped device involve the suspension and sub-

vice configuration attributes are retrieved con-sequent resumption of io around the complete
figuration file and/or table entries. replacement of the mapped device’s device-

mapper map. lo suspension both blocks all new
The previous device configuration stored in theio to the mapped device and flushes all io from
collective set of multipath mapped device mapshe mapped device’s device tree. Path state up-
is pulled from the multipath target driver using dates are done without requiring map replace-
target driver specific message ioctls issued bynent.

the device-mapper library.
Hotplug initiated invocation of the multipath

Discrepancies between the old and new deviceonfigurator leads to semi-automated multipath
configuration are settled and the updated deviceesponse to post-boot time changes in the block
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device configuration. For SCSI target devicescount of optional path selection policy param-

a hotplug event is generated for a SCSI targegters, and the actually path selection policy pa-

device when the device’s gendisk is registeredameters if the count value is not zero. As is

after the host attach of a SCSI logical unit andthe case for all device mapper map contents

unregistered after the host detach of a SCSI logpassed between user and kernel space, the col-

ical unit. lective contents is encoded and passed as a sin-
gle string, and decoded on the other side ac-

. cording to its position dependent context.

4.2 1o Scheduling

Path group membership and path selection in-

formation is pushed into the kernel both when a

multipath target devices for the same multi-Multipath mapped device is first discovered and
path mapped device is controlled by both gconfigured and later when the multipath config-
path grouping policy and a path selection po|_urat0r detects that any of this information has
icy. While both path group membership angchanged. Both cases involve pushing the infor-

path selection policy assignment tasks are permat'o_n into the multipath target driver within
formed in user space, actual io scheduling i€ device mapper map or table. The latter case
implemented via kernel resident mechanism. /S0 involves suspending and resuming io to the
mapped device during the time the map is up-
Paths to the same device can be separated infited.
path groups, where all paths in the same group
have similar path attributes. Both the numberPath group and path state are also pushed into
of path groups and path membership within dﬂhe kernel by the multipath configurator inde-
group are controlled by the multipath configu-pendently of a multipath mapped device’s map.
rator based on one of five possible path groupA path’s state can be either active or failed. lo
ing policies. Each path grouping policy usesis only directed by the multipath target driver
different means to assign a path to a path grouf® @ path with an active path state. Currently
in order to model the different behavior in the @ path’s state is set to failed either by the mul-
physical configuration. Each path is assignedipath target driver after a single io failure on
a priority via a designated path priority callout. the path or by the multipath configurator after
Path group priority is the summation of the patha path test failure. A path’s state is restored
priorities for each path in the group. Each patito active only in user space after a multipath
group is assigned a path selection policy gov.COﬂfigUI'atOI' initiated path test succeeds for that

erning the selection of the next path to use whefath. A path group can be placed into bypass
scheduling io to a path within that group. mode, removed from bypass mode, or made the

highest priority path group for a mapped de-
Path group membership and path selection invice. When searching for the next path group to
formation are pushed into the kernel where it isuse when there are no active paths in the highest
then utilized by multipath kernel resident com- priority path group, unless a new path group has
ponents to schedule each bio on one of mulbeen designated as the highest priority group,
tipath paths. This information consists of theall path groups are searched. Otherwise, path
number of path groups, the highest priority pathgroups in bypass mode are first skipped over
group, the path membership for each groumnd selected only if there are no path groups
(target devices specified lev_t ), the name for the mapped device which are not in bypass
of the path selection policy for each group, amode.

The scheduling of bios amongst the multiple
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The path selection policy name must refer toDue to architectural restrictions and the rela-
an already kernel resident path selection policyively (compared with physical drivers) high
module. Path selection policy modules registepositioning of the multipath target driver in the
half dozen callbacks with the multipath targetblock io stack, it is difficult to implement path
driver’s path selection framework, the most im-selection policies which take into account the
portant of which is invoked in the dispatch pathstate of shared physical path resources without
of a bio by the multipath target driver to selectimplementing significant new kernel resident
the next path to use for the bio. mechanism. Path selection policies are limited
in scope to the path members of a particular
lo scheduling triggered during the multipath path group for a particular multipath mapped
target driver's bio dispatch callout from the geyice. This multipath architectural restriction
device mapper framework consists of first seyggether with the difficulty in tracking resource
lecting a path group for the mapped device inytjjization for physical path resources from a
question, then selecting the active path to usg|ock level filter driver makes it difficult to im-
within that group, followed by redirecting the plement path selection policies which could at-
bio to the selected path. A cached value of thgempt to minimize the depth of target device re-
path group to use is saved with each multipathyyest queues or the utilization of SCSI initia-
mapped device in order to avoid its recalculayors, path selectors tracking physical resources
tion for each bio redirection to that device. Thispossibly shared amongst multiple hosts, (e.g.,

cached value is initially set from to the highestgcg targets), face even more difficulties.
priority path group and is recalculated if either

o the hlghest_ priority path group for a The path selection algorithms are also impacted
mapped device is changed from user space_ ! ; n
or architecturally by being positioned above the

point at the bottom of the block io layer where

e the highest priority path group is put into bios are coalesced into io requests. To help
bypassed mode either from kernel or usedeal with this impact, path reselection within
space multipathing components. a priority group is done only for every n bios,

where n is a configurable repeat count value as-

A cached value of the path to use within the;ociated with each use of a path selection pol-

highest priority group is recalculated by invok- icy for a priority group. Currently the repeat

ing the path selection callout of a path selectiorPOUNt V?"‘!e Is set to 1000 for all cases in or-
policy whenever der to limit the adverse throughput effects of

dispersing bios amongst multiple paths to the

i ) same device, thereby negating the ability of the

°a cgnftl)gurablzinumk()jer thb'os have alr;block io layer to coalesce these bios into larger
ready been redirected on the current path,, requests submitted to the request queue of

e afailure occurs on the current path, bottom level target devices.

e any other path gets restored to a usable

state, or . . . :
A single round-robin path selection policy ex-

¢ the highest priority path group is changedists today. This policy selects the least recently
via either of the two methods discussedused active path in the current path group for
earlier. the particular mapped device.
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4.3 lo Failover failure. The path can be put into a failed state or
left unaffected. The path group can be placed
into a bypassed state or left unaffected. The

While actual failover of io to alternate paths is bio can be queued for retry internally within

'E)rilrrg(;r?/;dcg]nftihirzet)ir(;]rfgn%atglifglki)r:/f?)rrr:qsa;gz-the multipath target driver or failed. The ac-
g Policy tions on the path, the path group, and the bio

ﬁgi‘ig;?;gg rﬁirlgglatrﬂ lilgfnaggn(;?]r;ponentsare independent of each other. A failed path is

unusable until restored to a usable state from
While the multipath target driver filters both the user space multipath configurator. A by-
io dispatch and completion for all bios sent toPassed path group is skipped over when search-
a multipath mapped device, io failover is trig- ing for a usable path, unless there are no usable
gered when an error is detected while filteringP@ths found in other non-bypassed path groups.
io completion. An understanding of the errorA failed bio leads to the failure of all parent
handling taking place underneath the muItipatH:Ioned bios at higher levels in the device tree.
target driver is useful at this point. Assuming _ _ _ _

SCSI target devices as leaf nodes of the devick® retry is done exclusively in a dedicated mul-
mapper device tree, the SCSI mid-layer fol-tipath worker thread context. Using a worker
lowed by the SCSI disk class driver each parséread context allows for blocking in the code
the result field of thescsi_cmd  structure set Path of an io retry which requires a path
by the SCSI LLDD. While parsing by the SCS| 9roup initializgtion or which gets dispgtched
mid-layer and class driver filter code filter out Pack togeneric_make_request  —either
some error states as being benign, all othePf Which may block. This is necessary since
cases lead to failing all bios associated with thdn€ bio completion code path through the de-
io request corresponding to the SCSI commandice mapper is usually done within a soft in-
with -EIO. For those SCSI errors which pro- [€rrupt context. Using a dedicated multipath
vide sense information, SCSI sense key, Addiworker thread avoids delaying the servicing of
tional Sense Code (ASC), and Additional Senséon-multipath related work queue requests as
Code Qualifier (ASCQ) byte values are set inwould occur by using the kernel’s default work
the bi_error  field of each bio. The -EIOQ, du€ue.

SCSI sense key, ASC, and ASCQ are propa- . _ .

gated to all parent cloned bios and are availablé Scheduling for path failover follows basically
for access by the any target driver managing tarthe same path selection algorithm as that for an

get devices as the bio completions recurse backitial io dispatch which has exhausted its path
up to the top of the device tree. repeat count and must select an alternate path.

The path selector for the current path group se-
lo failures are first seen as a non-zero error staects the best alternative path within that path
tus, (i.e., -EIO), in the error parameter passed tgroup. If none are available, the next highest
the multipath target driver’s io completion fil- priority path group is made current and its path
ter. This filter is called as a callout from the selector selects the best available path. This al-
device mapper’s bio completion callback assogorithm iterates until all paths of all path groups
ciated with the leaf node bios. Assuming onehave been tried.
exists, all io failures are first parsed by the stor-
age system’s hardware context’s error handleiThe device mapper's kernel resident event
Error parsing drives what happens next for themechanism enables user space applications to
path, path group, and bio associated with the ialetermine when io related events occur in the
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kernel for a mapped device. Events are genetimits on either the amount of bios which may
ated by the target driver managing a particulabe queued in this manner nor on the amount
mapped device. The event mechanism is aosf time which these bios remain queued. Fur-
cessed via a synchronous device mapper librarthermore, there is no congestion control mech-
interface which blocks a thread in the kernel inanism which will limit the number of bios actu-
order to wait for an event associated with a parally sent to any device. These facts can lead
ticular mapped device. Only the event occurto a significant amount of dirty pages being
rence is passed to user space. No other attributgranded in the page cache thereby setting the
information of the event is communicated. stage for potential system deadlock if memory

) resources must be dynamically allocated from
The occurrence of a path failure event (alongpe kernel heap anywhere in the code path of

with path reinstatement and a change in thggjnstating either the map or a usable path for
highest priority path group) is communicated;,o mapped device.

from the multipath target driver to the multipath

daemon via this event mechanism. A separate

multipath daemon thread is allocated to wait for

all multipath events associated with each mul5  Future Enhancements

tipath mapped device. The detection of any

multipath event causes the multipath daemon to

rediscover its path configuration and synchro-This section enumerates some possible en-
nize its path configuration, path state, and patfiancements to the multipath implementation.
group state information with the multipath tar-

get driver’s view of the same. ) , ,
5.1 Persistent Device Naming

A previously failed path is restored to an active

state only as a result of passing a periodically , L
issued path health test issued by the multipattl € Cryptic name used for the device file as-
daemon for all paths, failed or active. This pathSociated with a device mapper mapped de-

state transition is currently enacted by the mulVice IS often renamed by a user space compo-
tipath daemon invoking the multipath configu- nent associated with the device mapper target
rator as an executable. driver managing the mapped device. The mul-

tipathing subsystem sets up udev configuration
A io failure is visible above the multipathing directives to automatically rename this name
mapped device only when all paths to the sam&hen a device mapper device file is first cre-
device have been tried once. Even then, it imted. The dm-<minor #> name is changed to
possible to configure a mapped device to queuthe ASCII representation of the hexi-decimal
for an indefinite amount of time such bios on avalues for each 4-bit nibble of the device’s UID
gueue specific to the multipath mapped deviceutilized by multipath. Yet, the resultant multi-
This feature is useful for those storage systempath device names are still cryptic, unwieldly,
which can possibly enter a transient all-pathsand their use is prone to error. Although an
down state which must be ridden through byalias name may be linked to each multipath de-
the multipath software. These bios will remainvice, the setup requires manipulcation of the
where they are until the mapped device is susmultipath configuration file for each device.
pended, possibly done when the mapped deFhe automated management of multipath alias
vice’'s map is updated, or when a previouslynames by both udev and multipath components
failed path is reinstated. There are no practicabeems a reasonable next step.
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It should be noted that the Persistent Storage 3. A more radical change would be to inte-
Device Naming specification from the Stor- greate the device-mappers event mecha-
age Networking SIG of OSDL is attempting to nism with the kernel's kobject subsystem.
achieve consistent naming across all block de-  Events could be send as uevents to be re-
vices. ceived over alF_NETLINK socket.

5.2 Event Mechanism 5.3 Monitoring of io via lostat(1)

The device mapper’s event mechanism enablg3lock io to device mapper mapped devices can-
user space applications to determine when i@0t currently be monitored vi#gstat(1)

related events occur in the kernel for a mapped' /proc/diskstats . Although an io to
device. Events are generated by the target mapped device is tracked on the actual tar-
driver managing a particular mapped device9et device(s) at the bottom of tiygeneric_

The event mechanism is currently accessed vigake_request  device tree, io statistics are
a synchronous device mapper library interfaceot tracked for any device mapper mapped de-
which blocks a thread in the kernel in order toVices positioned within the device tree.

wait for an event associated with a particular

mapped device. Only the event occurrence iéo statistics should be tracked for each device

passed back to user space. No other attribut&'@Pper m‘%‘ppe‘?' device positioned on an 10
information of the event is communicated. stack. Multipathing must account for possibly
multiple io failures and subsequent io retry.

Potential enhancements to the device mapper
event mechanism are enumerated below. 5.4 10 Load Sharing

1. Associating attributes with an event andAdditionaI path selectors will be implemented.

providinglan interface for commynjcating These will likely include state based ones
these attr_lbutes to user space will 'MPIOVE, hich select a path based on the minimum
the effectiveness of the event mechanism

: : ) - humber of outstanding bios or minimum round
Possible atiributes for multipath events In'trip latency. While the domain for this criteria
Cll.Jde (1) the cause of the event, (e.g., pat is likely a path group for one mapped device, it
fallure.or other)., (2) error or status in- may be worth looking sharing io load across ac-
formation associated with the event, (e.qg.

| physical .g. | initi
SCSI sense key/ASC/ASCQ for a SCS| er- U Physical components, (e.g., SCS initiator
o or target), instead.
ror), and (3) an indication of the target de-

vice on which the error occurred.

o ) ) 5.5 Protocol Agnostic Multipathing
2. Providing a multi-event wait synchronous

interface similar to select(2) or poll(2) will

significantly reduce the thread and mem-Achieving protocol agnostic multipathing will
ory resources required to use the eventequire the removal of some SCSI specific
mechanism. This enhancement will allow affinity in the kernel, (e.g., SCSI-specific error
a single user thread to wait on events forinformation in the bio), and user, (e.g., path dis-
multiple mapped devices. covery), multipath components.
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5.6 Scalable Path Testing equivalent paths between the host and each tar-
get. Assume also there is no penalty for switch-
ing paths. In this case, the multipath module

Proactive path testing could be enhanced t@uants to spread 10 evenly across the four paths.

support multiple path testing policies and newror each 10, it may choose a path based on
policies created which provide improved re-which path is most lightly loaded.

source scalability and improve the predictabil-

ity of path failures. Path testing could empha-With the current placement of the elevator then,
size the testing of the physical components utidlO requests for a given target tend to be spread
lized by paths instead of simply exhaustivelyevenly across each of the four paths to that tar-
testing every logical path. For example, theget. This reduces the chances for request sort-
availability through Sysfs of path transport spe-ing and merging.

cific attributes for SCSI paths could will make

|t easier to group paths Wh|Ch utilize Commonlf an elevatOI‘ were placed in the IO StaCk above
physical components. Additionally, the fre- the multipath layer, the 1O requests coming
guency of path testing can be based on the rénto the mUItlpath would already be sorted and

cent reliability of a path, that is, frequently and merged. 10 requests on each path would at least
recenﬂy failed paths are more often. have been merged. When 10 requests on differ-

ent paths reach their common target, the 10’s
will may nolonger be in perfect sorted order.
But they will tend to be near each other. This

6 Architectural Issues should reduce seeking at the target.

At this point, there doesn’'t seem to be any
This section describes several critical architecadvantage to retaining the elevator above the
tural issues. device driver, on each path in the multi-
path. Aside from the additional overhead
(more memory occupied by the queue, more
6.1 Elevator Function Location plug/unplug delay, additional cpu cycles) there
doesn’t seem to be any harm from invoking the
elevator at this level either. So it may be sat-

The linux block layer performs the sorting andisfactory to just allow multiple elevators in the
merging of 10 requests (elevator modules) iNO stack.

a layer just above the device driver. The dm

device mapper supports the modular stackingRegarding other device mapper targets, it is not

of multipath and RAID functionality above this yet clear whether software RAID would benefit

layer. from having elevators higher in the 10 stack, in-
terspersed between RAID levels. So, it maybe

At least for the device mapper multipath mod-pe sufficient to just adapt the multipath layer to

ule, itis desirable to either relocate the elevatoincorporate an elevator interface.

functionality to a layer above the device map-

per in the 10 stack, or at least to add an elevatoFurther investigation is needed to determine

at that level. what elevator algorithms are best for multi-
path. At first glance, the Anticipatory sched-

An example of this need can be seen with auler seems inappropriate. It's less clear how

multipath configuration where there are fourthe deadline scheduler of CFQ scheduler would
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perform in conjunction with multipath. Con- whose transfer has failed on every path to its
sideration should be given to whether a new IGdevice. Yet, the use of this configuration direc-
scheduler type could produce benefits to multitive can result in the queuing of an indefinite
path 10 performance. number of bios each for an indefinite period of
time when there are no usable paths to a de-
vice. When coincident with a period of heavy
asynchronous write-behind in the page cache,

this can lead to lots of dirty page cache pages

There are scenarios where all paths to a10giCgr the duration of the transient all paths down
unit on a SCSI storage system will appear to b%eriod.

failed for a transient period of time. One such
expected and transient all paths down use cas&nce memory congestion states like this can-
involves an application transparent upgrade ohot be detected accurately, the kernel and user
the micro-code of a SCSI storage system. Dureode paths involved with restoring a path to
ing this operation, it is expected that for a rea-a device must not ever execute code which
sonably short period of time likely bounded by could result in blocking while an io is issued to

a few minutes, all paths to a logical unit on thethis device. A blockable (i.e., GFP_WAIT)
storage system in question will appear to a hostnemory allocation request in this code path
to be failed. It is expected that a multipathingcould block for write-out of dirty pages to this
product will be capable of riding through this device from the synchronous page reclaim al-
scenario without failing ios back to applica- gorithm of __alloc_pages . Any modifica-
tions. It is expected that the multipathing soft-tion to file system metadata or data could block
ware will both detect when one or more of theflushing modified pages to this device. Any of
paths to such a device become physically usthese actions have the potential of deadlocking
able again, do what it takes to make the pathshe multipathing software.

usable, and retry ios which failed during the all
paths down time period.

6.2 Memory Pressure

These requirements are difficult to satisfy for
multipathing software since user space inter-
If this period coincides with a period of ex- vention is required to restore a path to a usable
treme physical memory congestion it must stillstate. These requirements apply to all user and
be possible for multipath components to enabldernel space multipathing code (and code in-
the use of these paths as they become physioked by this code) which is involved in testing
cally usable. While a kernel resident congesa path and restoring it to a usable state. This
tion control mechanism based on block requesprecludes the use of fork, clone, or exec in the
allocation exists to ward off the over commit- user portion of this code path. Path testing ini-
tal of page cache memory to any one targetiated from user space and performed via ioctl
device, there are no congestion control mechentry to the block scsi ioctl code must also con-
anisms that take into account either the use oform to these requirements.

multiple target devices for the same mapped de- _ )
vice or the internal queuing of bios within de- 1€ Pre-allocation of memory resources in or-
vice mapper target drivers. der to make progress for a single device at a

time is a common solution to this problem.
The multipath configuration for several stor- This approach may require special case code
age systems must include the multipath featuréor tasks such as the kernel resident path test-
gueue_if no_path in order to not imme- ing. Furthermore, in addition to being “locked
diately return to an application an io requestto core,” the user space components must only



invoke system calls and library functions which
also abide by these requirements. Possibly
combining these approaches with a bit of con-
gestion control applied against bios (to account
for the ones internally queued in device-mapper
target drivers) instead of or in addition to block
io requests and/or a mechanism for timing out
bios queued within the multipath target driver
as a result of thgueue_if_no_path mul-
tipath feature is a reasonable starting point.

7 Conclusion

This paper has analyzed both architecture and
design of the block device multipathing indige-
nous to linux. Several architectural issues and
potential enhancements have been discussed.

The multipathing architecture described in this
paper is actually implemented in several linux
distributions to be released around the time this
paper is being written. For example, SuSE
SLES 9 service pack 2 and Red Hat AS 4 up-
date 1 each support Linux multipathing. Fur-
thermore, several enhancements described in
this paper are actively being pursued.

Please referencehttp://christophe.
varoqui.free.fr and http:
/[sources.redhat.com/dm for the
most up-to-date development versions of the
user- and kernel-space resident multipathing
software respectively. The first web site listed
also provides a detailed description of the
syntax for a multipathing device-mapper map.
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Abstract important consideration for the success of a so-

lution has been the reliability and ease of use.

. Kdump is a crash dumping solution that pro-
_Kdump 'S a_kexec t_)ase_d ke'f”e' crash dumpi/ides a very reliable dump generation and cap-
ing mechanism, which is being perceived a

. : . . Sturing mechanism [01]. It is simple, easy to
a reliable crash dumping solution for Linfx configure and provides a great deal of flexibility

This paper begins with brief description ofwhati terms of dump device selection, dump saving

kexec is and what it can do in general case, an : L e i
then details how kexec has been modified to‘rirlechanlsm, and plugging-in filtering mecha

: ism.
boot a new kernel even in a system crash event.

K bles booting i K | whil The idea of kdump has been around for
exec enables booting into a new kernel w Iequite some time now, and initial patches for

preserving the memory contents in a crash Scek'dump implementation were posted to the

nharii, an? kdurrr:% Uses th:’ fgat;Jre to Capltur?inux kernel mailing list last year [03]. Since
the kernel crash dump. Physica MEMOTY 18Y%hen, kdump has undergone significant design
out and processor state are encoded in ELF Cor@hanges to ensure improved reliability, en-

format, and these headers are stored in a I'Hanced ease of use and cleaner interfaces. This

served section of memory. Upon a crash, nev¥)aper starts with an overview of the kdump de-

kernel boots up from reserved memory and proéign and development history. Then the limi-

vides a platform to retrieve stored ELF header%ations of existing designs are highlighted and

and capture the crash_dump. Also detailed arg. i paper goes on to detail the new design and
ELF core header creation, dump capture meChénhancements

anism, and how to configure and use the kdump

feature. Section 2 provides background of kexec and

kdump development. Details regarding how

kexec has been enhanced to boot-into a new
kernel in panic events are covered in section 3.
Section 4 details the new kdump design. De-

tails about how to configure and use this mech-
Various crash dumping solutions have beeranism are captured in Section 5. Briefly dis-

evolving over a period of time for Linux and cussed are advantages and limitations of this
other UNIX® like operating systems. All so- approach in section 6. A concise description

lutions have their pros and cons, but the mosof current status of project and TODOs are in-

1 Introduction
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cluded in Section 7. 2.2 A Brief History of Kdump Develop-
ment

The core design principle behind this approach
2 Background is that dump is captured with the help of a cus-

tom built kernel that runs with a small amount

of memory. This custom built kernel is called

. , . . re kernel and i in n -
This section provides an overview of the kexeccaptu e kernel and is booted into upon a sys

. : . . tem crash event without clearing crashed ker-
and original kdump design philosophy and im-
plementation approach. It also brings forward
the design deficiencies of kdump approach S(E
far, and highlights the requirements that justi-
fied kexec and kdump design enhancements.

nel’s memory. Here onwards, for discussion

urposes, crashing kernel is referred to as first
ernel and the kernel which captures the dump
after a system crash is called capture kernel.

While capture kernel boots, first kernel’s mem-

ory is not overwritten except for the small
2.1 Kexec amount of memory used by new kernel for its
execution. Kdump used this feature of kexec
and added hooks in kexec code to boot into a
capture kernel in a panic event without stomp-

Kexec is a kernel-to-kernel boot-loader [07],. )
ing crashed kernel's memory.

which provides the functionality to boot into

a new kerel, over a repoot, without gOingCapture kernel used the first 16 MB of memory
through the BIOS. Essentially, kexec pre-loadsifor booting and this region of memory needed

-'?o be preserved before booting into capture ker-

the new kernel and stores the kernel image i
RAM. Memory required to store the new kernel nel. Kdump added the functionality to copy the

image need not be contiguous and kexec keeps, iants of the first 16 MB to a reserved mem-
z track of réage?] where tr;ew kernel |m§gke hagy area called backup region. Memory for the
een stored. When a reboot is initiated, Kexegyy .\, region was reserved during the first ker-
copies the new kernel image to de_stlnatlon Io'nel’s boot time, and location and size of the
cation frorré w?tere the new kernel is SuIDIC)Osélecbackup region was specified using kernel con-
LO run, an fa eL executlr:g S(r)]me set;p CC: eﬁg options. Kdump also copied over the CPU
exec transfers the control to the new kernel. register states to an area immediately after the

backup region during a crash event [03].
Kexec functionality is constituted of mainly

two components; kernel space [08] and useAfter the crash event, the system is unstable
space [02]. Kernel space component impleand usual device shutdown methods can not be
ments a new system cakexec_load() relied upon, hence, devices are not shutdown
which facilitates pre-loading of new kernel. after a crash. This essentially means that any
User space component, here onwards calledngoing DMAs at the time of crash are not
kexec tools, parses the new kernel image, prestopped. In the above approach, the capture
pares the appropriate parameter segment, arkgrnel was booting from the same memory lo-
setup code segment and passes the this datadation as the first kernel (1 MB) and used first
the running kernel through newly implemented16 MB to boot, hence, it was prone to cor-
system call for further processing. ruption due to any on-going DMA in that re-
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gion. An idea was proposed and a prototype 1. In the design above, kexec pre-loads the

patch was provided for booting the capture ker-
nel from a reserved region of memory instead
of a default location. This reduced the chances
of corruption of the capture kernel due to on-

going DMA [04] [05]. Kdump’s design was up-

dated to accommodate this change and now the

capture kernel booted from reserved location.
This reserved region was still being determined
by kernel config options [06].

Despite the fact that the capture kernel was
booting from a reserved region of memory, it
needed first 640 KB of memory to boot for
SMP configurations. This memory was re-
quired to retrieve configuration data like the
MP configuration table saved by BIOS while
booting the first kernel. It was also required to
place the trampoline code needed to kick-start
application processors in the system. Kdump

reserved 640 KB of memory (backup region) 3.

immediately after the reserved region, and pre-
served the first 640 KB of memory contents by

copying it to a backup region just before trans-

ferring control to capture kernel. CPU register

states were being stored immediately after the
backup region [06].

After booting, capture kernel retrieved the

saved register states and backup region con-

tents, and made available the old kernel’s dump
image through two kernel interfaces. The
first one was through thiroc/vmcore  in-

terface, which exported the dump image in 4.

ELF core format, and other one being the
/dev/ioldmem , which provided a linear raw
view of memory.

2.3 Need for Design Enhancement

Following are some of the key limitations of

the above approach that triggered the design en-

hancement of kdump.

capture kernel wherever it can manage to
grab a page frame. At the time of crash,

the capture kernel image is copied to the
destination location and control is trans-

ferred to the new kernel. Given the fact

that the capture kernel runs from a re-

served area of memory, it can be loaded
there directly and extra copying of kernel

can be avoided. In general terms, kexec
can be enhanced to provide a fast reboot
path to handle booting into a new kernel

in crash events also.

. Capture kernel and the associated data is

pre-loaded and stored in the kernel mem-
ory, but there is no way to detect any data
corruption due to faulty kernel program-
ming.

During the first kernel boot, kdump re-
serves a chunk of memory for booting the
capture kernel. The location of this region
is determined during kernel compilation
time with the help of config options. De-
termining the location of reserved region
through config options is a little cumber-
some. It brings in hard-coding in many
places, at the same time it is static in na-
ture and a user has to compile the kernel
again if he decides to change the location
of reserved region.

Capture kernel has to boot into a lim-
ited amount of memory, and to achieve
this, the capture kernel is booted with
user defined memory map with the help of
memmap=exactmap command line op-
tions. User has to provide this user de-
fined memory map while pre-loading the
capture kernel and need to be explicitly
aware of memory region reserved for cap-
ture kernel. This process can be automated
by kexec tools and these details can be
made opaque to the user.
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5. When the capture kernel boots up, it needsel’'s memory location (1 MB). However, cur-
to determine the location of the backup re-rently only a vmlinux image can be used as a
gion to access the crashed kernel's backedzapture kernel. A bzimage can not be used as
up memory contents. Capture kernel re-capture kernel because even if it is compiled
ceives this information through hard codedto run from a reserved location, it always first
config options. It also retrieves the savedioads at 1 MB and later it relocates itself to
register states assuming these to be storetthe memory location it was compiled to run
immediately after the backup region andfrom. This essentially means that loading bz-
this introduces another level of hard- Image shall overwrite the first kernel’'s memory
coding. contents at 1 MB location and that is not the

In this approach, the capture kernel isd€sired behavior.

explicitly aware of the presence of the From here on out the discussion is limited to

chkup region, which can b? done aWayie loading of a vmlinux image for i386 plat-
with.  In general, there is no stan-

dard format for the exchange of infor- form. Details regarding loading of other kind

. . of images is outside the scope of this paper.
mation between two kernels which essen- 9 P bap

tially makes two kernel dependent on each
other, and it might now allow kernel skew 3.1 Capture Kernel Space Reservation
between the first kernel and the capture

kernel as kernel development progresses. . . i
P prog On 386, the default location a kernel runs from

6. The /proc/vmcore implementation is 1 MB. The capture kernel is compiled and
does not support discontiguous memorylinked to run from a non default location like 16
systems and assumes memory is contiguMB. The first kernel needs to reserve a chunk
ous, hence exports only one ELF programof memory where the capture kernel and as-
header for the whole of the memory. sociated data can be pre-loaded. Capture ker-

nel will directly run from this reserved mem-
ory location. This space reservation is done
) with the help of crashkernel=X@Y boot
3 Kexec On Panic time parameter to first kernel, whekeis the
the amount of memory to be reserved and

Initially, kexec was designed to allow booting indicates the location where reserved memory

a new kernel from a sane kernel over a rebootS€ction starts.

Emergence of kdump called for kexec to allow

booting a new kernel even_in a crash scenario3 2  pre-loading the Capture Kernel
Kexec has now been modified to handle system

crash events, and it provides a separate reboot _
path to a new kernel in panic situations. Capture kernel and associated data are pre-

loaded in the reserved region of memory.
Kexec as a boot-loader supports loading of varKexec tools parses the capture kernel image
ious kinds of images for a particular platform. and loads it in reserved region of memory us-
For i386, vmlinux, bzImage, and multiboot im- ing kexec_load()  system call. Kexec tools
ages can be loaded. Capture kernel is compilethanage a contiguous chunk of data belonging
to load and run from a reserved memory loca+to the same group in the form of segment. For
tion which does not overlap with the first ker- example, bzimage code is considered as one
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segment, parameter block is treated as anoth&3 Post Crash Processing
segment and so on. Kexec tools parses the cap-

ture kernel image and prepares a list of seg- -
ments and passes the list to kernel. This |isppon a crash, kexec performs a minimum ma-
basically conveys the information like location chine shutdown procedure and then jumps to

of various data blocks in user space and Wherg]e purgatory  code. During machine shut-

these blocks have to be loaded in reserved re-;)r\]Nn’ crashing (iPLrJ] Istetr;]ds tha NMI |P|§ _to
gion of memorykexec_load()  system call OINEr processors 1o halt them. L/pon receiving

does the verification on destination location ofNMl’ the processor saves the register state, dis-

a segments and copies the segment data fro?ﬁtles tthe Igcal tr'? PI(Ehan(ng(l)Jes Into E.alt Sct:itS'
user space to kernel space. Capture kernel er stopping the other S, crashing

directly loaded into the memory where it is Sup_(?lsables its local APIC, disables IOAPIC, and

posed to run from and no extra copying of cap-saveS Its register states.

ture kernel is required. CPU register states are saved in ELF note sec-

. , tion format [09]. Currently the processor sta-
purgatory is an ELF relocatable object that s is stored in note type NT_PRSTATUS at

runs between the kernels. Apart from setup, ~ . .
. he time of crash. Framework provides enough
code, purgatory also implements a sha256 hash ... . .
lexibility to store more information down the

to verify that loaded kernel is not corrupt. In . i . )
fy P line, if needed. One kilobyte of memory is re-

addition, purgatory ~ also saves the contents served for every CPU for storing information in
kup region after the crash ion 4.3). : .
to backup region after the crash (section 4.3) the form of notes. A final null note is appended

Figure 1 depicts one of the possible arrange@t the end to mark the end of notes. Memory
ments of various segments after being loadedPr the note section is allocated statically in the
into a reserved region of memory. In this ex-kernel and the memory address is exported to
ample, memory from 16 MB to 48 MB has been USer space througbysfs . This address is in

reserved for loading capture kernel. turn used by kexec tools while generating the
ELF headers (Section 4.2).

4G
1K 1K 1K
_— ==
cpul[O] | cpu[1]| - cpu[NR_CPUS
ASM ‘ pul0] | cpull1] pu[NR_ ]
Backup Region ReS?I‘Ved \
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Region
Parameter Segment NT_PRSTATUS Null | Empty Space
——————————————————————————————————————————— Note | filled with zero
Purgatory
LM Capture Kernel Image Figure 2: Saving CPU Register States
0K After saving register states, control is trans-

ferred to purgatory . purgatory  runs
_ _ ) _ sha256 hash to verify the integrity of the cap-
Figure 1. Various Data Segments in Reserved re kernel and associated data. If no corruption

Region is detected, purgatory goes on to copy the first
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640 KB of memory to the backup region (Sec-and backup region, if any. ELF headers are pre-
tion 4.3). Once the backup is completed contropared by kexec tools and stored in a reserved
flow jumps to start of the new kernel image andmemory location along with other segments as

the new kernel starts execution. shown in Figure 3.
4G
4 Kdump M

Previous kdump design had certain drawbacks | . T T
which have been overcome in the new design. Backup Region Reserved
Following section captures the details of the Region

new kdump design. LT

Capture Kernel Image

4.1 Design Overview

16M

OK

Most of the older crash dumping solutions have
had the drawback of capturing/writing out the
dump in the context of crashing kernel, whichFigure 3: ELF Core Headers in Reserved Re-
is inherently unreliable. This led to the idea ofgion

first booting into a sane kernel after the crash

and then capturing the dump. Kexec enableélemory for ELF core headers is reserved by
kdump to boot into the already loaded capturé?0otmem allocator during first kernel boot us-
kernel without clearing the memory contentsing thereserve_bootmem()  function call.

and this sets the stage for a reliable dump cagJPon crash, system boots into new kernel and
ture. stored ELF headers are retrieved and exported

through/proc/vmcore  interface.

The dump image can be represented in man
ways. It can be a raw snapshot of memory rea
from a device interface similar t@lev/mem |,

or it can be exported in ELF core format. Ex-
porting a dump image in ELF core format car-
ries the advantage of being a standard approach

for representing core dumps and provides thg »  E|F Core Header Generation
compatibility with existing analysis tools like

gdb, crash , and so on. Kdump provides ELF

core view of a dump througiproc/vmcore Kdump uses the ELF core format to exchange
interface and at the same time it also provideghe information about dump image, between

/dev/ioldmem interface presenting linear raw two kernels. ELF core format provides a
view of memory. generic and flexible framework for exchange

of dump information. The address of the start
ELF core headers encapsulate the informationf these headers is passed to the new kernel
like processor registers, valid RAM locations, through a command line option. This provides

his provides a platform for capturing the
dump image and storing it for later analysis.
Implementation details are discussed in follow-
ing sections of this paper.
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a cleaner interface between the two kernels, andhere actual notes section reside. This ad-
at the same time ensures that the two kerneldress is exported to user space throagsifs

are independent of each other. It also allowdy kexec. Kexec user space tools read in the
kernel skew between the crashing kernel andsys/kernel/crash_notes file and pre-
the capture kernel, which essentially means thgtare the PT_NOTE headers accordingly.
version of the crashing kernel and the capture

kernel do not need to be the same. Also, ad" the event of memory hotplug, the cap-

older capture kernel should be able to capturdr® kernel needs to be reloaded so that the
the dump for a relatively newer first kernel. ELF headers are generated again reflecting the
changes.

Kexec tools are responsible for ELF core
header generation. ELF64 headers are suff4.3 Backup Region
cient to encode all the required information, but
gdb can not open a ELF64 core file for 32 bit Capture k | boots f h q ¢
systems. Hence, kexec also provides a com- apture ?trne oosh romt (IeDreser\ég areziho
mand line option to force preparation of ELF32 mem)ryta er_ta cras t'|?vend ¢ epending ofr_l de
headers. This is useful for the users with non2'cNECIUrE, it may SUNEed 1o USe Some fixe
memory locations that were used by the first
PAE systems. . .
kernel. For example, on i386, it needs to use the

irst 640 KB of memory for trampoline code for

. [
One PT_LOAD type program header is createci) ) : :
for every contiguous memory chunk present in ooting SMP _kernel. Some archltectures like
ppc64 need fixed memory locations for stor-

the system. Information regarding valid RAM ! :
locations is obtained fromiproc/iomem ing exception vectors and other data structures.

Considering system RAM as a file, physical ad_Contents oféhese memory Iobcatlkons are copleti
dress represents the offset in the file. Hence thg0 areserved memory area (backup region) jus

p_offset field of program header is set to after crash to avoid any stomping by the capture

actual physical address of the memory Chunklfernel.purgatory takes care of copying the

p_paddr isthe same ag_offset  exceptin contents to backup region (Section 3.2).

case of a backup region (Section 4.3). Virtualcaptyre kernel/capture tool need to be aware
addressf{_vaddr ) is setto zero exceptfor the qf the presence of a backup region because ef-
linearly mapped region as virtual addresses fofectively some portion of the physical mem-
this region can be determined easily at the tim(?)ry has been relocated. ELF format comes in
of header creation. This allows a restricted dehandy here as it allows to envelop this informa-
bugging withgdb directly, without assistance tjon without creating any dependencies. A sep-
from any other utility used to fill in virtual ad- 5r5te PT LOAD type program header is gener-
dresses during post crash processing. ated for the backup region. Tlpe paddr field

_ is filled with the original physical address and
One PT_NOTE type program header is Creyhepn offset  field is populated with the re-

a_lted per C_:PU fo_r representing note inforrr_la'located physical address as shown in Figure 4.
tion associated with that CPU. Actual notes in-

formation is saved at the time of crash (Sec-Currently, kexec user space tools provide the
tion 3.3), but PT_NOTE type program headerbackup region handling for i386, and the first
is created in advance at the time of loadings40 KB of memory is backed-up. This code is
the capture kernel. The only information re-more or less architecture dependent. Other ar-
quired at this point is the address of locationchitectures can define their own backup regions
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4G
Program Elf core headers
Header [~

Backup Region =
p_offset BT I
Parameter segment I
p_paddr | Purgatory :
— | e T T |
Capture kernel image I
i

640K | !

0K
>

=P Copy to backup region
Figure 4. Saving Contents To Backup Region

and plug-in the implementations into existing
kexec user space code.

4.4 Booting into Capture Kernel

The capture kernel is compiled to boot from
a non-default memory location. It should not

list of memory regions that the capture ker-
nel can safely use to boot into, and appropriate
memmapmptions are appended to the command
line accordingly. The backup region and ELF
header segments are excluded from this list to
avoid stomping of these memory areas by new
kernel.

Address of start of ELF header segment is
passed to the capture kernel through the
elfcorehdr= command line option. This
option is also added automatically to command
line by kexec tools.

4.5 Dump Capture Mechanism

Once the capture kernel has booted there are
multiple design options for dump capturing
mechanism. Few of them are as following.

e Kernel Space

Export ELF core image through the
/proc/vmcore  interface which can be
directly used by ELF core format aware
analysis tools such agdb. Also export
raw linear view of memory through device
interface /dev/oldmem Other crash
analysis tools can undergo required modi-

stomp over crashed kernel's memory contents
to be able to retrieve a sane dump. Hence, cap-
ture kernel is booted with an user defined mem-
ory map instead of the one provided by BIOS or
one passed in parameter segment by kexec. The
command line optionmemmap=exactmap
along with memmap=X@i¥ used to override
BIOS provided memory map and define user
memory map.

These boot time parameters are automatically
added to command line by kexec tools while

loading the capture kernel and it's details are e

opaque to user. Internally, kexec prepares a

fications to adapt to these formats.

This is an easy to use solution which of-
fers a wide variety of choices. Standard
tools likecp, scp, andftp can be used
to copy the image to the disk either locally
or over the networkgdb can be used di-
rectly for limited debugging. The flip side
is that the/proc/vmcore  code is in the
kernel and debugging the kernel code is
relatively harder.

User Space
User space utilities which read the raw
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physical memory through suitable inter- Program | Program PerCpu | Dump

i i ELF Header Header .| Register Memory
faces Ilke/_dev/oldmem and write out | geader DT NOTE | PT LOAD o e
the dump image.

e Early User Space
Utilities that run from initial ramdisk and ~ Figure 5: ELF Core Format Dump Image
perform a raw dump to pre-configured
disk. This approach is especially useful inphysical memory can be discontiguous and this
a scenario when root file system happensneans that offset in the core file can not di-
to be corrupted after the crash. rectly map to a physical address unless memory
holes are filled with zeros in the core file. On
For now, we stick to kernel space implemen-SOme architectures like 1A64, holes can be big

tation and other solutions (user space or earlnough to deter one from taking this approach.

user space) can evolve slowly to (_:ater to .Widel'his new approach does not fill memory holes
variety of requirements. The following sectlonsWith zeros, instead it prepares one program

cover implementation details. h .

eader for every contiguous memory chunk.
It maintains a linked list in which each ele-
ment represents one contiguous memory re-
gion. This list is prepared during init time and
also contains the data to map a given offset
to respective physical address. This enables
ELF core headers, as stored by crashed kefproc/ymcore  to determine where to get the
nel, are parsed and the dump image is eXgontents from associated with a given offset in

ported to user space througitoc/vmcore . E| F core file when a read is performed.
Backup region details are abstracted in ELF

headers, andproc/vmcore implementa- gdb can be directly used with
tion is not even aware of the presence of théproc/vmcore for limited debugging.
backup region. The physical address of theThis includes processor status at the time of
start of the ELF header is passed to the caperash as well as analyzing linearly mapped

4.5.1 Accessing Dump Image in ELF Core
Format

ture kernel through thelfcorehdr= com- region memory contents. Non-linearly mapped
mand line option. Stored ELF headers undergareas like vmalloced memory regions can not
a sanity check during théproc/vmcore be directly analyzed because kernel virtual

initialization and if valid headers are found addresses for these regions have not been filled
then initialization process continues otherwisen ELF headers. Probably a user space utility
/proc/ivmcore initializaiton is aborted and can be written to read in the dump image,
thevmcore file size is set to zero. determine the virtual to physical address

_ _ ~ mapping for vmalloced regions and export the
CPU register states are saved in note sectiongogified ELF headers accordingly.

by crashing kernel and one PT_NOTE type pro-

gram header is created for every CPU. To beé\lternatively, the/proc/vmcore interface
fully compatible with ELF core format, all the can be enhanced to fill in the virtual addresses
PT_NOTE program headers are merged intan exported ELF headers. Extra care needs to
one during théproc/vmcore initialization.  be taken while handling it in kernel space be-
Figure 5 depicts what gproc/vmcore  ex- cause determining the virtual to physical map-
ported ELF core images looks like. ping shall involve accessing VM data structures
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of the crashed kernel, which are inherently un- 4.

reliable.

4.5.2 Accessing Dump Image in linear raw
Format

The dump image can also be accessed in lin-
ear raw format through thielev/oldmem in-
terface. This can be especially useful for the
users who want to selectively read out portions
of the dump image without having to write
out the entire dump. This implementation of
/dev/oldmem does not possess any knowl-
edge of the backup region. It's a raw dummy
interface that treats the old kernel's memory
as high memory and accesses its contents by
stitching up a temporary page table entry for
the requested page frame. User space applica-
tion needs to be intelligent enough to read in

the stored ELF headers first, and based on theses,

headers retrieve rest of the contents.

5 How to Configure and Use

Following is the detailed procedure to configure
and use the kdump feature.

1. Obtain a kernel source tree containing

kexec and kdump patches. 8.

2. Obtain appropriate version of kexec-tools.

3. Two kernels need to be builtin orderto get 9.

this feature working. The first kernel is the
production kernel and the second kernel is
the capture kernel. Build the first kernel as

follows.
e Enable kexec system call 6
feature.
e Enable sysfs file system

support feature.

7.

Build the capture kernel as follows.

e Enable kernel crash dumps
feature.

e The capture kernel needs to boot
from the memory area reserved by
the first kernel. Specify a suitable
value for Physical address
where kernel is loaded

e Enable /proc/vmcore
(Optional)

support.

5. Boot into the first kernel with the com-

mandlinecrashkernel=Y@X . Pass ap-
propriate values for X and Y. Y de-
notes how much memory to reserve
for the second kernel and X denotes
at what physical address the reserved
memory section starts. For example,
crashkernel=32M@16M

Preload the capture kernel using following
commandline.

kexec -p <capture kernel>
--crash-dump --args-linux
--append="root=<root-dev>
maxcpus=1 init 1"

Either force a panic or pregdt SysRq
c to force execution of kexec on panic.
System reboots into the capture kernel.

Access and save the dump file either
through theproc/vmcore  interface or
the/dev/oldmem interface.

Use appropriate analysis tool for debug-
ging. Currentlygdb can be used with the
/proc/vmcore  for limited debugging.

Advantages and Limitations

Every solution has its advantages and limita-
tions and kdump is no exception. Section 6.1
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highlights the advantages of this approach and e Modify crash to be able to analyze
limitations have been captured in Section 6.2. kdump generated crash dumps.

6.1

6.2

v

e Port kdump to other platforms like x86_64

Advantages and ppc64.

dump from a freshly booted kernel as mechanism.

opposed to some of other methods like
LKCD where dump is saved from the con-
text of crashing kernel, which is inherently

unreliable. 8 Conclusions
Offers much more flexibility in terms of

choosing the dump device. As dump is N .
.~ Kdump has made significant progress in terms
captured from a newly booted kernel, vir- . I
: . of overcoming some of the past limitations, and
tually it can be saved to any storage media i
IS on its way to become a mature crash dump-
supported by kernel. ) . A :
ing solution. Reliability of the approach is fur-
Framework is flexible enough to accom-ther bolstered with the capture kernel now boot-
modate filtering mechanism. User spaceng from a reserved area of memory, making
or kernel space based filtering solutionsit safe from any DMA going on at the time
can be plugged in, unlike firmware basedof crash. Dump information between the two
solutions. For example, a kernel pageskernels is being exchanged via ELF headers,
only filter can be implemented on top of providing more flexibility and allowing kernel
the existing infrastructure. skew. Usability of the solution has been fur-
ther enhanced by enabling the kdump to sup-
Limitations port PAE systems and discontiguous memory.
Capture kernel provideproc/vmcore  and
Ydevioldmem interfaces for retrieving the
dump image, and more dump capturing mech-
anisms can evolve based on wide variety of re-

Non-disruptive dumping is not possible. duirements.

Devices are not shutdown/reset after
crash, which might result in driver initial-
ization failure in capture kernel.

There are still issues with driver initialization

in the capture kernel, which need to be looked
Status and TODOS into.

Kdump has been implemented for i386 and ini-
tial set of patches are in -mm tree. Following
are some of the TODO items. References

e Harden the device drivers to initialize [01] Hariprasad Nellitheerth&he kexec way
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Abstract 2004 when Novell engineering determined that

the capabilities of this tool would be a boost to

In this paper we introduce the Novell Linux Linux development and support teams.
K_ernel _Debugg_er. Afterqbrlefl_ntroductlon v,ve At the time of the publication of this pa-
will go into an in-depth discussion of NLKD’s per, NLKD is functional on x86, x86-64, and

archi_tecture. Following the architecture diS'EM64T SUSE Linux platforms. A port to IA64
cussion we will cover some of the featuresunux is pending.

supported by NLKD and its supported debug

agents. We wrap up the discussion with some

of the work items that still need to be done andgl-1 Non-Goals
follow with a brief conclusion.

While we believe NLKD is one of the most sta-

ble and capable kernel debuggers available on
1 Introduction Linux, we in no way want to force other de-
velopers to use this tool. We, like most devel-
opers on Linux, have our personal preferences
and enjoy the freedom to use the right tool for
the job at hand. To this end, NLKD is separated
i,nto layers, any of which could benefit exist-
Ing debugging practices. At the lowest level,
our exception handling framework could add
stability and flexibility to existing Linux ker-
The project was a success and soon there warel debuggers. The Core Debug Engine can be
demand for similar functionality on other hard- controlled by add-on debug agents. As a final
ware architectures. The debugger has sincexample, NLKD ships with a module that un-
been ported for use on x86, x86-64, andderstands GDB's wire protocol, so that remote
EM6A4T. kernel debugging can be done with GDB or one

_ _ of the many GDB interfaces.
Novell has never formally shipped this debug-

ger as a stand-alone product or with any other
Novell products or operating systems. To dis-1-2 Goals

pel any myths about its origin, it was never tar-

geted for or used with Novell NetWare. It re- Novell's primary interest in promoting NLKD
mained a research effort until the summer ofis to provide a robust debugging experience

NLKD began its life as an R&D project in 1998

by Novell engineers Jan Beulich and Clyde
Griffin. The effort to build a new debugger was
driven by a need for a robust kernel debugge
for future operating systems running on Intel’s
Itanium Processor Family.

o 181 o
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for kernel development engineers and enabland the debug agents that plug into CDE. CDE
support organizations to provide quick re-is a complex piece, so we spend extra time dis-
sponse times on critical customer support is€ussing its state machine and breakpoint logic.
sues. While Novell development may favor Figure 1 depicts these components and their in-
NLKD as its primary kernel debugger, Novell teractions.

will continue to support other kernel debugger

offerings as long as sufficient demand exists. So let’s start with the exception handling frame-

work.
NLKD has been released under the GPL with

Novell retaining the copyright for the original

work. Novell plans to ship NLKD as partofthe 7 1 Exception Handling Framework
SUSE distribution and at the same time enable

it for inclusion into the mainline Linux kernel.

The first task in providing a robust debug-
ging experience is to get an exception handling
2 NLKD Architecture framework in place that properly serializes ex-
ception handlers according to function and pri-
Like any kernel debugger, at the core of NLKD oy
is a special purpose exception handler. Howyyhile NLKD does not define the exception
ever, unlike many exception handlers, kernehandling framework, our research at Novell has

debuggers must be able to control the state 9k ys to a solution that solves the problem in a
other processors in the system in order to engjmple and elegant way.

sure a stable debugging experience. The fact

that all processors in the system can generatgne first thing to recognize is that not all excep-
simultaneous exceptions complicates the issUgon handlers are created equal. For some ex-

and makes the solution even more interesting. ceptions, all registered handlers must be called

. : . no matter what. The best example of this is the
Getting all processors into a quiescent state

o x86 NMI. Other handlers are best called seri-
for examination has been a common challengé .
ally and others round robin. We should also

for multiprocessor kernel debuggers. Sendln%ote that interrupt handlers sharing a single in-

these processors back to the run state with a va- )
) " errupt vector should be called round robin to
riety of debug conditions attached can be even. =" .~ " . : .
. . avoid priority inversion or starvation. Some ex-
more challenging, especially when processors .. : .
o , ception handlers are passive and do nothing but
are in critical sections of kernel code or operat- : .
) : . monitor events and these, too, must be called in
ing on the same set of instructions.

the right order.

The architecture that we describe here deals _ o _ _

providing the user with a stable debugging ex-°f €xception handler types. They are: Excep-
perience. tion Entry Notifiers, Registered Exception Han-

dlers, Debug Exception Handler, Default Ex-
In the following discussion we introduce the ception Handler, and Exception Exit Notifiers.
major components comprising NLKD. TheseEach of these handler types have strict seman-
include the exception handling framework sup-tics, such as how many handlers of each type
porting NLKD, the Core Debug Engine (CDE), may be registered, and whether all or just one
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Other Agent
Types

gdbtransport
................... NDI 2.0

CDE
RN

................. -~ FP -~

FPC \ State ) (
State ) — 7 State )

N

Debug Handler

Exception Handling \
[ Framework

~ Run State — -
-
— — -

Figure 1: Architecture and state transitions

is called when an exception occurs. The varichange the state of the stack frame. It is typi-
ous exception handler types are called in a welleally used for monitors that want to know when
defined order. Taken together, these rules eran exception has occurred and what type it is.
sure the system remains stable, and event cou#ero or more such handlers may be registered,
ters remain correct, in all debugging situationsand all will be called.

The following sections describe the registration
and calling conventions for each of these han-

dler types. The handler types are listed in théRegistered Exception Handlers These ex-
order they are called. ception handlers are dynamically registered at

runtime. If any of these handlers claim the ex-

ception, then no other registered exception han-
Exception Entry Notifiers An exception en- dlers, nor the debug handler, are called. Zero or
try notifier is a passive handler that does nommore such handlers may be registered.
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Debug Exception Handler The debug ex- usefulness of such an exception system extends
ception handler invokes the debugger. (Thidbeyond just NLKD, as it enables a whole class
may be NLKD or any other kernel debugger.)of debuggers and monitors to be loaded dynam-
At most, one such handler may exist. If no de-ically.

bugger was registered, the exception is passed
on to the default exception handler. Our current implementation does not actually

load the Core Debug Engine (CDE) at run-

time. CDE is currently a compile time op-
Default Exception Handler The kernel’s de- tion. However, with CDE in place, the debug
fault exception handler is included at compileagents (which we will discuss later) are load-
time. Depending upon the exception type, itable/unloadable at run time. This allows a user
may cause the kernel to panic if no other hanto switch from no debugger to an on-box kernel

dlers have claimed the exception. debugger or a remote source level debugger by
simply loading the appropriate modules.

Exception Exit Notifiers This is a passive 'here have been many customer support sce-
handler that does not change the state of thBarios that require debugging, monitoring, or
stack frame. 1t is typically used for monitors Profiling on production boxes in live environ-
wanting to know that an exception has beerM€nts. This must happen without taking the
completed and what type it was. Zero or moreP0X down or changing the environment by re-
such handlers may be registered, and all will b@uilding the kernel to enable a debugger.

called. .
There is some argument that a loadable kernel

The overhead of such an exception handleflébugger is a security risk. To some degree this
framework is extremely lightweight. For exam- IS true, but only insomuch as the root user is a

ple: security risk. Since root is the only user that can
load kernel modules, such security concerns are
negated.
/I Multiple handlers test/call loop
while (ptrl) { It could easily be argued that the benefit of be-
if (ptrb1->hsndler() == HANDLED) ing able to load and then unload a debugger on
reak;

demand provides even greater security in situa-

tions where a debugger is needed, since we can
easily restrict the actual time that the debugger

IS available.

ptrl = ptrl->next;
}
/I Single handler test/call
if (ptr2)

ptr2->handiler(); Let us reiterate that in our current implementa-

tion, adding support for CDE is a compile time
There is very little overhead in this scheme, yetoption, like KDB, not a runtime option. But
great flexibility is achieved. with CDE in place, kernel modules to support

local or remote debugging can easily be loaded.

With the framework in place allowing for ex- without a corresponding debug agent attached,
ception handlers to be prioritized according toCDE is inactive.

purpose, and by allowing those handlers to be
registered at run time, we have enabled the keret’s now turn our attention to the next layer in
nel to load NLKD at run time. Note that the the stack, the Core Debug Engine (CDE).
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2.2 Core Debug Engine (CDE) the debug exception handler and subsequently
CDE, CDE determines whether this is the first

o _ _ processor to come into CDE. If it is the first
Sitting on top of the exception handling frame- .o cessor, it becomes the focus processor and

workis a debugger infrastructure piece we haves siate is changed from the RUN state to the

named the Core Debug Engine. This layelrocuys PROCESSOR state.

of the debugger provides three main functions.

First, all NLKD state machine logic is located The focus processor controls the machine from

within CDE. Second, CDE provides a frame-this point on, until it yields to another processor

work against which debug agents load and aser returns to the RUN state.

sume responsibility for driving the state ma-

chine and for providing interaction with the Once the focus processor has entered CDE, its

user. Finally, CDE provides a means of extendfirst responsibility is to rendezvous all other

ing the functionality of the debugger. processors in the system before debug opera-
tions are allowed by the registered debug agent.

The state machine also provides the infrastrucRendezvous operations are typically accom-

ture supporting the breakpoint logic, which is aplished by hardware specific methods and may

key component and distinguishing capability ofbe unique to each processor architecture. On

NLKD. x86, this is typically a cross-processor NMI.

We will now examine each of these inturn.  After sending the rendezvous command to alll
other processors, the focus processor waits for
all processors to respond to the request to

2.2.1 CDE State Machine rendezvous. As these processors come into
CDE they are immediately sent to the REN-

NLKD divides the state of each processorin thefDEZVOUS state WT dere thteylremaln until the

system into four simple yet well-defined states. OCUS processorylelds control.

These states are: RUN state, FOCUS PROCES5 00 411 processors are safely placed in the

SOR state, RENDEZVOUS state, and FOCUSKRENDEZVOUS state

the focus processor
PROCESSOR COMMIT state.

transfers control to the debug agent that was
registered with CDE for subsequent control of

_ _ the system.
Run State The RUN state is defined as the

state in which the operating system is normally
running. This is the time when the proces-rendezvous State The RENDEZVOUS
sor is in user and kernel modes, including thegiate is sort of a corral or holding pen for
time spent in interruptions such as 10 interruptsprocessors while a debug agent examines the
and processor exceptions. It does not includescessor currently in the FOCUS PROCES-
the debug exception handler where CDE willsoR state. Processors in the RENDEZVOUS
change the state from the RUN state to one Ofiate do nothing but await a command to
the other three defined states. change state or to deliver information about
their state to the focus processor.

Focus Processor State When an exception It should be noted at this point that processors
occurs that results in a processor enteringould have entered the debugger for reasons
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other than being asked to rendezvous. This haprFhe FOCUS PROCESSOR COMMIT state is
pens when there are exceptions occurring sithe state that ensures that no processor is run or
multaneously on more than one processor. This further examined by the debug agents until
is to be expected. A processor could, in factthe conditions specified by CDE are met. This
receive a rendezvous request just before entecontributes greatly to the stability of the debug-
ing CDE on is own accord. This can result inger.

spurious rendezvous requests that are detected

and handled by the state machine. Again, this

is normal. These sorts of race conditions are.2.2 Breakpoint Logic

gracefully handled by CDE, such that those

processors end up in the RENDEZVOUS stat

; ?A distinguishing feature of NLKD is its rich
just as any other processor does.

breakpoint capability. NLKD supports the no-

As stated above, a processor may end up in théon of qualifying breakpoints. Breakpoints can
RENDEZVOUS state when it has a valid ex-be set to qualify when a number of conditions
ception condition that needs evaluation by theare met. These conditions are:

active debug agent. Before ever sending any
processor back to the RUN state, CDE exam-
ines the reason for which all other processors
have entered the debugger. This may result e address/symbol, optionally with a length
in the processor in the FOCUS PROCESSOR

state moving to the RENDEZVOUS state and a ® agent-evaluated condition (e.g. expres-
processor in the RENDEZVOUS state becom-  Sion)

ing the focus processor for further examination.

e execute/read/write

¢ global/engine/process/thread

This careful examination of each processor’s
exception status forces all pending exceptions
to be evaluated by the debug agent before al-
lowing any processor to continue execution.

This further contributes to the stability of the
debugger. This allows for a number of restrictions to be

placed on the breakpoint before it would actu-

Once all processors have been examined, anyly be considered as “qualifying,” resulting in
processors that have been in the FOCUS PRQhe debug agent being invoked.

CESSOR state are moved to the FOCUS PRO-

CESSOR COMMIT state, which we will now The number of supported read/write break

discuss. points is restricted by hardware, while the num-
ber of supported execute breakpoints is limited
by software and is currently#define inthe

Focus Processor Commit State The logicin  code. NLKD uses the debug exception, INT3

this state is potentially the most complex part ofon x86, for execute breakpoints and the pro-

CDE. Processors that have been moved to thisessor's watch/debug registers for read/write
state may need to adjust the breakpoint state iBreakpoints.

order to resume execution without re-triggering
the breakpoint that caused the debugger to b&he debug agents work in cooperation with
entered. CDE to provide breakpoint capabilities. The

e rings0,1,2,3

count
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debug agents define the conditions that willCDE and provide some sort of interface to the

trigger a debug event and CDE modifies theuser. Debug agents can be loadable kernel mod-

code with debug patterns (INT3 on x86) as necules or statically linked into the kernel.

essary. When the breakpoint occurs, CDE de-

termines if it actually qualifies before calling NLKD provides two debug agents: the Con-

the debug agent. sole Debug Agent (CDA) for on-box kernel de-
bugging, and the Remote Debug Agent (RDA)

CDE's breakpoint logic is one of the most pow- for remote debugging including remote source
erful features of the tool and a distinguishing|evel debugging.

feature of NLKD. CDE'’s breakpoint logic com-

bined with CDE’s state machine sets the stag®ther debug agents can be written and plugged
for a stable on-box or remote debugging expeinto CDE’s framework, thus benefiting from the
rience. state logic provided by CDE.

It should be noted that CDE only allows one
2.2.3 CDEAPIs agent to be active at a time. However, a new
agent can be loaded on the fly and replace the

CDE exports a number of useful APIs. Thesecurrently active one. This scenario commonly

interfaces allow the rest of the system to inter"@PPeNs when a server is being debugged on-

act with the debugger and allow debug agentS't€ (using CDA), butis then enabled for debug-
to be extended with new functionality. ging by a remote support team (using RDA).
This is possible by simply unloading CDA and

CDE supports an APl to perform loading RDA.

DWARF2 frame-pointer-less reli-

able stack  unwinding, using the

-fasynchronous-unwind-tables func-  Console Debug Agent (CDA) CDA is
tionality available with gcc. NLKD’s on-box kernel debugger component.

. It accepts keyboard input and interacts with the
The programmatic interfaces to the debuggegcreen to allow users to do on-box kernel de-
also include support for various debug event%ugging

(such as assertions and explicit requests to en-
ter the debugger) and the ability to register and
unregister debugger extensions. Extensions can

be either loadable binaries or statically linkedRémote Debug Agent (RDA) RDA is an
modules. agent that sits on-box and communicates with

a remote debug client. RDA would typically
APIs also exist to support pluggable debugbe used by users who want to do remote source
agents, which we will discuss in the next sec-level debugging.
tion.

Other Agent Types It should be noted that
NLKD'’s architecture does not limit itself to the
use of these two agents. CDE allows for other
In earlier discussions, we briefly introduced theagent types to plug in and take advantage of the
notion of debug agents. Debug agents plug int@nvironment provided by CDE.

2.2.4 Debug Agents
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NLKD’s agents support the ability to apply cer- 3.1.1 Keyboard
tain settings to the debug environment before

the debugger is initialized. Some examplegnyt from PS2 keyboards and the 8042 key-
are a request to break at the earliest possibligoard controller is currently supported. The de-

moment during system boot, or setting screefy,gger can be invoked by a special keystroke
color preferences for CDA. These configura-ynen CDA is loaded.

tion settings are held in a file made available
early in the boot process, but only if the agent
is built into the kernel. 3.1.2 Screen IO

CDA can operate in text or graphics mode. The
mode CDA uses is determined by the mode that
the kernel switched to during boot.

At this point we have introduced the exception

handling framework and NLKD's architecture, SI"c€ CDA has the ability to display data in
including CDE with its state machine, debug graphics mode, we also have the ability to en-

agents, breakpoint logic, and finally NLKD’s terthe debugggrdirectly from graphics moqe at
ability to be extended. run time. This is extremely useful but requires

that the screen resolution and color depth of
Further discussion of the NLKD will follow but the user graphics environment match the screen
will not be presented as an architectural discust€Selution and color depth of the kernel console
sion. The remainder of this discussion will fo- €NvVironment.
cus on features provided by NLKD and the de-
bug agents CDA and RDA.

2.3 Architecture Summary

3.1.3 Screen Layout

CDA supports both command line and window-
3 Console Debug Agent (CDA) Fea- pane based debugging. The debugging screen
tures is divided into six window panes as shown in
Figure 2. One of these panes hosts a command
line. All panes are resizable.

This section discusses the features of the Con- , )
sole Debug Agent. We should note that thisEach pane’s features can be accessed via a

section lists features, but it is not meant to bg'Umber of keystroke combinations. ~ These
a users guide. To see the full user's guidekeystrokes are documented in the user’s guide,

for NLKD, go to http://forge.novell. and are also available by pressing F1 while in

com and then search for “NLKD”. the debugger. Help can also be obtained by typ-
ing h in the command line pane.

3.1 User Interface Overview
Code Pane The code pane shows instruction

disassembly. There are a variety of format
CDA supports on-box debugging. Interactionspecifier commands that can alter the way the
with the debugger is via the keyboard andinformation is displayed. Currently CDA sup-
screen. ports the Intel assembly format.
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modification of floating point registers. The
Code Pane Register data can be displayed in a variety of formats.
Pane Since kernel debugging rarely requires access
Floating Point Register Pane to floating point registers, this pane is normally
hidden.
Data Pane Stack
Pane
Command Line Pane Command Line Pane The command line
pane supports a command line parser that al-

_ lows access to most of the capabilities found in
Figure 2: Screen layout of CDA other CDA panes. This pane can assume the
size of the entire screen, and it can also be en-

Data Pane The data pane supports the dis-tirely hidden.

play and modification of logical and physical The command line pane exports APIs so that

memory addresses, |nclud|n_g 10 porFs and I.DC!)ther modules can further extend the debugger.
config space. Data can be displayed in a variety

of formats.
3.2 CDA User Interface Features

Register Pane The register pane supportsthe3 2.1 viewing Program Screens
display and modification of processor registers.

Registers with special bitmap definitions are

decoded. The screen that was active when the debugger

was invoked can be viewed from the debugger.

On some architectures, 1A64 for example, there” iewing both text and graphics (such as an X
are too many registers to view all at once in the>€SSIon) is supported.
register pane. Hence, support exists to scroll

;gnoer down through the registers in the reglster?).z.2 Processor Selection

Support to switch processors and view infor-

Stack Pane / Predicate Pane (1A64) A spe- mation specific to that processor is supported.
cial pane exists for displaying the stack pointeosome information is processor specific such as
to by the processor’s stack pointer. Since orthe registers, per processor data, etc. CDA also
IA64 the register stack engine is used instead o$UPPOTts viewing the results of such commands
a normal stack, CDA uses this pane to display?S the CPUID instruction on x86.

the IA64 predicate registers instead of stack in-

formation. )
3.2.3 Command Invocation

Code or data browsing can be initiated directly

from the stack. There are a number of pane-sensitive hot keys
and pane-sensitive context menus available for
command execution. Additionally, there is a

Floating Point Register Pane The floating global context menu for commands common to

point register pane supports the display andll panes.



190 e The Novell Linux Kernel Debugger, NLKD

3.2.4 Expression Evaluation 3.2.8 Smart Register Mode

Support for expression evaluation exists. They mode exists to make it easier to watch only

expressions use mostly C-style operators, opethe registers that change as the code is stepped

ating on symbolic or numeric addresses. through. This is particularly useful on architec-
tures like 1A64 that have many more registers

_ that we can display at once.
3.2.5 Browsing

The code, data, and stack panes support thes g pjiases
ability to browse. For example, in the code
pane we can browse (follow) branch instruc-

tions, including call and return statements.  Aliases are supported in the code and register
panes. For example, on IA64 a register named

In the data pane we can follow data as eitheer12 may also be a the stack pointer. With
code pointers or data pointers. The same is trugliasing off, the namer12 will be displayed
for the register and stack panes. everywhere. With aliasing orsp will be dis-

. : : . layed.
Functionality exists to follow a pointer, to go to el

the previously visited location, or to go to the

place of origin where we started. , .
3.2.10 Special Registers

Of course, we can always browse to a specific

code or data address. Support exists for viewing (and in some cases,

setting) special processor and platform regis-

3.2.6 Stepping ters. On x86, these are:

CDA supports typical processor stepping capa- ¢ CPUID
bilities.

Debug Registers

Single Step

Data Translation Registers

Branch Step Last Branch

e Step Over
e MSR
e Step Out
MTTR
e Continue Execution (Go) *
3.2.7 Symbols 3.2.11 Debugger Events

Provided that symbols are available from theNLKD has a level of interaction with the host
kernel, support for symbolic debugging is sup-operating system, enabling certain operating
ported throughout the debugger. system events or code to invoke the debugger.
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APIs exist to generate debug messages from e Show Address
source code. When a message event s hit, CDA _
displays the message on the screen. The user® Show Aliases

then enters a keystroke to resume execution. .
e Show NOPs (Mainly used for 1A64 tem-

CDA also can notify the user when a kernel plates.)
module is loaded or unloaded, as well as when

a thread is created or destroyed. * Set Opcode Display Width

The user may enable and disable each event no- * Display Symbolic Information

tification type at run-time. e Show Templates/Bundles (IA64)

On a per processor basis, CDA can display the

most recent event that caused the debugger to o _
be invoked. Data Pane Data sizing, format, and radix can

be set. CDA provides support for displaying or
operating on logical and physical memory.

3.2.12 OS Structures

o Floating Point Pane Data sizing and format
CDA understands certain Linux kernel data.gn pe set.

structures. In particular, CDA can list all

threads in the system. It also can list all kernel
modules that are currently loaded, and informa-
tion about them. 32.15 Search

CDA can search for a set of bytes in memory.
3.2.13 Linked List Browsing The search can start at any location in memory,
and can be restricted to a range. Both forward

. _ ... and backward searches are supported.
A useful feature in the data pane is the ability

for the user to inform the debugger which off-

sets from the current address are forward and , )

backward pointers. This features enables users2-16  ListPCI Devices

to easily browse singly and doubly linked lists.
On architectures that support PCI buses, CDA
has knowledge of the PCI config space and al-

3.2.14 Set Display Format lows browsing of the config space of all the de-
vices.

CDA is very flexible with how data is dis-

played.
3.2.17 System Reboot

Code Pane The code pane allows a variety of NLKD can perform a warm and/or cold boot.
formating options. Cold boot is dependent upon hardware support.
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4 Remote Debug Agent (RDA) Fea- 5 Work To Do
tures

Currently, a number of things still need to be

RDA provides a means Whereby a remote deWOfked on. We welcome help from interested
bugger can communicate with NLKD break- and capable persons in these areas.
point logic and drive NLKD’s abilities to sup-

port debugging. 5.1 USB Keyboards

As expected, there are a number of verbs and

events supported by RDA that enable remot :
source level debuggers to drive the systemeSuIOport for other keyboard types, mainly USB,

: ) - will be added to CDA.
Some examples include setting and clearing
breakpoints, controlling processors’ execution,

and reading and writing registers and memory.5 2 AT&T Assembler Format

4.1 Protocol Support CDA currently supports the Intel assembler for-
mat. We would like to add support for the

RDA currently supports the gdbtransport proto-AT&T assembler format.

col.

Novell has an additional protocol, Novell De- 5.3 Additional Command Line Parsers

bug Interface (NDI) 2.0, which we hope to in-
troduce into a new remote debug agent. NDhhere is a native command line interface pro-
provides advantages in three areas: vided by CDA. We would also like to see a
KDB command line parser and a GDB com-
e NDI has support for describing multipro- Mand line parser for those familiar with these
cessor configurations. debuggers and who prefer command line de-
bugging to pane-based debugging.
e When debugging architectures with a large
register set, NDI allows the debugger to
transfer only a portion of the full register -4 Novell Debug Interface 2.0
set. This is especially important when de-

bugging over slow serial lines. .
9g9ing We plan to create a new debug agent supporting

e NDI fu||y supports control registers’ the ND| 2.0 protocol. We also need support for
model specific registers, and indirect orNDI in a remote source level debugger.
architecture-specific registers.

5.5 Additional Wire Protocols
4.2 Wire Protocols

We would like to support additional wire pro-
RDA currently supports RS232 serial port con-tocols for remote debugging, such as LAN,
nections to the debugger. IPMI/BMC LAN, and USB.
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5.6 Additional Architectures http://www.osdl.org/lab_
activities/data_center_linux/DCL_

We would like to finish the NLKD port to IA64 Goals_Capabilities_1.1.pdf

Linux, and port it to Power PC Linux. Novell Linux Kernel Debugger (NLKD)

http://forge.novell.com

6 Conclusion Built-in Kernel Debugger (KDB)
http://oss.sgi.com/projects/kdb/

We recognize that no one tool fits all, and thatGNU Project Debugger (GDB)
user familiarity with a tool often dictates what http://www.gnu.org/software/gdb/
is used in spite of the existence of tools thatgdb.html

may offer more features and capabilities. In in-

troducing this tool, we make no claim to supe-

riority over existing tools. Each and every user

will make that decision themselves.

As we stated earlier, our goal is to provide de-
velopers and support engineers a robust kernel
development tool enabling them to be success-
ful in their respective roles. We believe we have
introduced a debug architecture that needs no
apology. At the same time, we welcome input
as to how to improve upon this foundation.

Our hope is that kernel debugging with this ar-
chitecture will become standard and that the ca-
pabilities of NLKD will find broad acceptance
with the goal of creating a better Linux for ev-
eryone.
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Large Receive Offload implementation in Neterion
10GDbE Ethernet driver
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Abstract 1 Introduction

With the introduction of 10 Gigabit Ethernet,
server /O re-entered the “fast network, slow

host” scenario that occurred with both the tran-
The benefits of TSO (Transmit Side Offload)sjtions to 100Base-T and 1G Ethernet.

implementation in Ethernet ASICs and device
drivers are well known. TSO isde factostan- Specifically, 10GbE has exposed three major
dard in version 2.6 Linux kernel and providessystem bottlenecks that limit the efficiently of
a significant reduction in CPU utilization, es- high-performance 1/0O Adapters:

pecially with 1500 MTU frames. When a sys-
tem is CPU-bound, these cycles translate into a .
dramatic increase in throughput. Unlike TOE ¢ PCI-X'bus bandwidth
(TCP Offload Engine) implementations, state- o CPU utilization

less offloads do not break the Linux stack and

do not introduce either security or support is- ® Memory bandwidth
sues. The benefits of stateless offloads are espe-

cially apparent at 10 Gigabit rates. TSO hard-

t 10GbE d ¢ Despite Moore’s law and other advances
ware stipport on a SENder Uses & aGy server technology, completely overcoming
tion of a single CPU to achieve full line rate

. . . ' these bottlenecks will take time. In the interim,
still leaving plenty of cycles for applications.

network developers and designers need to find

On the receiver side, however, the.Llnux Stac‘?eliable ways to work around these limitations.
presently does not support an equivalent state-

less offload. Receiver CPU utilization, as apne approach to improve system 1/O perfor-
consequience, becomes the bottleneck that prgnance has come through the introduction of
vents 10GbE adapters from reaching line ratgyumpo frames. Increasing the maximum frame
with 1500 MTU. Neterion Xframe adapter, im- gjze to 9600 byte reduces the number of pack-

plementing a LRO (Large Receive Offload) ap-ets a system has to process and transfer across
proach, was designed to address this bottlenegke pys.

and reduce TCP processing overhead on the re-
ceiver. Both design and performance resultdVhile Jumbo frames have became universally
will be presented. supported in all operating systems, they have
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not been universally deployed outside of thedue to potential out-of-order receive and other
datacenter. reasons. However, there are several NIC hard-
ware assists that have existed for some time and

As a consequence, for the foreseeable futureould be quite effective, once Linux support is
networks will still need some kind of offloading in place.

relief in order to process existing 1500 MTU
traffic. For example, some of the current receive-side
assists that are shipped in Neterion 10GbE
As occurred in previous “fast network, slow NICs and can be used for receive-side stateless
host” scenarios, the need to improve perforoffload include:
mance has triggered renewed industry interest
in developing NIC (Network Interface Card)
hardware assists, including stateless and state-
ful TCP assists, as well as the all-critical op-
erating system support required for widespread
deployment of these NIC assists.

e MAC, IP, and TCP IPv4 and IPv6 header
separation; used for header pre-fetching
and LRO (Large Receive Offload). Also
improves PCI bus utilization by providing
better data alignment.

To date, the acceptance of stateless and stateful .

TCP assist has varied. RTH (Receive Traffic Hashing), based on

Jenkins Hash, and SPDM (Socket Pair Di-
rect Match); used for LRO and RTD (Re-

Stateful TCP Offload Engines (TOE) imple-
g ( ) imp ceive Traffic Distribution).

mentations never achieved any significant mar-

ket traction or OS support. Primary reasons for 4 pyitiple transmit and receive queues with

complexity, lack of native OS support, secu- as well as for NIC virtualization, NIC
rity/TCO concerns, and Moores law. On the sharing, and operations on multi-core

other hand, stateless assists, including check-  cpuy architectures.

sum offload and TSO (Transmit Side Offload)

have achieved universal support in all major e MSI and MSI-X interrupts; used in RTD,
operating systems and became a de-facto stan- as well as for reducing interrupt overhead
dard for high-end server NICs. TSO is espe-
cially effective for 10GbE applications since it
provides a dramatic reduction in CPU utiliza-
tion and supports 10Gbps line rate for normal
frames on current server systems.

e Dynamic utilization-based and timer-
based interrupt moderation schemes; used
to reduce CPU utilization.

Unfortunately, TSO offloads the transmit-sideo2  pC|-X bus bandwidth bottleneck
only, and there is no similar stateless offload

OS support today on the receive side. To a large _ o _
degree, this negates the overall effect of impleTheoretically, a PCI-X 1.0 slot is limited in
menting LSO, especially in 10GbE applicationsthroughput to 8+Gbps, with a practical TCP

like single TCP session and back-to-back selimit (unidirectional or bidirectional) around
tups. 7.6Gbps. PCI-X 2.0 and PCI-Express slots

support unidirectional 10Gbps traffic at line
This is not surprising, since receive-side of-rate Neterion has measured 9.96Gbps (unidi-
floads are less straightforward to implementrectional) with PCI-X 2.0 Xframe-Il adapters.
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In order to saturate the PCI bus, a high-endVithout achieving the cache locality, additional
10GbE NIC needs to implement an efficientCPU cycles are being used in a very inefficient
DMA engine, as well as support Jumbo framesfashion. Moores law is often cited as a main ar-
TSO, and data alignment. gument against deploying TCP assists and of-
floads. However, the industry wants to deploy
full-rate 10GbE and cannot wait for CPUs that
) don’t required offloading. Also, from an ap-
3 Memory bandwidth bottleneck plication prospective CPU utilization expended
on stack processing must drop to single digits,
and on current systems, the only way to achieve
tsuch a low utilization rate for 10GbE process-
Ing is to bring in some sort of hardware assist.
The resolution to the CPU bottleneck is to add
Linux support for header separation and pre-
fetching, as well as for Receive Traffic Distri-
Bution and Receive Side Offload.

Typically, memory bandwidth is not a limita-
tion in Opteron and Itanium systems, at leas
not for TCP traffic. Xeon systems, however,
encounter memory bandwidth limitations be-
fore either PCI bus or CPU saturation occurs
This can be demonstrated on Xeon system
with 533Mhz FSB vs. 800Mhz FSB. In any
case, memory bandwidth will increase as a bot-
tleneck concern since advances in silicon mem-
ory architectures proceed ata much slowerpacg Header separation and pre-
than CPU advances. Neither stateful nor state- fetching
less TCP offload addresses this problem. Up-
coming RDMA over Ethernet RNIC adapters
will ease memory bandwidth issues, and ifNeterion’s Xframe-Il supports several flavors
RNIC technology is successful in the market,of true hardware separation of Ethernet, IP and
this will be one application where TOE can TCP (both IPv4 and IPv6) headers. This has
be deployed (most likely, without exposing thebeen proven to be effective in achieving opti-
TOE as a separate interface) mal data alignment, but since cache misses on
headers represent one of the most significant
sources of TCP processing overhead, the real
e benefit is expected to come from the ability to
4 CPU utilization bottleneck support OS header pre-fetching and LRO.

On the transmit side, LSO and interrupt mod-

eration provide the desired result Neterion hagy  Receive Traffic Distribution

achieved utilization in the range of 10-15% of a

single Opteron CPU in order to saturate a PCI-

X 1.0 bus with TCP traffic. On the receive The key to efficient distribution of TCP pro-
side, however, CPU utilization emerged as theessing across multiple CPUs is maintaining
biggest bottleneck to achieving 10GbE line ratean even load between processors while at the
with 1500 bytes frames. With current NICs andsame time keeping each TCP session on the
operating systems, using multiple processorsame CPU. In order to accomplish this, the host
doesnt help much because in order to suppornhust be able to identify each TCP flow and
cache locality and optimize CPU utilization, a dynamically associate the flow to its particular
TCP session needs to be kept on the same CPUardware receive queue, particular MSI, DPC,
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and CPU. In this way, load-balancing multi- data but in bigger “chunks.” Reducing the num-
ple TCP sessions across CPUs while preservinger of packets the stacks have to process lowers
cache locality is possible. Neterion’s Xframe-Il the load on the CPU. LRO implementation re-
10GbE ASIC achieves this through receive delies on the bursty nature of TCP traffic, as well
scriptors that carry SPDM or RTH information as the low packet loss rates that are typical for
on a per packet basis, giving the host enougiOGbE datacenter applications.
visibility into packets to identify and associate
flows. To implement Large Receive Offload, Nete-
rion’s Xframe-ll 10GbE ASIC separates TCP
headers from the payload and calculates SPDM
_ or RTH information on a per packet basis. In
7 Large Receive Offload this way, it is possible to identify a burst of
consecutive packets that belong to the same
TCP session and can be aggregated into a single

In short, LRO assists the host in processing in-

coming network packets by aggregating thernoverS|zed packet. Additionally, the LRO engine

on-the-fly into fewer but larger packets. This must perform a number of checks on the packet

is done with some hardware assist from theto ensure that it can be added to an LRO frame.

NIC. It's important that an LRO implementa-

tion avoid a very expensive state-aware TOE_ .0 rioovio of hardware (NIC) and soft-

implementation that would break compatibil- ware (Linux driver). The NIC provides the fol-
ity with current operating systems and thereforq owing:

have only limited application.

The initial implementation of Neterion’s LRO

To illustrate the effectiveness of LRO, con-

sider a network passing 1500 MTU packets at
a data rate of 10 Gigabit per second. In this
be;t possible case network traffic consigts of link-layer, IP, and UDP/TCP checksum of-

universally full-sized packets the host-resident floading

network stack will have to process more than

800,000 packets per second. If it takes on av- e header and data split, with link, IP, TCP,

erage 2000 instructions to process each packet and UDP headers placed in the host-
and one CPU clock cycle to execute each in-  provided buffers separately from their cor-

struction, processing in the best case will take  responding packet datas

consume more than 80% of a 2Ghz CPU, leav-

ing little for doing anything other than receiv- e SPDM or RTH “flow identifier.”

ing data. This simplified calculation demon-

strates the critical characteristic of networks

that the performance of transport protocols isThe Linux driver controls the NIC and coordi-

dependent upon the granularity of data packhates operation with the host-resident protocol
ets. The fewer packets presented to the protoc&tack. It is the driver that links payloads to-

stacks, the less CPU utilization required leav-gether and builds a single header for the LRO

ing more cycle for the host to run applications. Packet. If the flow is “interrupted,” such as a se-
guence gap, the driver signals the host-resident

The idea of Large Receive Offload, as the nam@etwork stack and sends all the accumulated re-
implies, is to give the host the same amount oteive data.

e multiple hardware-supported receive
queues
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The simple algorithm below capitilizes on the 4) is the LRO object (located at step 2) empty?
fact that the receive handling code at any pointf it contains previously accumulated data, goto
in time potentially “sees” multiple new frames. step 6); otherwise proceed with a series of
This is because of the interrupt coalescingchecks on the first to-be-LROed frame (next).
which may or may not be used in combination

with polling (NAPI). ??sci??g:‘ri:me’?

Depending on the interrupt moderation scheme P fragmented?
configured “into” the adapter, at high through- - Passes a check for IP options?
put we are seeing batches of 10s or 100s re-€ither TCP or UDP?
ceived frames within a context of a single inter-- both L3 and L4 offloaded checksums are
rupt. good?

- for TCP: passes a check for flags?
The same is true for NAPI, except that the re- for TCP: passes a check for TCP options? if
ceived “batch” tends to be even bigger, andany check fails - goto step 11). otherwise goto
the processing is done in tinet_device-> to step 10).

poll()  softirg context. _ . _
6) use hardware-assisted Receive Traffic Hash-

Within this received batch the LRO logic looks iNg (RTH) to check whether the frame belongs

for multiple back-to-back frames that belong tot© the same stream; if not (i.e. cannot be LRO-
the same stream. ed), goto 11).

The 12-step algorithm below is essentially a sez) check C:

of simple hardware-friendly checks (see check IP fragmented?

A, check B, etc. below) and a simple hardware- p;lsseds 3crr1]ecll<(for P oonns’;o
friendly header manipulation. - omloaded checksums are good:

- for TCP: passes a check for flags?

Note that by virtue of being a pseudo-code cer- for TCP: passes a check for TCP options? if
tain low-level details were simplified out. any of the checks fail, goto step 11).

8) check D:
- in-order TCP segment? if not, goto step 11).

8 Large Receive Offload algorithm gy append the new (the current) frame; update
the header of the first frame in the already LRO-
ed sequence; update LRO state (for the given

1) for each (Rx descriptor, Rx frame) pair from fing->LRO) accordingly.

the received “batch™:

10) check E:
2) get LRO object that corresponds to the. too much LRO data accumulated? (in terms
descriptor->ring. of both total size and number of “fragments”)

- is it the last frame in this received “batch”? if
3) check A: ‘no’ on both checks, continue to 1).

- should the frame be dropped? (check FCS and

a number of other conditions, including ECC)11) call netif _rx() or netif_receive_skb() (the
if the frame is bad then drop it, increment thelatter for NAPI) for the LRO-ed frame, if ex-
stats, and continue to 1). ists; call netif_rx() or netif_receive_skb() for
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the current frame, if not “appended” within this
iteration (at step 9).

12) reset the LRO object and continue to 1).

9 Conclusion

Stateless hardware assists and TCP offloads
have become a de-facto standard feature in
both high-end Server NICs and operating sys-
tems. Support for additional stateless offloads
on the receive-side, with native driver support
in Linux, is required in order to provide 10Gbps
Ethernet data rates in efficient manner.

10 References

e Xframe 10GbE Programming manual

e The latest Neterion Linux driver code
(available in 2.6 kernel)
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Abstract the integrity of the data in jeopardy of compro-
mise in the event of unauthorized access to the
media on which the data is stored.

eCryptfs is a cryptographic filesystem for o

Linux that stacks on top of existing filesys- While users and administrators take great

tems. It provides functionality similar to that of Pains to configure access control mecha-

GnuPG, except the process of encrypting anéisms, including measures such as user ac-

decrypting the data is done transparently fronfount and privilege separation, Mandatory Ac-

the perspective of the application. eCryptfsCess Control[13], and biometric identification,
leverages the recently introduced Linux ker-they often fail to fully consider the circum-
nel keyring service, the kernel cryptographicStances where none of these technologies can

API, the Linux Pluggable Authentication Mod- have any effect — for example, when the me-

ules (PAM) framework, OpenSSL/GPGME, dia itself is separated from the control of its

the Trusted Platform Module (TPM), and the host environment. In these cases, access con-

GnuPG keyring in order to make the procesdrol must be enforced via cryptography.

of key and authentication token manageme

t . .
seamless to the end user. "When a business process incorporates a cryp-

tographic solution, it must take several issues

into account. How will this affect incremental

backups? What sort of mitigation is in place
. ) to address key loss? What sort of education is
1 Enterprise Requirements required on the part of the employees? What
should the policies be? Who should decide
them, and how are they expressed? How dis-

Any cryptographic application is hard to imple- ryptive or costly will this technology be? What
ment CorreCtIy and hard to eﬁectively deploy class of Cryptography is appropriate' given the
When key management and interaction with thjsks? Just what are the risks, anyway? When-
cryptographic processes are cumbersome angler sensitive data is involved, it is incumbent
unwieldy, people will tend to ignore, disable, ypon those responsible for the information to

or circumvent the security measures. They willreflect on these sorts of questions and to take
select insecure passphrases, mishandle their sgction accordingly.

cret keys, or fail to encrypt their sensitive data
altogether. This places the confidentiality andWe see today that far too many businesses ne-

e 201 o
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glect to effectively utilize on-disk encryption. addresses a significant file in-transit confiden-
We often see news reports of computer equiptiality problem. If the local replicated mail-
ment that is stolen in trivial cases of burglary[5] box database is also encrypted, then this ad-
or of backup tapes with sensitive customer dataresses confidentiality (to some extent) on the
that people lose track of.[10] While the physi- local storage device, but the protection is lost
cal security measures in place in these businesmce the data leaves the domain of Notes (for
establishments are usually sufficient given theexample, if an attached file is saved to disk).
dollar value of the actual equipment, businesse$he process must be seamlessly integrated into
often underrate the value of the data containedll relevant aspects of the user’s operating en-
on the media in that equipment. Encryption carvironment.

effectively protect the data, but there there exist

a variety of practical barriers to using it effec- We learn from this particular application that

tively. eCryptfs directly addresses these issuegnvironments that embody strong hierarchical
structures can more easily provide the infras-

tructure necessary to facilitate an easy-to-use

1.1 Integration of File Encryption into the  and effective organization-wide cryptographic
Filesystem solution. Wherever possible, systems should
leverage this infrastructure to protect sensitive

Cryptography extends access control beyongw.form.atio.n. Furthermore, wher! organizations
the trusted domain. Within the trusted dO_WIth differing key management infrastructures

main, physical control, authentication me(:ha—“:‘)(d‘""nge data, the cryptographic application

nisms, DAC/MAC[14][13], and other technolo- should be flexible enough to support alternate
gies regulate what sort of behaviors users cafP'Ms Of key management.

take with .respect to. data. Through Vanouse,, rent cryptographic solutions that ship with
mathematical operations, cryptographic appli-

cations can enforce the confidentiality and theLmux distributions do not fully leverage ex-

. . L isting Linux security technologies to make the
integrity of the data when it is not under these g y g "
forms of protection. The mathematics hOW_process seamless and transparent. Surprisingly
ever. is nFc))t enou h The crvptoara hi’c Sc)Iu_fewfilesystem-level solutions utilize public key
Y an. Typtograp ryptography. eCryptfs brings together the
tion must take human behavior into account an arnel crvotoaraphic APL. the kernel kevrin
compensate for tendencies to take actions th yprograp ’ yring,

compromise the security afforded by the cr AM, the TPM, and GnuPG in such a way so
pror o y y YP-as to fill many of the gaps[3] that exist with cur-
tographic application.

rent popular cryptographic technologies.

Several solutions exist that solve separate

pieces of the data encryption problem. Inong; 5 yniversal Applicability

example highlighting transparency, employees

within an organization that uses IBM Lo-

tus NotesM [11] for its email will not even Although eCryptfs is geared toward securing
notice the complex PKI or the encryption pro-data in enterprise environments, we explored
cess that is integrated into the product. Enhow eCryptfs can be flexible for use in a wide
cryption and decryption of sensitive email mes-variety of circumstances. The basic passphrase
sages is seamless to the end user; it involvesiode of operation provides equivalent func-
checking an “Encrypt” box, specifying a recip- tionality to that of EncFS[23] or CFS[20], with
ient, and sending the message. This effectivelyhe added advantage of the ability to copy an
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encrypted file, as an autonomic unit, betweeroperate at the VFS layer and can mount on
hosts while preserving the associated cryptotop of any previously existing directory. These
graphic contexts. eCryptfs includes a pluggabldilesystems store cryptographic metadata in
Public Key Infrastructure API through which special files stored in the location mounted.
it can utilize arbitrary sources for public key Thus, the files themselves cannot be decrypted
management. One such plugin interfaces withunless the user copies that metadata along with
GnuPG (see Section 5.7) in order to leveragehe encrypted files.

the web-of-trust mechanism already in wide

use among participants on the Internet. eCryptfs goes one step beyond other filesys-
tems by storing cryptographic metadata di-

rectly in the files. This information is associ-
ated on a per-file basis, in a manner dictated
by policies that are contained in special files on

We designed and implemented eCryptfs withthe target. These policies specify the behavior
the enterprise environment in mind. These enof eCryptfs as it works with individual files at

vironments entail a host of unique opportunitiesthe target. These policies are not required in or-
and requirements. der for the user to work with the files, but the

policies can provide enhanced transparency of
operation. Planned enhancements include utili-
1.3.1 Ease of Deployment ties to aid in policy generation (see Section 7).

1.3 Enterprise-class

eCryptfs does not require any modifications to )
the Linux kernel itself It is deployable as 1-3-2 PKlIntegration
a stand-alone kernel module that utilizes a set

of userspace tools to perform key managementhrough its pluggable PKI interface (see Sec-
functions. tion 5.7), eCryptfs aims to be integrable with

. . existing Public Key Infrastructures.
Many other cryptographic filesystem solutions,

such as dm-crypt, require that a fixed partition
(or image) be established upon which to write
the encrypted data. This provides the flexi-
bility of block-layer encryption; any applica-

tion, such as swap, a database application, orhe Trusted Computing Group has published
a filesystem, can use it without any modifica-an architecture standard for hardware support
tion to the application itself. However, itis lim- for various secure operations.[7] Several ven-
ited in that the amount of space allocated fordors, including IBM, implement this standard

the encrypted data is fixed. It is an inconve-in their products today. As an example, more
nient task to increase or decrease the amount eécent IBM Thinkpad and workstation prod-

space available on the encrypted partition. ucts ship with an integrated Trusted Computing

. , Platform (TPM) chip.
Cryptographic filesystems like EncFS[23] and

CFS[20] are more easily deployable, as theyrhe TPM can be configured to generate a pub-

INote that thekey_type usesymbol must be ex- lic/private keypair in which the prlv_ate expo-
ported by the kernel keyring module, which may requireN€Nt cannot be obtained from the chip. The ses-

a one-line patch for older versions of the module. sion key to be encrypted or decrypted with this

1.3.3 TPM Utilization
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key must be passed to the chip itself, which willwhich they apply, as EncFS or CFS do, al-
then use the protected private key to performlow for incremental backup utilities to oper-
the operation. This hardware support provideste while maintaining the security of the data,
a strong level of protection for the key that is but the administrator must take caution to as-
beyond that which can be provided by a soft-sure that the backup tools are also recording the
ware implementation alone. cryptographic metadata. Since eCryptfs stores
this data in the body of the files themselves, the
Using a TPM, eCryptfs can essentially “bind” backup utilities do not need to take any addi-
a set of files to a particular host. Should thetional measures to make a functional backup of
media ever be separated from the host whiclthe encrypted files.
contains the TPM chip, the session keys (see
Section 5.1) of the file will be irretrievable. The
user can even configure the TPM in such a man:
ner so that the TPM will refuse to decrypt data‘2 Related Work
unless the machine is booted in a certain con-
figuration; this helps to address attacks that ineCryptfs extends cryptfs, which is one of
volve booting the machine from untrusted me-the filesystems instantiated by the stackable
dia. filesystem framework FiST.[9] Erez Zadok
heads a research lab at Stony Brook University,
where FiST development takes place. Cryptfs
1.3.4 Key Escrow is an in-kernel implementation; another option
would be to extend EncFS, a userspace crypto-
graphic filesystem that utilizes FUSE to inter-
Employees often forget or otherwise lose theiract with the kernel VFS, to behave in a similar
credentials, and itis subsequently necessary fahanner. Much of the functionality of eCryptfs
the administrator to reset or restore those crerevolves around key management, which can
dentials. Organizations expect this to happeme integrated, without significant modification,
and have processes in place to rectify the sitinto a filesystem like EncFS.
uations with a minimal amount of overhead.
When strong cryptographic processes are ifother cryptographic filesystem solutions
place to enforce data integrity and confidential-available under Linux include dm-crypt[18]
ity, however, the administrator is no more ca-(preceded by Cryptoloop and Loop-AES),
pable of retrieving the keys than anyone else isCFS[20], BestCrypt[21], PPDDI[19],
unless some steps are taken to store the key ihCFS[22], and CryptoFS[24]. Reiser4[25]
a trustworthy escrow. provides a plugin framework whereby crypto-
graphic operations can be implemented.

1.3.5 Incremental Backups
3 Design Structure

Cryptographic filesystem solutions that oper-

ate at the block layer do not provide adequateCryptfs is unique from most other crypto-

security when interoperating with incrementalgraphic filesystem solutions in that it stores
backup utilities. Solutions that store crypto-a complete set of cryptographic metadata to-
graphic contexts separately from the files together with each individual file, much like



2005 Linux Symposium e 205

'
Kernel ' User
'

Keystore
Keystore [« : >
v D : d callout

A

Kernel
crypto API

A
r VFS syscall
Y ' Y
H A eCryptfs
eCryptfs layer H PKI API Daemon
: \ 4
A ' A
'
' Crypto
s H Attribute
File Structure ' i
JV : KDEE/S':\T éME TrouSerS TPM
Additional layers H ( ) PKI Module
Crypto Metadata (optional)

Y

GnuPG
PKI Module

openCryptoki
PKI Module

Filesystem

Figure 1: Overview of eCryptfs architecture

PGP-encrypted files are formatted. This al-private key.

lows for encrypted files to be transferred across

trusted domains while maintaining the ability €Cryptfs performs key management operations
for those with the proper credentials to gain acat the time that an application either opens or

cess to those files. Because the encryption anéeloses a file (see Figure 2). Since these events
decryption takes place at the VFS layer, theoccur relatively infrequently in comparison to

process is made transparent from the app”cd)age reads and Wl’ites, the overhead involved in
tion's perspective. transferring data and control flow between the

kernel and userspace is relatively insignificant.
eCryptfs is implemented as a kernel moduleFurthermore, pushing key management func-
augmented with various userspace utilities fottions out into userspace reduces the amount and
performing key management functions. Thethe complexity of code that must run in kernel
kernel module performs the bulk encryption ofspace.
the file contents via the kernel cryptographic
API. A keystore component extracts the header
information from individual file$ and forwards . .
this data to a callout application. The caII-4 Cryptographic Operations
out application evaluates the header informa-

tion against the target policy and performs vareCryptfs performs the bulk symmetric encryp-
ious operations, such as prompting the user fofion of the file contents in the kernel module
a passphrase or decrypting a session key with gortion itself. It utilizes the kernel crypto-

2Note that the initial prototype of eCryptfs, demon- graphic API.
strated at OLS 2004, utilized Extended Attributes (EA)
to store the cryptographic context. Due to the fact that .
EAs are not ubiquitously and consistently supported,A"1 File Format
this information was moved directly into the file con-
tents. eCryptfs now uses EAs to cache cryptographic . i .
contexts, but EA support is not required for correct oper-1 N€ underlying file format for eCryptfs is based
ation. on the OpenPGP format described in RFC
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vis_open() Kernel H User

Y

cryptfs_open()

Y

Allocate new crypt_stats struct

Y

Consult the cryptographic policy for this file

Consult policy for >3
target location

N

Insert authentication token
structs into keyring

!

Construct set of valid authentication
new_file_context() H token struct signatures

; /.ecryptfsrc

vfs ops passthrough

Is the file supposed to
be encrypted?

Generate new session key

Y

Generate callout string for
/sbin/request-key

Associate authentication tokens
with crypt_stats via their signatures

Y

Write the file headers

Figure 2: New file process

2440][2] (see Figure 3). In order to accommo-would require re-encrypting the entire contents
date random access, eCryptfs necessarily def the file from that point.

viates from that standard to some extent. The

OpenPGP standard assumes that the encryptioR, compensate for this particular issue while
and decryption is done as an atomic operatiopaintaining the security afforded by a cipher
over the entire data contents of the file; there ISperating in block chaining mode[6], eCryptfs
no concept of a partially encrypted or decryptedyeaks the data into extents. These extents, by
file. Since the data is encrypted using a chaine@etayit, span the page size (as specified for each
block cipher, it would be impossible to read theyg e puild). Data is dealt with on a per-extent
very last byte of a file without first decrypting basis; any data read from the middle of an ex-
the entire contents of the file up to that point.1ant causes that entire extent to be decrypted,
Likewise, writing the very first byte of the file 5nq any data written to that extent causes that
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Data Crypto Context Initialization Encrypted Initialization Encrypted
Size Packet Set Vectors Data Extent Vectors Data Extent

1] [TTT] [

Figure 3: Underlying file format

entire extent to be encrypted. constitute an unacceptable breach of confiden-
tiality. It makes sense to relegate eCryptfs’s be-

Each extent has a unique initialization vectorhayior with respect to sparse files as something
(IV) associated with it. One extent containing that policy decides.

IV’s precedes a group of extents to which those

IV’s apply. Whenever data is written to an ex-

tent, its associated IV is rotated and rewritten to4'2 Kernel Crypto API
the IV extent before the associated data extent o

is encrypted. The extents are encrypted witteCryptfs performs the bulk data encryption in
the block cipher selected by policy for that file the kernel module, and hence it takes advantage

and employ CBC mode to chain the blocks. ~ Of the kernel cryptographic API to perform the
encryption and the decryption. One of the pri-

mary motivators in implementing eCryptfs in
4.1.1 Sparse Files the kernel is to avoid the overhead of context
switches between userspace and kernel space,

. which is frequent when dealing with pages in
Sparse files present a challenge for eCryptfsfile 0. Anyqsymmetric cipherg suppgrtgd by

Under UNIX gemantlcs, a file becomes SParS&he Linux kernel are candidates for usage as the
when an application seeks past the end of a file,

The regions of the file where no data is Writter‘fou'k data ciphers for the eCrypts files.
represenholes No data is actually written to
the disk for these regions; the filesystem “fakest-3 Header Information
it” by specially marking the regions and setting
the reported filesize accordingly. The space oceCryptfs stores the cryptographic context for
cupied on the disk winds up being less than theach file as header information contained di-
size of the file as reported by the file's inodesrectly in the underlying file (see Figure 4).
When sparse regions are read, the filesystemhus, all of the information necessary for users
simply pretends to be reading the data from theyith the appropriate credentials to access the
disk by filling in zero’s for the data. file is readily available. This makes files

. _ . amenable to transfer across untrusted domains
The underlying file structure for eCryptfs is e preserving the information necessary to
amenable to accommodating this behavioryecrynt and/or verify the contents of the file.

IV's consisting of all zero’s can indicate thatthe |, this respect, eCryptfs operates much like an
underlying region that corresponds is SPars€gpenpGP app;lication.
The obvious problem with this approach is that

it is readily apparent to an attacker which re-Most encrypted filesystem solutions either op-
gions of the file consist of holes, and this mayerate on the entire block device or operate on
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Generate key packet set:

Isita
passphrase?

Is it a private
key?

Any crypt_stat auth tok
sigs left?

Validate the signature;
Validate the signature; if invalid, fail.
if invalid, generate.

Does the token already contain
the encrypted session key?

Request key for sig from keyring Is the token'’s encrypted

session key valid?

No

Concatenate the passphrase with
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Auth tok key found
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from the crypt_stats struct

|

| Set the decrypt request flag r

Userspace callout to process session key portions of authentication tokens Dump the ath u?k into
the callout string

Figure 4: Writing file headers

Write the packet according
to RFC 2440 spec

entire directories. There are several advantages those files that really need it, system re-
to implementing filesystem encryption at the sources will not be taxed as much.
filesystem level and storing encryption meta-

data in the headers of each file: e Transparent Operation: Individual en-

crypted files can be easily transferred off
of the block device without any extra

e Granularity: Keys can be mapped to in- transformation, and others with authoriza-
dividual files, rather than entire block de- ~ tion will be able to decrypt those files. The
vices or entire directories. userspace applications and libraries do not

need to be modified and recompiled to

e Backup Utilities: Incremental backup support this transparency.

tools can correctly operate without having
to have access to the decrypted content of 4 Rotating Initialization Vectors
the files it is backing up.

e Performance: In most cases, only certaireCryptfs extents span page lengths. For most
files need to be encrypted. System li-architectures, this is 4096 bytes. Subsequent
braries and executables, in general, do notvrites within extents may provide information
need to be encrypted. By limiting the to an attacker who aims to perform linear crypt-
actual encryption and decryption to only analysis against the file. In order to mitigate
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this risk, eCryptfs associates a unique Initial-4.6 File Context
ization Vector with each extent. These IV's are

interspersed throughout each file. In order toE h eCrvotfs inod | ith inod
simplify and streamline the mapping of the un- ach eCryptis inode correlates with an inode

derlying file data with the overlying file, IV's from the underlying filesystem and has a cryp-

are currently grouped on a per-page basis. tographlc_context_ assoc_la'Fed with it. This con-
text contains, butis not limited to, the following

information:
45 HMAC's Over Extents

e The session key for the file
Integrity verification can be accomplished via o
sets of keyed hashes over extents within the ® Whetherthe file is encrypted
file. Keyed hashes are used to prove that
whoever modified the data had access to the
shared secret, which is, in this case, the session
key. Since hashes apply on a per-extent basis, ¢ The signatures of the authentication to-
eCryptfs need not generate the hash over the kens associated with that file
entire file before it can begin reading the file. .
If, at any time in the process of reading the file, ® The size of the extents
eCryptfs detects a hash mismatch for an extent,
it can flag the read operation as failing in the
return code for the VFS syscall.

e A pointer to the kernel crypto API context
for that file

eCryptfs can cache each file’'s cryptographic
context in the user’s session keyring in order to
This technique can be applied to generatéac'“t"’1te faster Tepeat access bY bypassing the

process of reading and interpreting of authenti-

a built-in digital signature structure for files ™ . : . .
downloaded over the Internet. Given that ancatlon token header information from the file.

eCryptfs key management module is able to as-

certain the trustworthiness of a particular key4.7 Revocation

then that key can be used to encode a verifi-

cation packet into the file via HMAC'’s. This . _

is accomplished by generating hashes over theince anyone with the proper credentials can
extents of the files, as eCryptfs normally doe<eXtract a file’s session key, revocation of access
when operating in integrity verification mode. for any given credential to future versions of
When the file is closed, an HMAC is gen- the file will necessitate regeneration of a ses-
erated by hashing the concatenation of all offion key and re-encryption of the file data with
the hashes in the file, along with a secret keythat key.

This HMAC is then encrypted with the distrib-
utor’'s private key and written to an HMAC-
type packet. The recipients of the file can pro-
ceed then to retrieve the secret key by decrypt-
ing it with the distributor’s trusted public key
and performing the hash operations to genereCryptfs aims to operate in a manner that is as
ate the final HMAC, which can be comparedtransparent as possible to the applications and
then against the HMAC that is stored in the filethe end users of the system. Under most cir-
header in order to verify the file’s integrity. cumstances, when access control over the data

Key Management
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| Userspace callout to process session key portions of authentication tokens |
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Figure 5: Key management

cannot be provided at all times by the host, thesession keyring. When an application closes
fact that the files are being encrypted should noa newly created file, the eCryptfs encrypts the
be a concern for the user. Encryption must prosession key once for each authentication token
tect the confidentiality and the integrity of the associated with that file, as dictated by policy,

files in these cases, and the system is confighen writes these encrypted session keys into
ured to do just that, using the user’s authenticapackets in the header of the underlying file.

tion credentials to generate or access the keys.

5.1 Session Keys

When an application later opens the file,
eCryptfs reads in the encrypted session keys
and chains them off of the cryptographic meta-
data for the file. eCryptfs looks through the

Every file receives a randomly generated sesdser’s authentication tokens to attempt to find
sion key, which eCryptfs uses in the bulk dataa match with the encrypted session keys; it
encryption of the file contents. eCryptfs storesuses the first one found to decrypt the session
this session key in the cryptographic metadat&ey. In the event that no authentication tokens
for the file, which is in turn cached in the user’sin the user’s session keyring can decrypt any



2005 Linux Symposium e 211

of the encrypted session key packets, eCryptfpassphrases that people are capable of remem-
falls back on policy. This policy can dictate ac- bering are becoming increasingly vulnerable to
tions such as querying PKI modules for the ex-brute force attacks. eCryptfs takes measures
istence of private keys or prompting the user forto make such attacks more difficult, but these
a passphrase. measures can only be so effective against a de-
termined and properly equipped adversary.

5.2 Passphrase Every effort should be made to employ the use
of a TPM and public key cryptography to pro-
vide strong protection of data. Keep in mind
that using a passphrase authentication token in
addition to a public key authentication token
does not in any way combine the security of

. L oo both; rather, it combines thasecurityof both.
Many cryptographic applications in Linux rely This is due to the fact that, given t)\//vo authen-

too heavily on passphrases to protect datat. tion tok Crvotfs wil t and st
Technology that employs public key cryp- cation tokens, eLryptis will encrypt and store

tography provides stronger protection againsl:]votwp'?s d(_)f_(tjhe ﬁezsmr;tkel)(/ (jee Section 5.1)
brute force attacks, given that the passphras nat can individually be attacked.

protected private keys are not as easily accessi-
ble as the encrypted data files themselves. 5.3 Kernel Keyring

Passwords just don’t work anymore.
— Bruce Schneier

Passphrase authentication tokens in eCryptfs _
exist in three forms: non-passphrased, saltPavid Howells recently authored the keyring

less, and salted. In order to address the thre&€rvice, which kernel versions 2.6.10 and later
of passphrase dictionary attacks, eCryptfs utinoW include. This keyring provides a host of
lizes the method whereby a salt value is confeéatures to manage and protect keys and au-
catenated with a passphrase to generate thentication token_s. eCr_y_p_tfs tgkes advantage
passphrase identifier. The concatenated value & the kernel keyring, utilizing it to store au-
iteratively hashed (65,537 times by default) tothentication tokens, inode cryptographic con-
generate the identifying signature for the salted®Xts, and keys.

authentication token.

o 5.4 Callout and Daemon
On the other hand, saltless authentication to-

kens exist only in the kernel keyring and are not
at any time written out to disk. The userspacelhe primary contact between the eCryptfs ker-
callout application combines these saltless aurel module and the userspace key manage-
thentication tokens with non-passphrased aument code is the request-key callout applica-
thentication tokens to generate candidate saltei@on, which the kernel keyring invokes. This
authentication tokens, whose signatures areallout application parses policy information
compared against those in file headers. from the target, which it interprets in relation to
the header information in each file. It may then
While eCryptfs supports passphrase-based pranake calls through the PKI APl in order to sat-
tection of files, we do not recommend usingisfy pending public key requests, or it may go
passphrases for relatively high-value data thasearching for a salted passphrase with a partic-
requires more than casual protection. Mosular signature.
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In order to be able to prompt the user for akey could be combined with a key stored in a
passphrase via a dialog box, eCryptfs musiTPM in order to offer two-factor authentication
have an avenue whereby it can get to the user§.e., in order to access a file, the user must have
X session. The user can provide this means byl) logged into a particular host (2) using a par-
simply running a daemon. The eCryptfs dae-icular passphrase).

mon listens to a socket (for which the location

is written to the user’s session keyring). When-Due to PAM’s flexibility, these operations do
ever policy calls for the user to be promptednot need to be restricted to a passphrase. There
for a passphrase, the callout application can reis no reason, for example, that a key contained
trieve the socket’s location and use it to requesn @ SmartCard or USB device could not be
the daemon to prompt the user; the daemotised to help authenticate the user, after which

then returns the user’s passphrase to the callo@oint that key is used in the above named cryp-
application. tographic operations.

5.5 Userspace Utilities 5.7 PKI

To accommodate those who are not running thgcrypifs offers a pluggable Public Key Infras-
eCryptfs layer on their systems, userspace utilyrycture (PKI) interface. PKI modules accept
ities to handle the encrypted content comprisgey identifiers and data, and they return en-
part of the eCryptfs package. These utilities aCErypted or decrypted data. Whether any partic-
much like scaled-down versions of GNUPG.  jar key associated with an identifier is avail-

able, trustworthy, etc., is up to the PKI module

5.6 Pluggable Authentication Module to determine.

eCryptfs PKI modules need to implement a set
Pluggable Authentication Modules (PAM) pro- of functions that accept as input the key identi-
vide a Discretionary Access Control (DAC)[14] fier and a blob of data. The modules have the
mechanism whereby administrators can paramresponsibility to take whatever course of action
eterize how a user is authenticated and what necessary to retrieve the requisite key, evalu-
happens at the time of authentication. eCryptfate the trustworthiness of that key, and perform
includes a module that captures the user’s lothe public key operation.
gin passphrase and stores it in the user’s ses-
sion keyring. This passphrase is stored in th&€Cryptfs includes a PKI module that utilizes the
user’s session keyring as a saltless passphra§uPG Made Easy (GPGME) interface to ac-
authentication token. cess and utilize the user's GnuPG keyring. This
module can utilize the user’s login passphrase
Future actions by eCryptfs, based on policycredential, which is stored in the user’s ses-
can then use this passphrase to perform crygsion keyring by the eCryptfs PAM (see Section
tographic operations. For example, the logins.6), to decrypt and utilize the user’s private key
passphrase can be used to extract the user’s petored on the user’s keyring.
vate key from his GnuPG keyring. It could be
used to derive a key (via a string-to-key oper-The eCryptfs TPM PKI module utilizes the
ation) that is directly used to protect a sessionfrouSerS[26] interface to communicate with
key for a set of files. Furthermore, this derivedthe Trusted Platform Module. This allows for
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the use of a private key that is locked in the5.9 Target-centric Policies
hardware, binding a file to a particular host.

The eCryptfs openCryptoki PKCS#11[15] When an application creates a new file,
framework PKI provides a mechanism for per-eCryptfs must make a number of decisions with
forming public key operations via various hard-regard to that file. Should the file be encrypted
ware devices supported by openCryptoki, in-or unencrypted? If encrypted, which symmetric
cluding the IBM Cryptographic Accelerator block cipher should be used to encrypt the data?
(ICA) Model 2058, the IBM 4758 PCI Cryp- Should the file contain HMAC's in addition to
tographic Coprocessor, the Broadcom CryptqVv’s? What should the session key length be?
Accelerator, the AEP Crypto Accelerator, andHow should the session key be protected?

the TPM.

Protecting the session key on disk requires even
) ’' more policy decisions. Should a passphrase be
eCryptfs. Such modules can interface with ,caq? Which one, and how should it be re-

existing PKI's that utilize x.509 certificates, trieved? What should be the string-to-key pa-
with certificate authorities, revocation lists, andrameters (i.e., which hash algorithm and the

other elements that help manage keys within aR ,mper of hash iterations)? Should any pub-

organization. lic keys be used? If so, which ones, and how
should they be retrieved?

It is easy to write additional PKI modules for

5.8 Key Escrow/Secret Sharing
eCryptfs currently supports Apache-like policy
definition files that contain the policies that ap-

In enterprise environments, it often makesp|y to the target in which they exist. For exam-

sense for data confidentiality and integrity to beple, if the root directory on a USB pen drive

a shar_ed responsib_ility. Justas pf““_'e”t busme%ﬁavice contains a .ecryptfsrc file, then eCryptfs
organizations entail backup plans in the event ., parse the policy from that file and apply

of the sudden loss of any one employee, thg 4 5 files under the mount point associated
data associated with business operations MUith that USB pen drive device.

survive any one individual in the company. In

the vast majority of the cases, it is acc:eptablekey definitions associate labels witRKI, 1d)
for all members of the business to have accesgples (see Figure 6).

to a set of data, while it is not acceptable for

someone outside the company who steals a maxpplication directive definitions override de-

chine or a USB pen drive to have access to thafult policies for the target, dependent upon the
data. In such cases, some forms of key escroypplication performing the action and the type
within the company are appropriate. of action the application is performing (see Fig-

. . yre 7).
In enterprise environments where corporate an

pustomer data are being protected cryptog_raphrhe action definitions associate labels with
ically, key management and key recovery is arkActior;CiphecSessionKeySiye tuples.

especially critical issue. Techniques such as s SCryptfs uses these directives to set crypto-

cret sphttm_g or (m,n)-thre_sho_ld schemesl4] ca raphic context parameters for files (see Figure
be used within an organization to balance th

need for key secrecy with the need for key re-
covery. SXML formats are currently being worked on.
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<ApplicationDirectiveDef mutt_prompt_on_read_encrypted>
Application /usr/bin/mutt
Scenario OPEN_FOR_READ
FileState ENCRYPTED
Action PROMPT
</ApplicationDirectiveDef>

<ApplicationDirectiveDef mutt_decrypt>
Application /usr/bin/mutt
Scenario ALL
FileState ENCRYPTED
Action DECRYPT
</ApplicationDirectiveDef>

<ApplicationDirectiveDef openoffice_strong_encrypt>
Application /usr/bin/ooffice
Scenario OPEN_FOR_CREATE
Action encrypt_strong

</ApplicationDirective>

Figure 7: Example policy: application directives

The directory policy definitions give default ac- a robust Mandatory Access Control framework
tions for files created under the specified directhat can be leveraged with policies to protect
tory location, along with application directives the user’s data and keys.

that apply to the directory location (see Figure
9). Furthermore, the system should judiciously

employ timeouts or periods of accessibil-
ity/applicability of credentials. The kernel
keyring provides a convenient and powerful
mechanism for handling key permissions and
_ _ ] expirations. These features must be used appro-
eCryptfs concerns itself mainly with protect- priately in order to address human oversight,

ing data that leaves trusted domains. Addigch as failing to lock down a terminal or other-

tional measures are necessary to address Vafjjise exit or invalidate a security context when
ous threats outside the scope of eCryptfs's inyhe yser is finished with a task.

fluence. For example, swap space should be
encrypted; this can be easily accomplished with
dm-crypt.[18]

6 Additional Measures

, , 7 Future Work
Strong access control is outside the scope of

the eCryptfs project, yet it is absolutely neces-
sary to provide a comprehensive security solueCryptfs is currently in an experimental stage
tion for sensitive data. SE Linux[16] provides of development. While the majority of the VFS
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<Directory />
DefaultAction blowfish_encrypt
DefaultState PROMPT
DefaultPublicKeys mhalcrow legal
DefaultPassphrase LOGIN
# This directives for files under this location
# that meet this criteria
<FilePattern \.mutt_.*>
ApplicationDirective mutt_decrypt
</FilePattern>
ApplicationDirective mutt_prompt_on_read_encrypted
</Directory>

# Overrides the prior set of policies
<Directory /gnucash>
DefaultAction encrypt_strong
DefaultPublicKeys host_tpm
</Directory>

Figure 9: Example policy: directory policies

functionality is implemented and functioning, portunities for caching cryptographic metadata,
eCryptfs requires testing and debugging acrosand variations on such attributes as the size of
a wide range of platforms under a variety ofthe extents could have a significant impact on
workload conditions. speed.

eCryptfs has the potential to provide weak fileeCryptfs policy files are equivalent to the
size secrecy in that the size of the file wouldApache configuration files in form and com-
only be determinable to the granularity of oneplexity. eCryptfs policy files are amenable to
extent size, given that the file size field inguided generation via user utilities. Another
the header is encrypted with the session keysignificant area of future development includes
Strong file size secrecy is much more easily obthe development of such utilities to aid in the
tained through block device layer encryption,generation of these policy files.
where everything about the filesystem is en-
crypted. eCryptfs only encrypts the data con-Desktop environments such as GNOME or
tents of the files; additional secrecy measure&DE can provide users with a convenient in-
must address dentry’s, filenames, and Extende@rface through which to work with the cryp-
Attributes, which are all within the realm of tographic properties of the files. In one sce-
what eCryptfs can influence. nario, by right-clicking on an icon represent-
ing the file and selecting “Security”, the user
At this stage, eCryptfs requires extensive prowill be presented with a window that can be
filing and streamlining in order to optimize used to control the encryption status of the file.
its performance. We need to investigate op-Such options will include whether or not the
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<Key mhalcrow> <ActionDef blowfish_encrypt>
PKI GPG Action ENCRYPT
ld 3F5C22A9 Cipher blowfish
</Key> SessionKeySize 128
</ActionDef>
<Key legal>
PKI GPG <ActionDef encrypt_strong>
Id 7AB1FF25 Action ENCRYPT
</Key> Cipher aes
SessionKeySize 256
<Key host_tpm> </ActionDef>
PKI TPM
Id DEFAULT
</Key>

Figure 8: Example policy: action defs

Figure 6: Example policy: key defs
we are basing our development efforts, as well
as several members of the kernel development

file is encrypted, which users should be abl&eommunity.

to encrypt and decrypt the file (identified by

their public keys as reported by the PKI plugin

module), what cipher is used, what keylength

is used, an optional passphrase that is used to

encrypt the symmetric key, whether or not to

use keyed hashing over extents of the file fog  Conclusion
integrity, the hash algorithms to use, whether

accesses to the file when no key is available

should result in an error or in the encrypted

blocks being returned (as dictated by target-

centric policies; see Section 5.9), and othefCryptfs is an effort to reduce the barriers that

properties that are interpreted and used by thétand in the way of the effective and ubiqui-
eCryptfs layer. tous utilization of file encryption. This is es-

pecially relevant as physical media remains ex-

posed to theft and unauthorized access. When-

ever sensitive data is being handled, it should be
8 Recognitions themodus operandihat the data be encrypted

at all times when it is not directly being ac-

cessed in an authorized manner by the appli-
We would like to express our appreciation forcations. Through strong and transparent key
the contributions and input on the part of allmanagement that includes public key support,
those who have laid the groundwork for an ef-key->file association, and target-centric poli-
fort toward transparent filesystem encryption.cies, eCryptfs provides the means whereby a
This includes contributors to FiIST and Cryptfs, cryptographic filesystem solution can be more
GnuPG, PAM, and many others from which easily and effectively deployed.
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Abstract Time Protocal(NTP)adjtimex() interface.
This basic functionality, however, is required to
meet increasingly stringent demands. Perfor-
vided onlv tick aranularity via a simole e mance must improve and time resolution must
iodi dg't' ¢ tg t'u y St P I'Od increase, while keeping correctness. Meeting
::angs:corluglorr]es(c))llj(tilgr]]e, r;c;wmn;lrjes aF:]rdovrInSr ethese demands with the current code has be-
: : ) ' ..come difficult, thus new methods for time keep-
unique timekeeping hardware becomes avail- .
. ! ing must be considered.
able, and as virtualization and low-latency de-
mands grow, the complexity of maintenance

and bug resolution increases. 1.1 Terminology

The Linux® time subsystem, which once pro-

We are proposing a significant re-work of the _ )

time keeping subsystem of the kernel. Ad-Before we get into the paper, let us just cover
ditionally, we demonstrate some possible enSOMe quick terminology used, so there is no
hancements this re-work facilitates: a moretonfusion.

flexible soft-timer subsystem and dynamic in-

terrupt source management. System Time A monotonically increasing
value that represents the amount of time
the system has been running.

1 The Newtimeofday Subsystem \ygj Time (Time of Day) A value represent-

ing the the human time of day, as seen on

The functionality required of themeofday a wrist-watch.

subsystem is deceptively simple. We MUSt;m a0y rce A representation of a free running
provide a monotonically increasing system counter running at a known frequency,
clock, a fast and accurate method for gen- usually in hardware

erating the time of day, and a method for
making small adjustments to compensate foHardware-Timer (Interrupt Source) A bit

clock drift. In the existing code, these of hardware that can be programmed to
are provided by thewall_to_monotonic generate an interrupt at a specific point in
offset to do_gettimeofday() , the do_ time. Frequently the hardware-timer can
gettimeofday() function and the Network be used as a timesource as well.

e 219 o
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Soft-Timer A software kernel construct that smoothly give the inter-tick position in time.
runs a callback at a specified time. Now, a sharp eye will notice that this has
some potential problems. If the interpolation

Tick A perlodlp mterrupt generateq by_ 2 function does not cover the entire tick interval
hardware-timer, typically with a fixed in- (NSECS_PER TICK + ntp_adjustment )

t_erval def_ined byHZ Normally used for time will jump forward. More worrisome
timekeeping and soft-timer management. 441 if at any time the value of the inter-

polation function grows to be larger than the
1.2 Reasons for Change tick interval, there is the potential for time to
go backwards. These two conditions can be
caused by a number of factors: calibration
error, changes tatp_adjustment ’s value,

interrupt handler delay, timesource frequency
So, why are we proposing these changesghanges, and lost ticks.

There are many reasons, but the most important

one is correctness. It is critical that time flow The first three cases typically lead to a small
smoothly, accurately and does not go backsingle-digit microsecond error, and thus, a
wards at any point. The existing interpolation-small window for inconsistency. As proces-
based timekeeping used by most aréhieser- ~ sor speeds increasgettimeofday ~ takes less
ror prone. time and small interpolation errors become

more apparent.
Quickly, let us review how the existing time-

keeping code works. The code is tick-basedTimesource frequency changes are more diffi-
so thetimeofday is incremented a constant cult to deal with. While they are less common,
amount (plus a minor adjustment for NTP) ev-some laptops do not notify thepufreq  sub-

ery tick. A simplified pseudo-code example System when they change processor frequency.
of this tick-based scheme would look like Fig- Should the user boot off of battery power, and

1.2.1 Correctness

ure 1. the system calibrate the timesource at the slow
. ' . speed then later plug into the wall, the TSC fre-
Since, in this codeabs(ntp_adjustment) quency can triple causing much more obvious

is always smaller theNSECS_PER_TICKtime  (two tick length) errors.
cannot go backwards. Thus, the only issue
with this example is that the resolution of time Lost timer interrupts also cause large and eas-
is not very granular, e.g. only 1 millisecond ily visible time inconsistencies. If a bad driver
whenHZ = 1000. To solve this, the existing blocks interrupts for too long, or a BIOS SMI
timeofday code uses a high-resolution time- interrupt blocks the OS from running, it is pos-
source to interpolate with the tick-based timesible for the value of the interpolation func-
keeping. Again, using a simplified pseudo-tion to grow to multiple tick intervals in length.
code example we get something like Figure 2. When a timer interrupt is finally taken though,
only one interval is accumulated. Since chang-
The idea is that the interpolation functioning Hzto 1000 on most systems, missed timer
(cycles2ns(now - hi_res_base) ) Wil interrupts have become more common, causing
large time inconsistencies and clock drift.

Throughout this paper, we will refer to the software
architecture(s), i.e. those found limux-source/ )
arch , as arch(es) and to hardware architecture(s) as aAttempts have been made (in many cases by
chitecture(s). one of the authors of this paper) to reduce the
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timer_interrupt():
xtime += NSECS_PER_TICK + ntp_adjustment

gettimeofday():
return xtime

Figure 1: A tick-basetimeofday implementation

timer_interrupt():
hi_res_base = read_timesource()
xtime += NSECS_PER_TICK + ntp_adjustment

gettimeofday():
now = read_timesource()
return xtime + cycles2ns(now - hi_res_base)

Figure 2: An interpolatedettimeofday/()

impact of lost ticks by trying to detect and com- times.h, timex.h), where the divisions have lost
pensate for them. Atinterrupt time, the interpo-any meaning or reason. Without clear and ex-
lation function is used to see how much timeplicit purpose to these files, new code has been
has passed, and any lost ticks are then emwadded to these files haphazardly, making it even
lated. One problem with this method of de-more difficult to make sense of what is chang-
tecting lost ticks is that it results in false pos-ing.
itives when timesource frequency changes oc-
cur. Thus, instead of time inconsistencies, timelhe lack of opacity in the current timekeeping
races three times faster on those systems, neode is an issue as well. Since almost all of
cessitating additional heuristics. the timekeeping variables are global and have
no clear interface, they are accessed in a num-
In summary, the kernel uses a buggy methodber of different ways in a number of different
for calculating time using both ticks and time- places in the code. This has caused much con-
sources, neither of which can be trusted in alfusion in the way kernel code accesses time.
situations. This is not good. For example, consider the many possible ways
to calculate uptime shown in Figure 3.

1.2.2 A Much Needed Cleanup Clearly some of these examples are more cor-
rect than others, but there is not one clear way
of doing it. Since different ways to calculate

Another problem with the current time keep-time are used in the kernel, bugs caused by mix-

ing code is how fractured the code base haghg methods are common.

become. Every arch calculates time in basi-

cally the same manner, however, each one has
its own implementation with minor dllfferer)ces. 1.2.3 Needed Flexibility

In many cases bugs have been fixed in oné

or two arches but not in the rest. The arch

independent code is fragmented over a numThe current system also lacks flexibility. Cur-
ber of files (time.c, timer.c, time.h, timer.h, rentworkarounds for things like lost ticks cause
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uptime = jiffies * HZ
uptime = (jiffies - INITIAL_JIFFIES) * HZ
uptime = ((jiffies - INITIAL_JIFFIES) * ACTHZ) >> 8

uptime = xtime.tv_sec + wall_to_monotonic.tv_sec
uptime monotonic_clock() / NSEC_PER_SEC;

Figure 3: Possible ways to calculate uptime

bugs elsewhere. One such place is virtualizasense the code did what was needed, but it is
tion, where the guest OS may be halted fomot without its problems.
many ticks while another OS runs. This re-

uires the hypervisor to emulate a number o . o .
guccessive t?/cpks when the guest OS runs Thtl'he first and most irritating issue is the name.
* ""While it is calledtimer opts , nothing in the

lost tick compensation code notes the han tructure actually uses any of the underlyin
and tries to compensate on the first tick, bu% y y ying
ardware as a hardware-timer. Part of this

then the next ticks arrive causing time to runconfusion comes from the fact that hardware-

too fast. Needless to say, this dependency 0{1
. : o . Imers can frequently be used as counters or
ticks increases the difficulty of correctly imple- .

timesources, but not the other way around, as

menting deeper kermel changes like those Iorot_imesources do not necessarilly generate inter-
posed in other patches such as: Dynamic Ticks Y9

NO_IDLE_Hz, Variable System Tick, and High r’upts.. The lack of precision in naming .anc.JI
Res Timers. speaking about the code has caused continuing

difficulty in discussing the issues surrounding
it.

1.3 Related Work

The other problem with thetimer_opts

structure is that its interface is too flexible and
1.3.1 timer_opts openly defined. It is unclear for those writ-
ing newtimer_opt  modules, how to use the
- interface as intended. Additionally, fixing a
Now that we are done complaining about all . o .

. : bug or adding a feature requires implementing

the problems of the current timekeeping sub-, .

the same code across eather opt  mod-

system, one of the authors should stand up and . . L
: . . - ule, leading to excessive code duplication. That
claim his portion of the responsibility. John

Stultz has been working in this area off armlalong with additional interfaces being added
9 ) {each needing their own implementation) has
on for the last three years. His largest set o

. " caused theimer_opts  modules to become

changes was the i386-speciiiber_opts  re- . .
. : ugly and confusing. A cleanup is in order.

organization. The main purpose of that code
was to modularize the high-resolution interpo-
lator to allow for easy addition of alternative Finally, while the timer_opts  structure is
timesources. At that time the i386 arch sup-somewhat modular, the list of available time-
ported the PIT and the TSC, and it was necsources becomes fixed at build-time. Hav-
essary to add support for a third timesourceing the “clock=" boot-time parameter is use-
the Cyclone counter. Thanks, in part, to to theful, allowing users to override the default time-
timer_opts  changes the kernel now supportssource; however, more flexibility in providing
the ACPI PM and HPET timesources, so in anew timesources at run-time would be helpful.
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1.3.2 time_interpolator 1. Clean up and simplify time related code.
2. Provide clean and cle@éimeofday in-

Right about the time thémer opts  struc- terfaces.
ture got into the kernel, a similar bit of code 3. Use nanoseconds as the fundamental time
called “time interpolation hooks” showed up unit.

implementing a somewhat similar interface. An 4. Stop using tick-based time and avoid in-
additional benefit of this code was that it was terpolation.

arch independent, promising the ability to share 5 pake much of the implementation arch in-
interpolator “drivers” between different arches dependent.

that had the same hardware. John followed a
bit of its discussion and intended to move the
i386 code over to it, but was distracted by other
work requirements. That and the never-ending

2.6 freeze kept him from actually attempting The core implementation has three main com-
the change. ponents: thetimeofday code, timesource
management, and the NTP state machine.

6. Use a modular design, allowing time-
source drivers to be installed at runtime.

John finally got a chance to really look at the
code when he implemented the Cyclone inter-

polator driver. The code was nice and more )

modular than theimer opts  interface, but 141 timeofday —Core

still had some of the same faults: it left too

much up to the driver to implement and theThe core of the timekeeping code provides
getoffset() , update() , andreset() methods for getting a monotonically increasing
interfaces were not intuitive. Impressively, system time and the wall time. To avoid unnec-
much of the time-interpolator code has been reessary complication, we layer these two values
cently re-written, resolving many of issues andin a simple way. The monotonically increas-
influencing this proposal. However, the time-ing system time, accessed vimonotonic_
interpolator design is still less than ideal. NTPclock() is the base layer. On top of that
adjustments are done by intentionally underie add a constant offsefall_time_offset
shooting in converting from cycles to nanosecto calculate the wall time value returned by
onds, causing time to run just a touch slow, andio_gettimeofday() . The code looks like
thus, forcing NTP to only make adjustmentsFigure 4.

forward in time. This trick avoids time incon-

sistencies from NTP adjustments, but cause$he first thing to note in Figure 4, is that
time drift on systems that do not run NTP.the timeofday code is not using interpo-
Additionally, while interpolation errors are no lation. The amount of time accumulated in

longer an issue, the code is still tick basedthe periodic_hook() function is the exact
which makes it more difficult to understand andsame as would be calculated onotonic_
extend. clock() . This means théimeofday code

IS no longer dependent on timer interrupts be-
ing received at a regular interval. If a tick
arrives late, that is okay, we will just ac-
cumulate the actual amount of time that has
Before we get into the implementation detailspast and reset theffset base . In fact,

of our proposal, let us review the goals: periodic_hook() does not need to be called

1.4 Our Proposal
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nsec_t system_time
nsec_t wall_time_offset
cycle t offset_base

int ntp_adj

struct timesource_t ts

monotonic_clock():
now = read_timesource(ts)
return system_time + cycles2ns(ts, now - offset base, ntp_adj)

gettimeofday():
return monotonic_clock() + wall_time_offset

periodic_hook():
now = read_timesource(ts)
interval = cycles2ns(ts, now - offset base, ntp_adj)
system_time += interval
offset_base = now
ntp_adj = ntp_advance(interval)

Figure 4: The new timekeeping psuedo-code

from timer_interrupt() , instead it can be In this structure, theriority field allows
called from a soft-timer scheduled to run ev-for the best available timesource to be chosen.
ery number of ticks. Additionally, notice that Thetype defines if the timesource can be di-
NTP adjustments are done smoothly and conrectly accessed from the on-CPU cycle counter,
sistenetly throughout the time interval betweervia MMIO, or via a function call, which are de-
periodic_hook() calls. This avoids the in- fined by theread_fnct andmmio_ptr point-
terpolation error that occurs with the currenters respectively. Thenask value ensures that
code when the NTP adjustment is only appliedsubtraction between counter values from coun-
at tick time. Another benefit is that the core al-ters that are less then 64 bits do not need spe-
gorithm is shared between all arches. This coneial overflow logic. Themult andshift ap-
solidates a large amount of redundant arch spgroximate the frequency value of cycles over
cific code, which simplifies maintenance andnanoseconds, whefeequency —~ —Mult

e . ™~ 5shift
2
reduces the number of arch specific time bugSFinaIIy, the update_callback() i& used as

a notifier for a safe point where the time-

i source can change itault or shift  values
1.4.2 Timesource Management if needed, e.g. in the caseafufreq  scaling.
The timesource management code defines A simple exampldéimesource structure can
timesource, and provides accessor functions fdoe seen in Figure 6. This small HPET driver
reading and converting timesource cycle val-can even be shared between i386, x86-64 and
ues to nanoseconds. Additionally, it providesia64 arches (or any arch that supports HPET).
the interface for timesources to be registeredAll that is necessary is an initialization function
and then selected by the kernel. The timesourthat sets thenmio_ptr and mult then calls
structure is defined in Figure 5. register_timesource() . This can be done
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struct timesource_t {

char* name;

int priority;

enum {
TIMESOURCE_FUNCTION,
TIMESOURCE_CYCLES,
TIMESOURCE_MMIO_32,
TIMESOURCE_MMIO_64

} type;

cycle_t (*read_fnct)(void);

void __iomem *mmio_ptr;

cycle_t mask;

u32 mult;

u32 shift;

void (*update_callback)(void);

Figure 5: Theimesource  structure

struct timesource_t timesource_hpet = {
.name = “hpet”,
.priority = 300,
type = TIMESOURCE_MMIO_ 32,
.mmio_ptr = NULL,
.mask = (cycle t)HPET_MASK,
.mult = 0,
.shift = HPET_SHIFT,

Figure 6: The HPETimesource structure

at any time while the system is running, evenand increments the NTP state machine by that
from a module. At that point, the timesourceamount, and then returns the signed parts per
management code will choose the best availmillion adjustment value to be used to adjust
able timesource using the priority field. Al- time consistently over the next interval.
ternatively, asysfs interface allows users to

override the priority list and, while the system

is running, manually select a timesource to use1.4.4 Related Changes

Other areas affected by this proposal are
VDSO or vsyscallgettimeofday() imple-
mentations.  These are chunks of kernel
The NTP subsystem provides a way for thecode mapped into user-space that implement
kernel to keep track of clock drift and calcu- gettimeofday() . These implementations
late how to adjust for it. Briefly, the core are somewhat hackish, as they require heavy
interface from the timekeeping perspective idinker magic to map kernel variables into the
ntp_advance() , which takes a time interval address space twice. In the current code, this

143 NTP
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dual mapping further entangles the global vari2 Human-Time
ables used for timekeeping. Luckily, our pro-
posed changes can adapt to handle these cases.
2.1 Why Human-Time Units?

Thetimesource  structure has been designed
to be a fairly translucent interface. Thus, Throughout the kernel, time is expressed in
any timesource  of type MMIOor CYCLES units ofjiffies , which is only a timer inter-
can be easily used in a VDSO. By makingrupt counter. Since the interrupt interval differs
a call to an arch specific function wheneverbetween archs, the amount of time one jiffy rep-
the base time values change, the arch indepemesents is not absolute. In contrast, the amount
dent and specific code are able to be cleanlpf time one nanosecond represents is an inde-
split. This avoids tangling théimeofday pendent concept.
code with ugly linker magic, while still letting
these significant optimizations occur in what-When discussing human-time units, e.g. sec-
ever method is appropriate for each arch. onds, nanoseconds, etc., and the kernel, there
are two main questions to be asked: “Why
should the kernel interfaces change to use
human-time units?” and “Why should the in-
ternal structures and algorithms change to use
1.5 What Have We Gained? human-time units?” If a good answer to the lat-
ter can be found, then the former simply fol-
lows from it; a good answer can and will be
provided, but we feel there are several reasons
to make the interface change regardless of any
With these new changes, we have simplified th€hanges to the infrastructure.
way time keeping is done in the kernel while
providing a clear interface to the required func-
tionality. We have provided higher resolution, , ; 1
nanoseconds based, time keeping. We have
streamlined the code and allowed for meth-
ods which further increase gettimeofday per-First of all, human-time units are the units of
formance. And finally, we have organized andour thought; simultaneously, the units of com-
cleaned up the code to fix a number of problemputer design are in human-time (or their in-
atic bugs in the current implementation. verse for frequency measurements). The re-
lation between human-time units and jiffies is
vague, while it is clear how one human-time
With a foundation of clean code and clear in-unit relates to another. Additionally, human-
terfaces has been laid, we can look for deepetime units are effectively unbounded in terms of
cleanups. A clear target for improvement isexpressivity. That is to say, as systems achieve
the soft-timer subsystem. Thieneofday re- higher and higher granularity—currently ex-
work clearly redefines the split between systenpressed by moving to higher valuestdf—we
time andjiffies . Changing the soft-timer simply multiply all of the existing constants by
subsystem to human-time frees the kernel fronan appropriate power of 10 and change the in-
inaccurate, tick-based time (see 83.2). ternal resolution.

Interfaces in Human-Time
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2.1.2 Infrastructure in Human-Time 2.1.3 A Concrete Example

To clarify our arguments, consider the example

The most straight-forward argument in favorCoole in Figure 7.

of human-time interfaces stems from our pro-

posed changes to the soft-timer subsystem. litjs clear that the old code is attempting to sleep
the underlying algorithm adds and expires softq, the shortest time possible (a single jiffy).
timers in human-time units, then it follows that Internally, a soft-timer will be added with an

the interfaces to the subsystem should use thgynires  value ofjiffies +1. How long
same units. But why change the infrastrucoes thiexpires value actually represent? It
ture in the first place? All of the arguments s hard to say, as it depends on the valuéidf
mentioned in 82.1.1 apply equally well here.\yhich changed from 2.4 to 2.6. Perhaps it is 10
But our fundamental position—as alluded to injjiseconds (2.4), or perhaps it is one millisec-
81.2—is that the tick-basqdfies  valueis ong (2,6). What about the new kernel hacker
a poor representation of time. who copies the code and uses it themselves—
what assumption will they make regarding the
The current soft-timer subsystem relies on the@imeout indicated? What happens whézhas

periOdiC timer tick, and its resolution is linked a dynamic value? C|ear|y’ pr0b|ems abound
at compile time to the timer interrupt frequency with this small chunk of code.

value HZ This approach to timer manage-

ment works well for timers with expiration val- Consider, in contrast, the code after an update
ues at least an order of magnitude longer thahy the Kernel-Janitofsproject. Now, it is un-
that period. Higher resolution timers presentclear how the soft-timer subsystem will trans-
several problems for a tick-based soft-timerlate the milliseconds parameter rtusleep()
system. The most obvious problem is that anto an internakxpires value, butin all hon-
timer set for a period shorter than a single tickesty, that does not matter to the author. It is
cannot be handled efficiently. Even calls toclear, however, that the author intends for the
nanosleep()  with delays equal to the period task to sleep for at least 10 milliseconddZ

of HZ will often experience latencies of three can change to any value it likes and the request

ticks! is the same. In this case, itis up to the soft-timer
subsystem to handle converting from human-
On 386, for exampleHZ is 1000, which indi- time to jiffies and not other kernel devel-

cates a timer interrupt should occur every mil-Opers (rejoice!).

lisecond. Because of limitations in hardware, hese chanaes are in the best interest of the ker-
the closest we can come to that is about 999,87@ 9 S S

nanoseconds, just a little too fast. This actua['S): they will help with the long-term maintain-

frequency is represented by tReCTHZ con- ability of much code, particularly in drivers.

stant. Sincgiffies is kept inHZ units in-

stead ofACTHZunits, when requests are made

for one millisecond, two ticks are required to3 The New soft-timer Subsystem

ensure one full millisecond elapses (instead of

i99’876 nanc_)seconds). Th_en, since we do n%e have already argued that a human-time soft-
now where in the current tick we are, an ex- . 2 :

tra jiffy must be added. So a one miIIisecondt'mer subsystem is in the best interest of the

nanosleep()  turns into three jiffies. 2http://www.kerneljanitors.org/
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Old:

set_current_state(TASK_UNINTERRUPTIBLE);

schedule_timeout(1);
New:

msleep(10);
Figure 7: Two possible ways to sleep

kernel. Is such a change feasible? More imporin that entry’s interval. Thus, when a timer
tantly, what are the potential performance im-in a particular entry is expired, all timers in
pacts of such a change? How should the interthat entry are expired, i.e. sorting is not nec-
faces be modified to accomodate the new sysessary. In bucket one, each entry represents
tem? one jiffy. In bucket two, each entry represents
a range of 256 jiffies. In bucket three, each
_ _ entry represents a range of 6256= 16384
3.1 The Status Quo in Soft-Timers jiffies. Buckets four and five's entries repre-
sent intervals of 64 64 x 256= 1048576 and
A full exposition of the current soft-timer sub- 84 64 64x 256 = 6467108864 |iffies, re-

system is beyond the scope of this paper. InSPectively.

stead, we will give a rough overview of the

important terms necessary to understand the
changes we hope to make. Additionally, keep- . . . .
ing our comments in mind while examining this Imagine that we fix the first entry in bucket one

- . . 4 . .-
complex code should make the details easier t(()Wh'Ch we will designatavl ) 1o be the ini

see and understand. Like much of the kerneIEIal value ofjifies (which we can pretend

the soft-timer subsystem is defined by its datd> 2670)- Then, treating the buckets like the ar-
structures. rays they aretvl[7] represents the timers

set to expire seven jiffies from now. Similarly,
tv3[4] represents the timers wittkpires
values satisfying 82175 expires < 98559.
The perceptive reader may have noticed a very
nice relationship between bucketn] and
There are five “buckets” in the soft-timer sub-tv[n+1] : a single entry otv[n+1]  repre-
system. Bucket one is special and designategents a span of jiffies exactly equal to the to-
the “root bucket” Each bucket is actually tal span of all oftv[n] s entries. Thus, once
an array ofstruct timer_list s. Theroot tv[n] is empty, we can refill it by pulling, or
bucket contains 256 bucket entries, while the‘cascading,” an appropriate entry fran{n+
remaining four buckets each contain®&ach 1] down®

entry represents an interval of jiffies; all soft-

timers in a given entry havexpires values

3.1.1 Buckets and Bucket Entries

3This was the only possibility befor€ONFIG

SMALL_BASE was introduced. If CONFIG_ 4The name given to the buckets in the code is “time
SMALL_BASEy, then bucket one is 64 entries wide vector.”
and the other four buckets are each 16. kemel/ 5See kernelitimer.c::cascade() if you

timer.c . have any doubts.
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3.1.2 Adding Timers latter case, we need to cascade an appropri-
ate entry from a higher bucket down into t{1.
The strategy is to figure out which interval we
are currently in relative to our system-wide ini-

last time timers were expired. Then take theli@! value and re-add the corresponding timers
expires  value stored in theimer list ’ to the system. This forces those timers which

which is in absolute jiffy units, and subtract Should be expired now intevl . Thus, we
timer _jiffies , thus giving a relative jiffy only ever need to considévl when expir-

value® Then determine into which entry the N9 timers. Timer expiration is accomplished

timer should be added by simple comparisons.by invoking the timer’s callback function and
removing the timer from the bucket.

Keep in mind that for each bucket, we know

the exact value of the least significaXtbits,

i.e. for all entries irtv2 , the bottom eight bits 3-2 What To Keep?
are zero. Therefore, we can throw away those

bits when indexing the bucket. Similarly, we o
also know the maximum value of any timer's OUr Proposal is simple: keep the data struc-
expires  field in a given bucket. Thus, we tures and the algorithms for addition and ex-

can ignore the top 18 bits iv2 . We are now piration. Rather than fix the entry width to
at a six-bit value, which exactly indexes our 64-P€ One iffy intvl , we define a new unit:
entry wide bucket! Similar logic holds true for thetimerinterval . This unit represents the

the remaining buckets. All the gory details arePest resolution of soft-timer addition and expi-
available inkernel/timer.c::internal ration. To convert from human-time units, we

add_timer() use fa newnse_cs_to_timerintervals()

function.  This allows us to preserve the
algorithmic design of the soft-timer subsys-
tem, which expects the timersxpires
field to be anunsigned long . Correspond-
o N ) ingly, we do not base our last expiration time
Expiration follows the addition algorithm (now stored inlast_timer_time instead of
pretty closely. Comparémer_jiffies 0 fimer jiffies ) and current expiration time
jiffies . if jiffies is greater, then we 4 jiffies , but on the newtimeofday
know that time has elapsed since we last ex'subsystem’sdo monotonic_clock()  Fi-
pired timers and there might be timers to Xnally, we store the last Expiration time in a

pire. We then search throug¥l , beginningat ore sensibly named variableast_timer
the index corresponding to the lower eight bits; e rather thanimer jiffies - -

of timer_jiffies , Which would be timers
added immediately after the last time we addedye actually require two conversion functions.
expired timers. We expire all those timers andon addition of soft-timers, we ussecs to

Imagine we keep a global valugjmer_
jiffies , Indicating thejiffies value the

3.1.3 Expiring Timers

then incrememtirperfjiffi.es - This pro-  imerintervals_ceiling() _and on ex-
cess repeats until eithémer_jiffies =  piration of soft-timers, we us@secs_to_
jiffies or we have reached the end@l . imerintervals_floor() . This insures

In the former case, we are done expiring timers

and we can exit the expiration routine. Inthe ‘I hope all of you were highly suspi-
cious of my claims and took a look at

SRelative totimer_jiffies , hotjiffies . kernel/timer.c::cascade()
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that timers are not expired early. In the sim-3.3.2 set_timer_nsecs
plest case, where we wish to approximate the

current millisecond granularity diZ= 1000, This function accepts, as parameters, a
the pseudocode shown in Figure 8 achieves the . list to modify and an absolute num-

conversion. ber of nanoseconds, modifying thiner_
list ’'s expires field accordingly. This is,

In shorttimerintervals ~, notjiffies  are jn our new code, the preferred way to add and
now the units of the soft-timer subsystem. Themgify timers.

new system is extremely flexible. By chang-

ing the previous example’s value GIMER_

INTERVAL_BITS, we are able to change the 3 3 3 gschedule timeout nsecs
overall resolution of the soft-timer subsystem. - N

We have made the soft-timer subsystem inde-

pendent of the periodic timer tick. schedule_timeout_nsecs() allows for
relative timeouts, e.g. 10,000,000 nanoseconds

(10 milliseconds) or 100 nanoseconds. The
soft-timer subsystem will convert the relative
human-time value to an appropriate absolute
timerinterval value.

3.3 New Interfaces

As was already mentioned, the new human- o

time infrastructure enables several new human3.4  Future Direction and Enhancements
time interfaces. The reader should be aware
that existing interfaces W'.” continue to b? SUP"One area which has not received sufficient
ported, although they will be less precise as

it dh ime d ¢ direct attention is the setting of timers using a
Jimes and human-time do ot directly Corre- o 5tive expires  parameter. That is, we
spond to one another.

should be able to specifyet_timer_rel_
nsecs(timer, 10) andtimer ’s expires
value should be modified to 10 nanosec-
onds from now. Due to the higher preci-
sion of do_monotonic_clock() in contrast
tojiffies , we must be careful to pick an ap-
After a careful review of the code, we be- propriate and consistent function to determine
lieve theadd timer() interface should be when “now” is.

deprecated. It duplicates the code rrod_
timer() , usingtimer->expires as the
expires value. Since we are moving away
from the current use ahod_timer() , where
the parameter is in jiffies, to a system using ~agement
nanoseconds (a 64-bit value), we would like

to avoid reworking thetimer_list struc- 44
ture. mod_timer()  is also deprecated with
the new system, as we provide one clear in-
terface to both add and modify timersgt_ With the changes to the soft-timer subsystem
timer_nsecs (see 83.3.2). (see 83.2), we can address issues related to the

3.3.1 add_timer , mod_timer

4 Dynamic Interrupt Source Man-

Interrupt Source Management
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#define TIMER_INTERVAL_BITS 20
nsecs_to_timerintervals_ceiling(nsecs):
return (((nsecs-1) >> TIMER_INTERVAL_BITS) & ULONG_MAX)+1

nsecs_to_timerintervals_floor(nsecs):
return (nsecs >> TIMER_INTERVAL_BITS) & ULONG_MAX

Figure 8: ApproximatindiZ= 1000 with the new soft-timer subsystem

reliance on a periodic tick. With power con- (see 83.2). The length of imerinterval

strained devices, we want to avoid unneccesarynit places the lower bound on the soft-timer
interrupts, keeping the processor in a low poweresolution, while the hard-timer defines the
mode as long as possible. In a virtual envi-upper bound of how long we can wait be-
ronent, it is useful to know how long betweentween expiring timers. The default of our
events a guest OS can be off the CPUs. proposed changes places the lower bound at

_ about one millisecond, and the upper bound
Many people have attacked these various prolyf the PIT, for example, would be 55 mil-
lems individually and have been metwith Somejiseconds. Hardware permitting, higher reso-
success and some resistance. The new timgtion timers are acheived by simply reducing

system discussed in §1.5 enables the time sygnetimerinterval unit length and we get the
tem to do without the periodic tick and, there‘functionality ofNO IDLE HZfor free!

fore, frees the soft-timer system to follow suit.
Currently, when the system timer interrupt is
raised, its interrupt handler is run and all the4.3 Implementation
expired timers are executed—which could be

alot, a feV\_” or none at all Th's polled aP~ At the time of this writing, the implementa-

p_roach to t!mer management IS not very _eﬁ"tion is undergoing development. This section

glent and hinders |mpr(_)vement_s for V'rtual'za'outlines our proposed changes with some extra

tion and power constrained devices. detail given to portions that are already imple-
mented.

4.2 A New Approach )
The new interrupt source management system

_ _ _ _ consists of a slightly modified version of the
By changing the soft-timer implementation to NO |IDLE_HZcode, arch specifiset_next

schedule interrupts as needed, we can have gner interrupt() and a new next
more efficient event based (rather than polled}imer_interrupt() routines, and calls to
soft-timer system. Our proposed changes levelhese routines in  run timers() and

age the existindNO_IDLE_HZ code to calcu- get timer_nsecs() (see §83.3.2).

late when the next timer is due to expire and

schedule an interrupt accordingly. This freesThe formermext_timer_interrupt() rou-
soft-timers from the periodic system tick andtine has been renamed taext_timer_

the associated overhead it imposes. Unfortuexpires() to avoid confusion between the
nately, some decisions still have to be made agext timer'sexpires and when the the next
to how often we are willing to stop what we interrupt is due to fire. The routine was updated
are doing and expire the timers. This periodto use the slightly modified soft-timer struc-
of time, thetimerinterval , Is configurable tures discussed in 83.2.
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The arch-specific next_timer_ tems discussed earlier, we create a clean, sim-
interrupt() routine returns the time in ple solution that avoids the overhead of periodic
absolute nanoseconds of when the nexticks and provides similar functionality.
hard-timer interrupt will fire.

The arch-specific  set_next_timer_ .
interrupt() routine accepts an abso- CONClusion
lute nanosecond parameter specifying when

the user would like the next inte.rrupt to fire. \ne have reimplemented thieneofday  sub-
Dep.endlng on the hard-tlmgr be|r_19 used, _thesystem to be independentjdfies , thus re-
routine cz_alculates the optimal time to fire solving a number of outstanding bugs and lim-
the next interrupt and_returns that value ©jtations. We have also demonstrated how these
the call_er. Be_cause mterr_upt Sources Var3f:hanges facilitate cleanups and new features in
greatly in their implementation (counters VS.ihe soft-timer subsystem. We have reoriented
decrementers, memory mapped vs. port l/Qyq time and timer subsystems to be human-

ys._rggisters, etc.), each source must be treatergne based, thus improving flexibility, readabil-
individually. For example, older hardware thatity and maintainability

is dependant on the PIT as an interrupt source

will not get higher resolution soft-timers or

very long intervals between interrupts simply

because the PIT is painfully slow to programLegal Statement

(about 5.5 microseconds in our tests), and

only 16 bits wide. At about 1.2 MHz the _

PIT's maximum delay is only 55 milliseconds. €0PYright© 2005 IBM.

Fortunately, systems that must use the PIT ca

do so without incurring a penalty since the

PIT interrupt scheduling function is free to

reprogram the hardware only when it makesgm and the IBM logo are trademarks or registered

sense to do so. We have discussed the specifiggdemarks of International Business Machines Cor-

of the PIT, but other interrupt sources suchporation in the United States and/or other countries.

as local APICs, HPETs, decrementers, etc.

provide more suitable interrupt sources. Sincé_inUX is a registered trademark of Linus Torvalds.

set_next_timer_interrupt() is arch _

specific, it can betdefined to do nothing Other company, pr(_)duct, and service names may be
trademarks or service marks of others.

for those archs that would prefer to rely on a

periodic interrupt. References in this publication to IBM products or

_ o _ services do not imply that IBM intends to make
Projects such as Dynamic Ticks, Variable Systhem available in all countries in which IBM oper-

tem Tick, High Res TimersNO_IDLE_HZ  ates.

etc. attempt to solve the limitations of the cur-

rent soft-timer system. They approach eachhis document is provied “AS IS,” with no express
problem individually by adding code on top or implied warranties. Use the information in this
of the existing tick based system. In con-document at your own risk.

trast, by integrating dynamically scheduled in-

terrupts with the new time and soft-timer sys-

This work represents the view of the authors and
does not necessarily represent the view of IBM.
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Abstract 1 Intro

In thi tati introd th Let’s talk about embedded system boards. In
n this presentation, we introduce the CoN~,q tast paced hi-tech world of embedded de-

ce:ot of a tBoaédFarm, ta t]?OI tg %'3 'g thetde'velopment, we just call them “boards.” These
velopment and support of embedded SySteMs o gizmos are developer prototypes, used to
TimeSys had an opportunity to save time an

that bei ¢ iuaall i esign software that goes in your MP3 player,
energy that was being spent Juggiing a M-y, o rg, your new car, and Mars rovers.

ited number of embedded boards among our
support staff and developers who are spread

throughout the world. We decided to build athese hoards usually look like motherboards
system to provide remote access to the boardg;tn the normal ports and such, but not always.
and to a_utomate many c_)f the tedious tasks SL_‘Cgome are huge and others are itsy-bitsy. They
as running tests, booting the boards and ing| have one thing in common, though. They are
stalling software including the operating sys-expensive. These boards are usually bleeding
tems, board support packages and toolchaingqge technology and are only made available
This allows the developers and support gurugg that developers can get software out the door
at TimeSys to concentrate on specific probleMgefore the boards become obsolete. This means
|r_ls_tead of how each board boots or how a speg, 4t usually a company can only afford one (or
cific board needs to be set up. maybe two) of a board that they are working
on.

We talk about why the BoardFarm was built,

how to use it, how it works, and what it's being The BoardFarm is an online tool that gives
used for. We also talk about ideas that we haveisers remote access to all the boards. It is an
for future improvements. Pigs were harmed ininterface to the boards and includes automation
the making of this BoardFarm and were deli-and testing. The goal is make the boards avail-
cious. able to all users, everywhere, all the time.

e 233 o
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2 Problems So now, instead of investing in sharp cutlery,
Fred and Sue can use our BoardFarm. The
boards are safely locked away where they will
no longer be stolen or used as blunt weapons,

The first problem is finding a board. “Fred hadYet are easily accessible and even more useful
that last week,” but Fred says that Sue has ithan before.

now, but she’s out of the office. Wheigthat Wh 5 Wi dth
board? This is asset management, but it is com- at was our secret? We used the awesome

plicated by having the boards move betweerPOWer of python and bacon to create the Board-
developers and with no central repository. jt-arm. The BoardFarm acts as resource man-

is even more complicated if your coworkers area%er’ Iiutgmaténg SOme taSka anc;ll sclhefulmg
not in the building or worse, in a different town when Fred and Sue can use boards. It knows

or state! “Oh, yeah, Sue took that with her tohow to configure the board, install a boar_d sup-

California, did you need that?” port package (BSP), boot the board using the
’ BSP, and even how to run tests. This means that

What if Fred and Sue need the same board dtred and Sue can worry about their own prob-

the same time? “Board snatching” is the comdems, not who has the board or how the thing

mon name for a form of stealing (not usually in- boots.

vestigated by Scotland Yard) and is quite com-

mon when two people have deadlines involving . .

the same board. If they're lucky, they can co-3'1 A day in the life of Fred and Sue

operate and maybe work at different hours to

share the board. Sue has been working on a really tough spu-
: . : ._rious interrupt problem in some kernel driver.
Finally, and possibly the most frustrating, is ) . .

y P y g Fred has been running various tests in the

having to redulsc_:ov’er how to boot and Conflg_PPC7xx compiler, using the same board as Sue
ure a board. “Didn’t Fred work on that board a :
because someone discovered a bug.

year ago?” A lot of the boards are unlabeled,
only configurable through arcane methods 9ISo Sue sits down at her desk to start a Board-

require sacrifices (under a full moon) to enterFarrn session. She uses ssh to connect to one
the boot loader. Sure, the developer shouldy o BoardEarm testroot servers. Once there,

write it down. Fred usually does. But writ- spo yoserves a testroot and specifies the BSP

|fng dpwp a pr(()jceis 'Sd neverr] as good asAhZV'Q%at she is going to use. The BoardFarm creates
unctioning code that does the process. Andt @ clean testroot, a virtual machine, and installs

_code II<S well exercised which means you knoWthe selected BSP. This virtual machine is called
It WOrKs. the testroot. She logs into the testroot and starts
her work.

Fred and Sue have problems.

3 The BoardFarm: Grab a hoe and Since the BSP is already installed and the BSP
get to it has the kernel sources and proper cross compil-

ers, she is ready to start working on her prob-
lem. As she progresses, she compiles the kernel
So what do we do? Panic? Sure! Run aroundhen tells the BoardFarm to run a portion of a
in circles? Why not? Write code? Nah... No,testsuite which has been really good at trigger-
wait, that was right answer. ing the system-crippling bug. The BoardFarm
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grabs an available board, boots the board usinBy the end of the day, Fred feels confident that
her newkernel, compiles the tests in the test-he has throughly squished the PowerPC bug.
root and then runs the tests on the board. Sh&o be sure, he should really check his new and
checks the results and keeps on working on hemproved toolchain out on more than just the
bug. She can repeat these steps as often as stvee board. So he kicks off full test suite runs,
wants. using his new toolchain, on all the PPC7xx

boards and then goes home. While each test
Fred is working his way through the test-resultssuite can take 8 hours or more, they can all run
that show his bug. He got the test results fromn parallel, automatically, while Fred relaxes in
an automated test that ran last night. The aua lawn chair with his Bermuda shorts and a
tomated tests run every time a change happergood Belgian beer, out front of his south-side
to a major component of the BSP. Last night,Pittsburgh town home.

it detected problems with the toolchain. Since
Fred broke it, he gets to fix it. We'd like to take this opportunity to point out

some interesting facts. Neither Fred nor Sue

Fred sits at his desk. Instead of requesting &#ad to worry about booting the boards or in-

testroot to work in, Fred uses his own worksta-stalling the BSPs. The BoardFarm knew how
tion, preferring to submit test requests via thel® boot the boards, install the BSPs and did it
web interface. Using the test results, he figuregvithout human primate intervention. This is a

out where the problem probably is and startdeal time-saver as well as a great way to prevent
working on his bug. After an hour or two, he Sue and especially Fred from getting distracted.
has what he thinks is a good rough fix. He com-

piles the toolchain and submits it to the Board-

Farm web page to automatically test. He tells : : :
the BoardFarm to use specific testsuites that aré ArChIt?Cture' The design, layout,
good for testing compilers. The BoardFarm re-  Plueprint, and plan

serves the appropriate board when it's avail-

able, sets up a testroot, installs a BSP and hi§|0W is the BoardFarm put together? The
new toolchain, boots the board, compiles theBoardFarm is made up of four parts: a web

f[ests and then runs them. When the tests flnéerver, a database, testroot systems, and the
ish, the BoardFarm saves the results, deStroyﬁoards themselves. There is also some other

the testroot and unreserves the board. Fred us@ﬁpport hardware: an SMNP-controlled power
the results from the tests to analyze his work. strip, a network switch, and a serial terminal

. . _ server.
This works even if Fred and Sue are using the

same board. If Fred and Sue submit requestshe web server is running Apache2 [2]. The
that need the board at the same time, then th\ﬂeb pages are powered by PSE [7] which uses
BoardFarm schedules them and runs them ongod_python [1] to get the job done. We
after another. Either Fred or Sue’s results mighthose this combination to allow fast develop-

take a little |Onger, but neither has to hoverment and to harness the power of Python’s [6]
around the desk of the other, waiting to snatchextensive library.

the board. Instead, if their jobs conflict, they

can just go grab a bacon sandwich from thelThe database system is powered by Post-
company vending machine while the Board-greSQL [5]. It's otherwise just a normal hum-
Farm does the needful. ble box. The database itself isn't that radical.
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It's mainly used to track who is using a boardemail with a link to the web page with all the
and what architecture and model a board is. Weest results.

need this information to match a given BSP to
one or more boards. Sue preferred the more powerful interface: the

testroot command line shell. The shell is con-
The testroot systems are normal boxes runnected to via ssh and looks remarkably like a
ning Python and have a standardized OS imbash shell prompt, mainly because it is. Within
age that is used to build a testroot. The OS imthe testroot, Sue has a series of BoardFarm shell
age must have the components needed to concommands.
pile, remotely test and debug problems on the
boards. The testroot is an isolated environmenthese shell commands are very powerful. They

that could be implemented as a chroot or UMLProvide control of the testroot, the BSPs, ker-
[8] environment. nel, and the board itself. Using these com-

mands, Sue can clean out the testroot, rein-
The boards themselves are all different. This isstall the BSP, choose a custom kernel, reserve
one of the hard parts of dealing with embedded board, boot the board, power-cycle the board,
developer boards. Some of them even requireun tests on the board, connect to the board’s
special hardware tricks just to power on. serial console, unreserve the board and save
the test results. Furthermore, since these are
All boards are powered via a network- normal shell commands, Sue can write custom
controlled power strip. This allows us to re- batch scripts.
boot a system remotely. Usually. Some boards
require a button to be pressed which requires
interesting solutions ranging from relays to
LEGOI[3] Mindstormsl[4]. 6 Successes so far

A serial terminal server is needed to connectall _ .
the serial ports on the boards to the test serverd his systemis actuallyfally operational death
Since the serial terminal servers are networkedstar- .. It has been running now for over 6

we can share one board among many testrodfonths inside TimeSys. The BoardFarm is
servers. used on a daily basis. TimeSys and the Board-

Farm are located in Pittsburgh, Pennsylvania,
and we have remote users in California and
even India.

5 Show me the BoardFarm
We have used the BoardFarm to successfully

troubleshoot problems, help develop new BSPs
Let's talk about the user interface. The Board-and to test old BSPs. The support team uses
Farm has two user interfaces: a web page andthe BoardFarm to reproduce and troubleshoot
remote shell. customer problems. The documentation team
uses the BoardFarm to confirm their manuals
The web page is the easiest to use. Fred likegnd to gather screen shots.
it because it's simple, direct, and has pretty
colors. To run a test, Fred chooses the BSRn addition to manual tasks, the automated test-
picks some tests and then clicks the “Test” buting is used with various TimeSys test suites to
ton. After the BoardFarm is done, Fred gets ariest BSPs on demand (just one cli®). In
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addition, new BSPs are automatically tested athe ultimate power users. Most developers
soon as they are successfully built in our buildhate having something between them and what
system. they’re working on. Some developers appre-
ciate the advantages of having the BoardFarm
It is only fair to point out that the BoardFarm is help them. Others try to work around the
actually a part of TimeSys's in-house build en-BoardFarm however they can. And a few of

vironment. This integration makes manual usthe extremists just demand that the board be
age easy and provides the starting point for th&anded over to them.

automated testing. As the build system success-
fully finishes a build, the BoardFarm queues the
build to run tests when the appropriate boards
are available. This makes the “change, com-

pile, test” cycle much shorter. 8 The future’s so bright, we gotta
wear shades

7 Known Limitations
Like most projects we have grandiose plans for

We knew from the beginning that we couldn’t the future. We have_ plans to make the Boar_d-
have everything (at least not right away).Farm do test analysis, boot boards that require

The original plan for the BoardFarm was to @ button press, and integrate with our project

only provide an automated testing environmentManagement tools.
Since then we have added the ability to do ac-
tual development using the BoardFarm. Sincé'he BoardFarm collects all test results but it
these goals have evolved, we have run int@loesn’t understand them. Some tests are more
some limitations with our original design. important than others and sometimes multiple
failures can be due to just one root problem.
In general though, these limitations boil downThe BoardFarm can’t make this distinction. We
to one real problem. These are developewould like the BoardFarm to help us under-
boards, not meant to be production level destand our trends in failures and help recognize
vices, that at times require someone to actuallyvhere we need to focus our efforts.
go and visit the board. For example, a board
might need a button pressed to power on. O
certain error situations can only be diagnose@gJ
by looking at a pattern of LEDs.

ome boards require a button to be pressed.
espite experimentation with electrodes and
lawyers, we haven't found a sufficiently reli-

able solution. Plus, the lawyers were expensive.

Another aspect of the "no access” problem iS\Ne have our crack electrical engineering team
developing peripheral device support. To trou- 9 9

bleshoot USB, you need to be able to plug-in'/°"kig on a solution.
and remove devices. To check that PCMCIA

is working, you have to try various classes of The BoardFarm is just a piece of a larger sys-
devices. And so on. tem. Even though it works with the large sys-

tem, it isn’t feeding back information into all
The only other limitation isn’t a technical the systems. Ideally, we'd like it to file bugs
problem, it's a social one. Developers areand test things that have we have bugs open for.
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9 Conclusion

In conclusion, we only have this to say: “Bacon
Rocks.”

Good Night!
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Abstract

Piconet 1 Piconet 2

The Bluetooth wireless technology is getting @
more and more attention. There are a lot of |
devices available and most of them are work-
ing perfect with Linux, because Linux has the
BlueZ. This is the codename of the official .
Bluetooth protocol stack for Linux. It is pos- T

sible to use Bluetooth for simple cable free se-
rial connections, dialup networks, TCP/IP net-
works, ISDN networks, human interface de-

vices, printing, imaging, file transfers, contact
and calendar synchronization etc. All these ser- . )
vices are designed to integrate seamlessly intBOW making perfect sense. Examples for this

existing and established parts of Linux, like the@'® theé communication of mobile phones with

kernel TTY layer, the network subsystem, thehandhelds for exchanging contact and calendar

CUPS printing architecture, the OpenOBEX li- information. Also the wireless printing of pic-
brary and so on. tures without the interaction of a desktop com-

puter.

Figure 1: Bluetooth topology

Many of these applications are also pos-
1 Introduction sible with other technologies like IrDA or
IEEE 802.11 (WiFi), but Bluetooth make the

use a lot easier and defines clear application
The Bluetooth technology was announced inprofiles.

May 1998 with the goal to create an easy us-

able cable replacement. Therefor it uses raThe first steps into supporting Bluetooth with
dio transmission within the 2.4 GHz ISM band Linux are done by Axis Communications and
to connect mobile devices like mobile phonesthey released their OpenBT Bluetooth Stack in
handhelds, notebooks, printer etc. from dif-April 1999. Also IBM released its BlueDrekar
ferent manufactures without any cables. Butwhich was only available as binary modules.
Bluetooth is more than a simple cable replaceThe problem of both stacks was that they are
ment technology and with more and more de-character device driven, but the Bluetooth tech-
vices using Bluetooth we see scenarios that areology is for connecting devices. So it is bet-
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ter to intergrate it into the Linux network layer
and to use the socket interface as primary API.
On May 3, 2001, the Bluetooth protocol stack
called BlueZ which was written by Qualcomm
was released under GPL. This new stack fol-
lowed the socket based approach. One month
later it was picked up by Linus Torvalds and in- ;
tegrated into the Linux 2.4.6-pre2 kernel. An- [ )
other Bluetooth stack for Linux was released - ]
by Nokia Research Center in Helsinki and it is
called Affix. The open source community al-
ready decided to support BlueZ as official Blue-
tooth protocol stack Linux and it became one of
the bestimplementations of the Bluetooth spec-
ification. All protocol layers above L2CAP are present-
ing the interaction with the applications. In
general it is possible to use L2CAP directly
(at least with Linux), but this is not specified
within the Bluetooth specification. The real
Bluetooth parts of the host stack are only the

The Bluetooth architecture separates betweeh2CAP layer and the adaption layer which in-
three different core layers; hardware, host stackégrates it into other subsystems or protocol
and applications. The hardware consists of rasuites, like TCP/IP and OBEX.
dio, baseband and the link manager and this
will be found in Bluetooth chips, dongles and
notebooks. The control of the hardware is
done via the host controller interface (HCI) and
for the communication between the host stack
and the Bluetooth hardware a hardware specifithe main components of BlueZ are integrated
host transport driver is used. For the USB andnto the Linux kernel as part of the network
UART transports it is possible to use generalsubsystem. It provides its own protocol family
drivers, because these host transport are part ahd uses the socket interface. This basic design
the Bluetooth specification. For PCMCIA or makes it easy for application to adapt the Blue-
SDIO vendor specific driver are needed. tooth technology and the integration is simple
and straight forward. The use of different Blue-
BlueZ implements the host stack and also thgpgth hardware is handled by the hardware ab-
applications. The lowest layer is the logical straction inside the kernel. The BlueZ core sup-
link control and adaptation protocol (L2ZCAP). ports the usage of 16 Bluetooth adapters at the
This protocol uses segmentation and reassemzme time. The list of supported devices is
bly (SAR) and protocol and service multi- growing every day and currently over 300 dif-

pleXing (PSM) to abstract from the Bluetooth ferent Working adapters are known.
packet types and low-level connection links.

Starting with Bluetooth 1.2 this protocol lay- Besides the BlueZ core and the hardware ab-
ers was extended with retransmission and flovstraction also the L2CAP layer is running in-
control (RFC). side the kernel. It provides a socket interface

Figure 2: Bluetooth architecture

2 Bluetooth architecture

3 Design of BlueZ
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ery protocol (SDP) or the object exchange pro-

I Bluetooth Core Layer I

) ] ) ) ) ) ) tocol (OBEX). Some of them are also directly
P - m | O integrated into applications. For example the

[ ] [ ETT— hardcopy cable replacement protocol (HCRP)
[ seret sobueeen ] and the audio video distribution transport pro-

tocol (AVDTP).

Almost every Linux distribution contains a
Bluetooth enabled kernel and a decent version

of the BlueZ library and the BlueZ utilities.
with sequential packet characteristics and in fu-

ture the RFC feature will add the stream inter-
face.

Figure 3: BlueZ core

4 Bluetooth configuration
With RFCOMM it is possible to emulate termi-

nal devices. It is called cable replacement for o

legacy applications. With BlueZ it is possible After plugging in a Bluetooth USB dongle or
to access this protocol layer from two levels.inserting a Bluetooth PCMCIA card a call to
One is again a socket interface and this timéciconfig  will show the new device.

with stream characteristics and the second i%’h' . , .

through the Linux TTY layer. RFCOMM em- ' 'S devpe 's st unconflggred an_d like anet
ulates a full serial port and it is possible to useWork card .'t ne_eds FO be gctlvated first. .Thls can
the point-to-point protocol (PPP) over it to cre- be done vienciconfig hci0 up orin the

ate dialup or network connections. background byicid .

The Bluetooth network encapsulation protocoIThe detailed output shows the Bluetooth device

(BNEP), the CAPI message transport protoco iggrﬁlfs r(]ia—eA[gg 2 i?%;ﬁg:'g?ﬁ r':;?}t?:é_
(CMTP) and the human interface device proto- e g .

turer specific details. Withciconfig  all of
col (HIDP) are transport protocols for the net-these settings can be changed
work layer, the CAPI subsystem and the HID 9 ged.

driver. Their main job is to shrink the protocol Now it is possible to scan for other Bluetooth

overhead and keep the latency low. devices in range. For this and some other ac-

All of these protocols are implemented insidetlonShCItooI 's used.

the kernel. Other Bluetooth protocols are im-, | o -

plemented as libraries, like the service diSCOV""" "5 xeress: oooosm01665 ACL MTU: 3848 SCO MTU: 648

UP RUNNING PSCAN ISCAN

RX bytes:3217853 acl:79756 sco:0 events:199989 errors:0
TX bytes:77188889 acl:294284 sco:0 commands:206 errors:0
Features: Oxff Oxff 0x8f Oxfe Ox9b 0xf9 0x00 0x80

Serial CAPT } Network Tnpu Packet type: DM1 DM3 DM5 DH1 DH3 DH5 HV1 HV2 HV3
Subsystem Subsystem Subsystem Subsystem Llnk po”cy: RSWlTCH HOLD SNlFF PARK
Link mode: SLAVE ACCEPT
D Driver

Name: 'Casira BlueCore4 module’
Class: 0x3e0100
(soox omemn }—| R J { o ] ( —— J ( e J Service Classes: Networking, Rendering, Capturing
[ SOCK_SEQPACKET H L2CAP Layer ] [ sco Aud1c] Device Class: Computer, Laptop
I [ HCI Ver: 2.0 (0x3) HCI Rev: 0x77b LMP Ver: 2.0 (0x3)
[ Bluetooth Core Layer ] LMP Subvel': 0X77b
Manufacturer: Cambridge Silicon Radio (10)

Figure 4: BlueZ protocols Figure 5: Local Bluetooth adapter
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# hcitool scan

Scanning ...
00:80:37:25:55:96 Pico Plug
00:E0:03:04:6D:36 Nokia 6210
00:90:02:63:E0:83 Bluetooth Printer
00:06:C6:C4:08:27 Anycom LAP 00:06:C6:C4:08:27
00:04:0E:21:06:FD Bluetooth ISDN Access Point
00:0A:95:98:37:18 Apple Wireless Keyboard
00:A0:57:AD:22:0F ELSA Vianect Blue ISDN
00:80:37:06:78:92 Ericsson T39m
00:01:EC:3A:45:86 HBH-10

Figure 6: Scanning for Bluetooth devices

After the scan the programmdptool can be

# sdptool browse 00:E0:03:04:6D:36
Browsing 00:E0:03:04:6D:36 ...
Service Name: Dial-up networking
Service RecHandle: 0x10000
Service Class ID List:
"Dialup Networking" (0x1103)
"Generic Networking" (0x1201)
Protocol Descriptor List:
"L2CAP" (0x0100)
"RFCOMM" (0x0003)
Channel: 1
Profile Descriptor List:
"Dialup Networking" (0x1103)
Version: 0x0100

Service Name: Fax
Service RecHandle: 0x10001
Service Class ID List:

used to retrieve the available services of a re- "Fax" (0x1111)

mote Bluetooth device. The service list iden-

"Generic Telephony" (0x1204)

Protocol Descriptor List:

tifies the supported Bluetooth profiles and re- '-2CAP" (0x0100)

veals protocol specific information that are
used by other tools. The example shows

dialup networking service and a fax service

which both are using the RFCOMM channel 1.

"RFCOMM" (0x0003)
Channel: 1

é’rofile Descriptor List:

"Fax" (0x1111)
Version: 0x0100

Figure 7: Requesting service information

Some tools have integrated SDP browsing sup5 Bluetooth networks
port and will determine the needed service in-

formation by themself. Others don’t have this
capability, because it is not always useful.
ery SDP request involves the creation of a pi
conet and this can fail or timeout. So for all
Bluetooth tools running at boot time this is not
a desired behavior.

With the Bluetooth device address and the00:06:C6:C4:08:27
channel number it is possible to setup a RFconnecifconfig

COMM TTY terminal connection for using
AT commands or PPP for Internet access
The commandrfcomm bind 0 00:EO:
03:04:6D:36 1 creates the devicklev/
rfcommO which is connected to the RF-
COMM channel 1 on the mobile phone with
the Bluetooth addres§0:E0:03:04:6D:

36. The connection itself is not created by this
command. It will first established when an ap-
plication, like pppd, opens this device node
and terminated when the last user closes it.

Ev-

For creating network connection over Blue-
tooth the preferable method is using a per-
sonal area network (PAN) with BNEP. The old
method was called LAN access using PPP and
it used PPP over RFCOMM. This was a bad de-
cision for the performance and now this profile
Is deprecated. A PAN connection can be cre-
ated with the commang@and --connect

and after a successful
will show abnepO device
with the same MAC address as the BD_ADDR
of the remote device.

This network device is a virtual network card,

# ifconfig -a

bnep0 Link encap:Ethernet HWaddr 00:06:C6:C4:08:27
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:4 (4.0 b) TX bytes:0 (0.0 b)

Figure 8: Bluetooth network device



but not limited in its functionality. It is possible
to use all Ethernet related commands on it and
besides IPv4 and IPv6 it can also used inside
an IPX network. Even methods like bridging or
network address translation (NAT) are working
without any problems.
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Input Subsystem

HIDP Module

2 A

Parser

A
'

Another possibility to create network connec- [ — ] | report |
tions is using ISDN and the CAPI subsystem. A LY
The Bluetooth part is called common ISDN [ T ]
profile (CIP) and it uses CMTP. Once aconnec- | A

tion to an ISDN access point wittiptool ’
connect 00:04:0E:21:06:FD has been
created, a virtual ISDN card will be presented
by the CAPI subsystem and the standard tools
can be used.

L2CAP Layer

Figure 9: HID architecture

6 Printing over Bluetooth
your system it is only needed to contact it once.
This initial connection can be done with the

For accessing printers over Bluetooth it iScommandhidd --connect 00:0A:95:
possible to do this via RFCOMM or HCRP. 98:37:18 . All further connects are initiated

The Bluetooth CUPS backend supports botthy the device.
methods and is able to choose the best

one by itself. The setup of a Bluetooth

printer is very easy. The only thing that

it is needed is an URI and this is cre-

ated from its BD_ADDR by removing the

colons. For accessing a printer with the Blue-g  B|yetooth audio
tooth device addred30:90:02:63:E0:83

the URI bluetooth://00900263E083/

should be given to CUPS.

The Bluetooth technology can be used for data
communication, but it also support audio con-
nections. For example headsets for voice con-
nection and headphones for high-quality stereo
transmission. For both device types an integra-
With the human interface device specificationtion into the ALSA sound system is planned.
for Bluetooth it is also possible to use wire- Like all other subsystem or library integrations
less mice and keyboards. Since HID deviceslone by BlueZ so far, this will be almost invis-
can disconnect and reconnect at any time it isble for the end user. First beta versions of the
necessary to ruhidd --server to handle ALSA plugins exists by now and a final version
such events. To bind a mouse or keyboard tas expected very soon.

7 Bluetooth input devices
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9 Other applications

Many more applications started to integrate na-
tive Bluetooth support. The popular exam-
ples are the contact and calendar synchroniza-
tion program MultiSync and the Gnokii tool
for accessing Nokia mobile phones. Both pro-
grams can also use IrDA or cable connections
as transport and Bluetooth is only another ac-
cess method. In most programs the lines of
Bluetooth specific code are very small, but the
mobility increases a lot.

10 Conclusion

Since 2001 a lot of things have been improved
and the current Bluetooth subsystem is ready
for every day usage. But the development is not
finished and the end user experience can be still
be improved. The GNOME Bluetooth subsys-
tem and the KDE Bluetooth framework are two
projects to integrate Bluetooth into the desktop.

With Bluetooth the need of cables is decreasing
and BlueZ tries to paint the Linux world blue.
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Abstract These have been reduced, but not as much
as disk throughput has increased. Typical

. . _measured seek times on laptop hard disks
This paper presents data on current appllcaére still in the 15-20ms region, while 20

tion start-up pessimizations (on-demand Ioad'megabytes/second disk speeds would allow the

ing), Te'e""’?m numt_)ers on real-life harddISkdisks of old to be read in their entirety in under
seek times in a running system (measured fron10 seconds

within the kernel), and shows and demonstrates

possible improvements, both from userspace

and in the kernel. On a side note, changes

to the GNU linker are discussed which might2 Some theory
help. Very preliminary experiments have al-

ready shown a four-fold speedup in starting

Eirefox from a cold cache. To retrieve data from disk, four things must

happen:

1 1980s and 1990s mindset 1. Theinstruction must be passed to the drive

2. The drive positions its reading head to the

The cycle ofimplementations means that things ~ PrOPer position

that were slow in the past are fast now, but that 3 \yie wait until the proper data passes under
things that haven't gotten any faster are per-  ha disk
ceived as slow, and relatively speaking, are.

4. The drive passes the data back to the com-
CPUs used to be slow and RAM was gener-  puter

ally fast. These days, a lot of CPU engineering

goes into making sure we do not mostly waiton _
memory. It is natural to assume that seeking to loca-

tions close to the current location of the head is
Something like this has happened with hardfaster, which in fact is true. For example, cur-
disks. In the late 1980s, early 90s, there wasent Fujitsu MASxxxx technology drives spec-
a lot of attention for seek times, which was un-ify the ‘full stroke’ seek as 8ms and track-to-
derstandable as these were in the order of 70m#ack latency as 0.3ms.

o 245 o
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However, for many systems the actual seekingt How to measure, how to convert
is dwarfed by the rotational latency. On aver-
age, the head will have to wait half a rotation . o )

for the desired data to pass by. A quick calcuAS binary loading is “automatic,” userspace has

lation shows that for a 5400RPM disk, as com-& hard time seeing page faults. However, the
monly found in laptops, this wait will on aver- "€Cently implemented ‘laptop mode’ not only
age be 5.6ms. saves batteries, it also allows for logging of ac-

tual disk accesses.

This means that even seeking a small amount o
will at least take 5.6ms. At the level of logging involved, only PID, de-

vice id, and sector are known, which is under-

The news gets worse—the laptop this article i$tandable as the logging infrastructure of lap-
authored on has a Toshiba MK8025GAS diskop mode is mostly geared towards figuring out
which at 4200RPM claims to have an averagevhich process is keeping the disk from spin-
seek time of 12ms. Real life measurementgling down.

show this to be in excess of 20ms. _ _
Typical output is:

3 What this means, what Linux bazfrl](zre]sdlgzl READ block 11916
does bash(261): READ block 11536
on hdal

That one should avoid seeking by all meanspas.h(%l): dirtied inode 737
(joe) on hdal

Given a 20ms latency penalty, it is cheaper tqoash(261)' dirtied inode 915
read up to 5 megabytes speculatively to get to (Id-Iinux. 50.2) on hdal
the desired location. T

In Linux, on application startup, the relevant short of dragging around a lot more infrastruc-
parts of binaries and libraries get mmapped intqure than is desireable, the kernel is in no posi-

memory, and the CPU starts executing the protion to help us figure out which files correspond
gram. As the instructions are not loaded intotg these blocks.

memory as such, the kernel encounters page

faults when data is missing, leading to diskFurthermore, there is no reverse map in any
reads to fill the memory with the executablesane fs to tell us which block belongs to which
code. file.

While highly elegant, this leads to unpre- Luckily, another recent development comes to
dictable seek behaviour, with occasional hitsour rescue: syscall auditing. This can be
going backwardon disk. The author has dis- thought of as a global strace, allowing desig-
covered that if there is one thing that disks don’'thated system calls to be logged, whatever their
do well, it is reading backwards. origin. This generates a list of files which might

have caused the accesses.
Short of providing a ‘reverse’ setting to the

disk’s engine, the onus is on the computer torhis combined with the forward logical map-
optimize this away. ping facility used by lilo to determine the sector
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locations of files allows us to construct a partiallt is interesting to note that only in the order
reverse map that should include all block ac-of 40 megabytes of disk is touched on boot-
cesses logged by the kernel. ing, leading to the tentative conclusion that all

disk access could conceivably be completed in
From this we gather information which parts of 2 seconds or less.

which positions in whic files will be accessed o
or system or application startup. However, it is also clear that reads are spread

over a large number of files, making naive ap-
plications ofreadahead(2) less effective.

5 Naively using the gathered infor-

mation 6 More sophisticated ways of ben-
efiting from known disk access
patterns

Using the process above, a program was written
which gathers the data above for a typical De-
bian Sid startup, up to and including the launchCompiler, assmbler and linker work together in
of Firefox. On next startup, a huge shell scriptlaying out the code of a program. Andi Kleen
used ‘dd’ to read in all relevant blocks, sequen-has suggested storing in an ELF header which
tially. Even without merging nearby reads, orblocks are typically read during startup, allow-
or utilizing knowledge of actual disk layout, ing the dynamic linker to touch these blocks
this sped up system boot measureably. Mosgequentially. Howver, this idea is not entirely
noticeable was the factor of four improvementrelevant anymore as most time is spent touch-
in startup times of Firefox. ing libraries, which will have differing access
patterns for each file program using them.

In this process a few things have become clear:
Linus Torvalds has suggested that the only way

of being really sure is to stuff the page cache
e There are a lot of reads which cannot bewith a copy of the data we know that is needed,

connected to a file and that we store that data in a sequential slab
on disk so as to absolutely prevent having to
e The ‘dd’ read script is very inefficient seek.

e The kernel has its own ideas on cachelhe really dangerous bit is that we need to be
maintenance and throws out part of thevery sure our sequential slab is still up to date.
data It also does not address the dentry cache, which

appears to be a dominant factor in bootup.

e Reads are spread over a large number of _ _ o
files Another less intrusive solution is to use a

syscall auditing daemon to discover which ap-

plication is being started and touch the pages
The reads which cannot be explained are in althat were read last time this binary was being
likelihood part of either directory information started. During bootup this daemon might get
or filesystem internals. These are of such quanespecially smart and actually touch pages that
tity that directory traversal appears to be a mait knows will be read a few seconds from now.
jor part of startup disk accesses. The hard time is keeping this in sync.
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7 Conclusions

Currently a lot of time is wasted during applica-
tion and system startup. Actual numbers appear
to indicate that the true amount of data read dur-
ing startup is minimal, but spread over a huge
number of files.

The kernel provides some infrastructure which,

through convoluted ways, can help determine
seek patterns that userspace might employ to
optimize itself.

A proper solution will address both directory
entry reads as well as bulk data reads.
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Abstract of Conary terminology and design, you may
want to read the papdRepository-Based Sys-

) ) ) ) tem Management Using Conary) Proceed-
This paper describes best practices in Cona%gS of the Linux Symposium, Volume Two

packaging: writing recipes that take advan-2004 kept updated abttp:/Avww.rpath.

tage of Conary features; avoiding red“nda”%om/technology/techoverview/ ~ which

with recipe inheritance and design; implements,iroduces Conary’s design and vocabulary in

ing release management using branches, shagreater detail. Terms called out lldfacein

ows, labels, redirects, and flavors; and designgs paper without an explicit definition are de-
ing and writing dynamic tag handlers. It de- fined in that overview.

scribes how Conary policy prevents common

packaging errors. It provides examples from

our rpath Linux distribution, illustrating the de-

sign principles of the Conary build process. It1 ~Conary Source Management

then describes the steps needed to create a new

distribution based on the I‘path Linux distribu- Un“ke |egacy package management tOOIS,
tion, USing the distributed branch and ShadOV\(:onary has integral management for source
features of Conary. code and binaries, and the binaries are directly

. o associated with the source code from which
Conary is a distributed software managemen{hey have been built

system for Linux distributions. Based on exten-

sive experience developing Linux distributionsConary stores source files Bource compo-
and package management tools, it replaces trarents and then uses cipe (described later)
ditional package management solutions (suclo build binary components that it can in-

as RPM and dpkg) with one designed to enablgtall on a system. While most of the code
loose collaboration across the Internet. It enthat handles the two kinds of components is
ables sets of distributed and loosely connectedctually the same, the interface is different.
repositories to define the components which arfhe source components are managed using a
installed on a Linux system. Rather than havingSoftware Configuration Management (SCM)
a full distribution come from a single vendor, it model, and the binary components are managed
allows administrators and developers to branclysing a system management model.

a distribution, keeping the pieces which fit their

environment while grabbing components fromThe SCM model for managing source com-

other repositories across the Internet. ponents is sufficiently familiar to experienced
Concurrent Versioning System (cvs) or Subver-

If you do not have a basic working knowledge sion (svn) users; you can create a new source
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component, check out an existing source com€onary also has two features that support con-
ponent, add files to a source component, reverging source code baseshadowsthat act
move files from a source component (this is dike branches but support convergent instead of
single action in Conary, unlike cvs’s two-step divergent development by providing intentional
operation), rename files in a source componertracking semantics, ancedirects that allow
(like svn, but unlike cvs), and commit the cur- redirecting from the current head of the branch
rent set of changes since the last commit (likgor shadow) to any other branch (or shadow),
svn, and like cvs except that the commit isincluding but not limited to that branch’s par-
atomic). ent. The redirect is not necessarily permanent;
the branch can be revived. A redirect can even
Conary has not been optimized as a completpoint to a different name package entirely, and
SCM system. For example, we do not use itso is useful when upstream names change, or
to manage subdirectories within a source comwhen obsoleting one package in favor of an-
ponent, and instead of importing source codether.
into vendor branches, we import archives and
apply patches to them. Conary may some-
day support a richer SCM model, since therel'
are no significant structural or design barriers
within Conary. It was a choice made for the Using a recipe to turn source into binary is
sake of simplicity and convenience, and to fo-calledcooking.
cus attention on Conary as a system manage-
ment tool rather than as an SCM tool—to en-The exact output produced by building source
courage using Conary to track upstream develeode into a binary is defined by several factors,
opment, rather than encourage using it to createmong them the instruction set (or sets) that the
forks. compiler emits, and the set of features selected
to be built. Conary encodes each combination
In addition, Conary stores in the repositoryof configuration and instruction set aglavor.
(without cluttering the directory in which the The configuration items can be system-wide or
other files are stored) all files that are refer-package-local. When cooking, Conary builds
enced by URL. When they are needed, they ara changesefile that represents the entire con-
downloaded (from the repository if they havetents of the cooked package.
been added to the repository; otherwise, via the
URL) and stored in a separate directory. ThenJhere are three ways to cook:
when committing, Conary stores those auto-
matically added source fileaijto-source fileg
in the repository so that the exact same source
is always available, enabling repeatable builds.

1 Cooking with Conary

e A local cook builds a changeset on the
speciallocal@local: COOK  branch. It
loads the recipe from the local filesystem,

_ and can cook with recipes and sources that
Like cvs, Conary can creaté branches to sup-  4re not checked into the repository. It will

port divergent development (forks); unlike cvs, download any automatic sources required
those branches can span repositories, and the to build.

repository being branched from is not modified,

so the user only needs write privileges in the e A repository cook builds a transient
repository in which the branch is created. Un- changeset on the same branch as the
like cvs (and any other SCM we are aware of), source component, and then commits it to
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the repository. It loads the source compo-be copied from recipe to recipe. This example
nent (including the recipe and all sources)is truly representative of the the most common
from the repository, not the local filesys- class of recipes; the great majority of packag-
tem. It finds all automatic sources in theing tasks do not require any further knowledge
repository. The same version can be builtof how recipes work. In other words, this exam-
into the repository multiple times with dif- ple is representative, not simplistic. New pack-
ferent flavors, allowing users to receive theagers tend to find it easy to learn to write new
build that best matches their system flavorConary packages.

when they request a trove.
However, some programs are not designed for

e An emerge builds a transient change- such easy packaging, and many packagers have
set on the specidcal@local:EMERGE become used to the extreme complexity re-
branch, and then commits it to (that is, quired by some common packaging systems.
installs it on) the local system. Like a This experience can lead to writing needlessly
repository cook, it takes the recipe andcomplex and thereby hard-to-maintain recipes.
all sources from the repository, not the This, in turn, means that while reading the
filesystem. (This is the only kind of cook RPM spec file or Debian rules for building a
that Conary allows to be done as the roofpackage can be an easy way to find a resolution
user.) to a general packaging problem when you are

writing a Conary recipe, trying to translate ei-
ther of them word-by-word is likely to lead to a

2 The Conary Recipe poor Conary package.

The internal structure of objects that underlie
All software built in Conary is controlled COnary recipes makes them scale gracefully
through arecipe, which is essentially a Python fTom simple recipes (as in the example) to com-

module with several characteristics. Here is aP/€x Ones (the kernel recipe includes several
example recipe, which has a typical complexity'ndependent Python classes that make it eas-

levell ier to manage the kernel configuration process).
Some of the more complex recipe possibilities
require a deeper structural understanding.
class MyProgram(PackageRecipe):
name = 'myprogram’
version = '1.0°
def setup(r):
.addArchiv 1 1
ra'httA;_)r:[l:le><eexr(nple.coml%(name)s-%(version)s.tar.gz’) i The _re_C|pe mOdU|e Conta_lns a_ ClaSS
e that is instantiated as theecipe object
rMakeinstal (MyProgram in the example above). This

class declares, as class dataame string
that matches the name of the module, a
version string, and asetup() method.
This class must be a subclass of one of a
small family of abstract superclasses (such
asPackageRecipe ).

The goal of Conary’s recipe structure is not to
make all packaging trivial, but to make it possi-
ble to write readable and maintainable complex
recipes where necessary, while still keeping the
great majority of recipes extremely simple—

and above all, avoiding boilerplate that needsto Conary calls the recipe objectstup()

INo, I do not like two-column formatting for techni- method, which populates lists of things
cal papers, either. to do; each to-do item is represented by
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an object. There aresource objects string; the substitution is done within the func-
which represent adding an archive, patchtions you call. It also means that macros can
or source file; anduild objects, which  reference each other. Be aware that changes to
represent actions to take while buildingthe macros object all take place before any list
and installing the software. Additionally, processing. This means that an assignment or
there are pre-existing lists gfolicy ob- change to the macros object at the end of the
jectsto which you can pass extra informa- recipe will affect the use of the macros object at
tion telling them how to change from their the beginning of the recipe. This is an initially
default actions. Theetup() functionre- non-obvious result of the multi-pass recipe pro-
turns after preparing the lists, before anycessing.

build actions take place.
The string items contained in the macros ob-

e Conary then processes the lists of thinggect are colloquially referred to by the Python
to do; first all the source objects, then allsyntax for interpolating dictionary items into
the build objects, and finally all the policy @ string. Thusy.macros.foo is usually re-
objects. ferred to a¥x(foo)s , because that is the way

you normally see it used in a recipe.

It is important to keep in mind that unlike RPM The macros object _cont_alns a lot of |rr!me(_j|-
spec files and portage ebuild scripts (processe%teIy useful mformaﬂon, including t_he t_)u'ld C_i"
in read-eval-print loop style by a shell pro- rectory ()/o(bundqlr)s ), thg destination di-
cess) or Debian rules (processed by make), petory e/"_(deStd'r)S ) that is the proxy fpr
Conary recipe is processed in two passes (thre e root directory ) when the software IS 1n-
if you count Python compiling the source into stalled, many system .pa.th%(sysconfdw)
bytecode), because it both constrains the ac: for /etc and %(bindir)s for Just/
tions you can or should take and makes Conar in ), program names{cc)s ), and argu-
more powerful. For example, you should not Ments t(cflags)s ).

add sources inside a Python conditional (in-

stead, you unconditionally add them but can

choose not to apply them based on a condig  Recipe Inheritance and Refer-
tional), but this constraint allows Conary to al- ence

ways automatically store copies of all sources
that it has fetched by URL instead of being ex-

plicitly committed locally. Conary recipes can reference each other, which

makes it easier to use them to create a coherent
Another important data structure in a recipe issystem.

the macros object, an enhanced dictionary ob-

ject that is an implicit part of every recipe. Al- When many packages are similar, it is easy to
most every string used by any of the differ-end up with boilerplate text that is copied be-
ent kinds of objects in the recipe—including tween packages to make the result of cook-
the strings stored in the macros object itself—ng them reflect that similarity. That boil-

is automatically evaluated relative to the con-erplate can be encoded PackageRecipe

tents of the macros object, meaning that stansubclasses, stored in recipes that are normally
dard Python string substitution is done. Thuspever cooked because they function as ab-
you do not have to typ&r.macros after every stract superclasses. The recipes containing



2005 Linux Symposium e 253

those abstract superclasses are loaded with thandler scripts to do whatever is required with
loadSuperClass() function, which loads the tagged files.

the latest version of the specified recipe from

the repository into the current module’s namesBugs in tag handlers demonstrate some of the
pace. The main class in the recipe then degood characteristics of this system. When a
scends from that abstract superclass. (The ifPug in a tag handler is fixed, that bug is fixed
heritance is pure Python, so it is possible tdfor all packages in one place, without any need
use multiple inheritance if that is useful.) Thisto copy code or data around. It is fixed even
mechanism serves two purposes: it reducefr older versions of packages built before the
transcription errors in what would otherwise betag handler was fixed (as long as the package in
boilerplate text, and it reduces the effort re-question is not the one that implements the tag
quired to build similar packages. It also allowshandler). Also, tag handlers can be called based
bug fixes that are generic to be made in the suRot only on changes to the tagged files, but also
perclass and thus automatically apply to all thechanges to the tag handler itself, including bug
subclasses. fixes.

Sometimes, you want to reference a recipdVhile tag handlers are clearly an improvement
without inheriting from it. In that case, you use over legacy install-time scripts, it is still possi-
a similar function calledoadinstalled() . ble to make many of the same mistakes.

which loads a recipe while preferring the ver-

sion that is installed on your system, if any ver- _ _

sion is installed on your system. (Otherwise,Overuse Itis always slower to run a.scrlpt thgn
it acts just likeloadSuperClass()  .) For ex- to package the results of running a script.
ample, you can load the perl recipe in order to  Therefore, if you can perform the action at
programmatically determine the version of perl ~ Packaging time instead, do so. For exam-

included in the distribution, without actually re-  Pl€, putfiles in theetc/cron.d/  direc-
quiring that perl even be installed on the sys-  tory instead of calling therontab  pro-
tem. gram or editing theetc/crontab file.

Excessive dependencie$he more programs
a script calls, the more complex the de-
4 Dynamic Tag Handlers pendency set needed to run it. Circular
dependencies are worse; they will break,

_ _ one way or another. Finally, calling more
install-time scripts than legacy package man-  cjrcylar dependencies.

agement tools do. Typical install-time scripts
are package-oriented instead of file-orientedinappropriate changes Modifying file data or
primarily composed of boilerplate, and often metadata that is under package manage-

clash with rollback (for those package man- ment and storing backup copies of files are
agement tools that even try to provide rollback generally inappropriate for any package
functionality). Conary tags individual files, in- manager, not just Conary. With Conary,
stead; this file is a shared library, that file is an though, a few more things are inappropri-
init script, another file is an X font. Then, at ate, including adding users and groups to

install time, once for each transaction (which the system (it is too late; the files have al-
may be many troves all together), it cathg ready been created).
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Poor error handling Scripts that do notcheck 5 Policy
for error return codes can easily wreak
havoc by assuming that previous actions
succeeded. (We have discovered that ifAfter unpacking sources, building binaries, and
you are having difficulty managing error installing into the%(destdir)s , Conary in-
handling in a tag handler, you may be tak-vokes an extensive set of policy objects to nor-
ing an approach that is needlessly comimalize file names, contents, locations, and se-
plex. Look for a simpler way to solve the mantics, and to enforce inter-package and intra-
problem.) package consistency.

Policy objects are invoked serially and have
It is also easy to misapply assumptions develaccess to the%(destdir)s as well as
oped while writing legacy install-time scripts to the %(builddir)s . Early policy ob-
tag handler scripts. The mostimportant thing tgects can modify the%(destdi)s . Af-
remember is that everything in Conary, includ-ter all %(destdir)s ~ modification is finished,
ing tag handlers, is driven by changes. ThereConary creates a set of objects that represents
fore, if a package includes five files with the the set of files in the destdir. Later policy then
foo tag, and none of those tagged files is afhas that information available and can modify
fected by an update, thfeo tag handler will the packaging, including marking configuration
simply not be called. If only two of the five files, marking tagged files, setting up depen-
files is modified in the update, thieo tag han- dencies, and setting file ownership and permis-
dler will be called, but asked to operate only onsions.
the two modified files.

The policy.Policy abstract superclass im-
Write tag handlers with rollbacks in mind. This plements much of the mechanism that policies
means that if the user does the inverse operatiomeed. Many policies can simply list some regu-
in Conary, the effect of the tag handler shouldlar expressions that specify (positively and neg-
be inverted as well. Most post-installation tasksatively) the files to which they apply by default,
merely involve updating caches, and often theand then implement a single method which is
list of affected files is not even required in ordercalled for each matching file. The superclass
to update the cache. These cases are easy; juspvides a rich generic exception mechanism
run the program which regenerates the cache.(also based on regular expressions) and a file

tree walker that honors all the regular expres-
When inventing new tag names, keep the tagions. Policies are not required to use that su-
mechanism in mind.mypackage-script is  perstructure; they can implement their own ac-
a horrible name for a tag handler, because itions wherever necessary.
initiates or perpetuates the wrong idea about
what it is and how it works. The name of a Policies can take additional information, as
tag handler should describe the files so taggedvell as exceptions. For example, policy divides
The sentencefile is a(n) tag namé should the files in a package into components auto-

sound sensible, as itlib/libc-2.3.2.s0 matically, but when the automatic assignment
is ashlib " or “/usr/share/info/gawk. makes a bad choice, you can pass additional
info.gz IS aninfo-file ". Following this information to theComponentSpec policy to

rule carefully has helped produce clean, simplechange its behavior. Whenever you want to
fast, relatively bug-free tag handlers. create multiple packages from a single recipe,
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you have to give th®ackageSpec policy in- be defined (or expanded) outside of Conary, by
formation on which files belong to what pack- the distribution, viapluggable policy. This
age. When you use non-root users and groupsyill be a set of modules loaded from the filesys-
you need to provide user information using thetem, probably with one policy object per mod-
User policy and group information using the ule, and a system to ensure that ordering con-
Group policy. straints are honored.

This object-oriented approach is fundamentally
different from RPM policy scripts. In contrast
to Conary policy, RPM policy scripts are shell
scripts (or are driven by shell scripts), and have _ )
an all-or-nothing model. If they do not do ex- One of the best ways to describe what policy
actly what you want, you have to disable them¢an doisto descn_be some examples of what it
would have done. This means that if you dolCY modules, so these few examples are by no
not keep up with changes in the RPM policy M&ans exhaustive; they are merely illustrative.
scrip_ts, your re-implementation may not l_<eep_|_he FilesInMandir policy is very simple
up with changes in RPM. Also, because this re_and demonstrates how one line of code :and
striction is onerous, RPM policy scripts cannot . :
. . several lines of data can implement effec-

be very strict or very useful; they have to be’. . o .
L tive policy. It looks only in %(mandir)s
limited in power and scope to the least commor) )o(x11prefix)s/man and 9%(krbprefix)
denominator. By contrast, the rich exception ' .

o . . s/lman, does not recurse through subdi-
mechanl_sm n _Conary policy allow_s the policy rectories, and within those directories only
to be quite strict by default, allowing for ex- consider,s file entries, not subdirectory en-
plicit exceptions where appropriate. This al- fies ANV recioe ’that needs to actu-
lows Conary to enable a rich array of tests tha{ ' y P

. : . ally store a file in one of those directories
enable packaging quality assurance, with the . . .
.can run r.FilesinMandir(exceptions=

tests run before any cooked troves are commit- . o
%(mandir)s/somefile’) to cause the pol-

her itory or even pl in a change- . : : . :
:[;C: tothe repository or even placed in a cha ge|cy to ignore that file. All of this action speci-

fied so far requires only three simple data ele-
Policies have access to the recipe objectnents to be initialized as class data in the pol-
mainly for the macros and a cache of contentcy. Then a single-line method reports an error
type identification that works like an object- if the policy applies to any files, automatically
oriented version of théle  program’s magic ignoring any exceptions that have been applied
database and is therefore called thmagic from the recipe.
cache This makes it easy to predicate policy _ . . . _
action on ELF files, ar files, gzip files, bzip2 This simple policy effectively catches a com-
files, and so forth. The magic objects (one pefmoN disagreement about what thenandir
file) sometimes contain information extractedconfigure argument or th@ANDIRmake vari-

from the files, such as ELF sonames and com@bl€ specifies; the autotools de-facto stan-
pression Ieveis in gzip and bzip2 files. dard is/usr/share/man/ but some upstream

packages set it instead to be a subdirec-
Some policy, such as packaging policy, is in-tory thereof, such assr/share/man/man1l ,
tended to remain a part of the Conary progranwhich would cause all the man pages to go in
per se. However, many policies will eventually the wrong place by default. Having this policy

5.0.1 Policy Examples
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to catch errors makes it feasible for Conary tdfile, it looks in the magic cache (which is self-

set--mandir andMANDIRby default, and fix priming; if no entry exists, it will create one),

up the exceptional cases when they occur.  and if it really is a gzip or bzip2 file and is not
maximally compressed, it recompresses the file

The RemoveNonPackageFiles  policy mod- | ith maximal compression.

ifies the %(destdir)s and is even simpler

in implementation tharFilesinMandir . It Finally, the DanglingSymlinks policy uses
lists as class data a set of regular expressionsackaging information, looking at which com-
defining files that (by default) should not be ponent each file is assigned to. It is not enough
included in the package, such as .cvsignoréo test whether all symlinks in a package re-
files, .orig files, libtool .1a files, and so forth. solve; it is also important to know whether
It then has a single-line method that removeg symlink resolves to a different component,
whatever file it is applied to. Again like since components can be installed separately.
FilesinMandir ~, a simple exception over- There are also special symlinks that are allowed
rides the defaults; a recipe for a package thafo point outside the package, including console-
actually requires the libtool .1a files (there are ahelper symlinks (which create an automatic re-
few) can avoid having them removed by callingquirement for theusermode:runtime ~ com-
RemoveNonPackageFiles(exceptions= ponent) and symlinks into the /proc filesystem.
r\la$)  —note the leading, which tells TheDanglingSymlinks  policy simply warns
Python that this is a “raw” string and that it about symlinks that point from one component
should not interpret any characters in the into another component built from the same
string. package (except for shared libraries, where
devel components are expected to provide
symlinks that cross components); symlinks that
are not resolved within the package and are
not explicitly provided as exceptions cause the
cook to fail.

Both RemoveNonPackageFiles and
FilesInMandir use the built-in direc-
tory walking capabilities of thePolicy
object. Most policy does, but it is not re-
quired. The NormalizeManPages policy
is different. It implements its own walking
over each man directory (the same ones

that the FilesinMandir policy looks at), 6 Recipe Writing Best Practices

and removes any accidental references to

%(destdir)s in the man pages (a common _ ) ) )

mistake), makes maximal use of symlinks,D'Sda'mer: Not all recipes written by rpath
makes sure that all man pages are compress&@f/ow these best practices. We learned many
with maximal compression, and then make®! these best practices by making mistakes,

sure that all symlinks point to the compressed®d have not systematically cleaned up every
man pages. It uses almost none of the built-iff€cipe. So the first rule is probably not to worry

policy mechanism: it merely asks to be called®?0ut mistakes; Conary is pretty forgiving as a
at the right time. packaging system, and we have tried to make it

fix mistakes and warn about mistakes. You ab-
The NormalizeCompression  policy ignores solutely do not need to memorize this list to be
man pages and info pages, since they hava Conary packager. It's quite possible that the
their compression normalized intrinsically via majority of new Conary recipes are fewer than
other policy. It automatically includes all files ten lines of code. Relax, everything is going to
that end in.gz and.bz2 . Then, for each be all right!
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The best practices are somewhat arbitrarily dias recompressing gzip or bzip2 files with max-
vided into general packaging policy suggesimal compression turned on, or moving files
tions, conventions affecting building sourcesfrom /etc/rc.d/init.d to %(initdir)s ,
into binaries, and conventions affecting theunless policy can’'t do the job quite the right
%(destdir)s . way—and in that case, add a comment explain-
ing why, so that the person shadowing your

recipe does not walk into a trap.
6.1 General Packaging Policy

Not doing lots of make-work has another im-

portant benefit. The less you do in the recipe,
Before worrying about packaging details, starthe |ess likely you are to clash with future ad-
working on consistency at a higher level. ditions to policy, and the more likely you are to
Names of packages, structure of recipes, angenefit from those additions. Policy will con-
versions are best kept consistent within a reposinye to grow to solve packaging problems as
itory, and between repositories. we continue to find ways to reduce packaging

problems to general cases that have solutions

which we can reliably (partially or completely)
6.1.1 Simple Python Modules automate.

Starting simple: recipes are Python modulesal_2 Follow Upstream
Follow Python standards as a general rule. In
particular, do not use any tabs for indenta- _
tion. Tabs work fine, but you will be running Whenever possible, follow upstream conven-
thecvc diff command many times, and tabstions. Use the upstream name, favoring lower
make diff output look a little odd because thecase if upstream sometimes capitalizes and

indentation levels are not all even, and whersometimes does not, and converting to “_

you mix leading tabs and leading spaces, th&ecause-"is reservgd as a separator charac-
output looks even weirder. ter. Do not add version numbers to the name;

use version numbers in the name only if the
Second, follow Conary standard practice.upstream project indisputably uses the version
Conary standard practice has one significanfumber in the name of the project. Conary can
difference from Python standard practice: théhandle multiple versions simultaneously just
self-referential object is called(for recipe) in-  fine by using branches; no need to introduce
stead ofself because it is used on practically numbers into the name. The branches can be
every line. created quite arbitrarily; they do not need to be
in strict version order. Just avoid clashing with
To get the most benefit from Conary, write yourthe label used for release stages by choosing a
recipes to make it easy to maintain a unifiedvery package-specific tag. Example tags rpath
patch that modifies them. That way, some-has used so far argglite2 , gnomel4, and
one who wants to shadow your recipe to makeyrus-sasll . The head otonary.rpath.
(and maintain) a few small changes will not becom@rpl:devel  for sqlite is sqglite ver-
stymied. The most basic way to do this is tosion 3, and the branctonary.rpath.com@
keep your recipe as simple as possible. Don’tpl:devel/2.8.15-1/sqlite2/ contains
do anything unnecessary. Don’'t do work thatsqglite version 2, as of this writing ver-
you can count on policy to do for you, suchsion 2.8.16, giving a full version string
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of /conary.rpath.com@rpl:devel/2.8. newer nail program for that task. The mailx
15-1/sqlite2/2.8.16-1 recipe was then changed to create a redirect to
the newer nail package. Anyone updating the

When possible and reasonable, one upstreamailx package automatically got the nail pack-
package should produce one Conary packaggge instead.

Sometimes, usually to manage dependencies
(such as splitting a text-mode version of a pro-A redirect is not necessarily forever. The old
gram from a graphical version so that the textrecipe for mailx could be restored and a new
mode version can be installed on a system withversion cooked; the nail recipe could even be
out graphical libraries installed) or installed changed to a redirect back to mailx. If that
features (such as splitting client from serverhappened, an update from the older version of
programs), it is reasonable to have one upmailx would completely ignore the temporary
stream package produce more than one Conagppearance of the redirect to nail. (Not that this
package. Rarely, it is appropriate for two up-is likely to happen—it just would not cause a
stream packages to be combined; this is geneproblem if it did.)
ally true only when the build instructions for
a single package require multiple archives tdRedirects pointing from the old troves to the
be combined to complete the build, and allnew troves solve the “obsoletes wars” that show
the archive files really are notionally the sameup with RPM packages. In the RPM universe,
project; they aren't just a set of dependencies. two packages can each say that they obsolete
each other. In the Conary world, because redi-

If you have to convert-"to “_" in the name, rects point to specific versions and never just

the following convention may be helpful: to a branch or shadow, this disagreement is not

possible; the path to a real update always termi-

r.macros.ver = \ nates, and terminates meaningfully with a real
r.version.replace(’_’, '-) update. There are no dead ends or loops.

r.mainDir('%(name)s-%(ver)s’)

6.2 Build Conventions
6.1.3 Redirects

Compiling software using consistently similar
Finally, if the upstream name changes, chang@ractices helps make developers more produc-
the name of the package as well. This meangve (because they do not have to waste time fig-
creating a new package with the new name, andring out unnecessarily different and unneces-
then changing the old package into a redireckarily complex code) and Conary more useful

that points to the new package. Users who up¢by enabling some of its more hidden capabili-
date the package using the old name will autoties).

matically be updated to the new package.

Alternatively, if you change the package that
provides the same functionality, you can do
the exact same thing; from Conary’s point of
view there is no difference. For example, rpathUse build functions other thanRun when-
Linux used to use the old mailx program toever possible, especially when modifying the
provide /usr/bin/mail , but switched to the %(destdir)s

6.2.1 Use Built-in Capabilities
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Build functions that do not have to start apass to tools. Consistency isn’t just aesthetic
shell are faster thanRun . Using more spe- here; it also enhances functionality. It enables
cific functions enables more error checking; for:debuginfo  components that include debug-
example,r.Replace  not only is faster than ging information, source code referenced by
r.Run(sed -i -e ..) but also defaults debugging information, and build logs. It al-
to raising an exception if it cannot find any lows consistently rebuilding the entire operat-
work to do. These functions can also removang system with different compiler optimiza-
build requirements (for example, fosed: tions or even different compilers entirely. This
runtime ), which can make bootstrapping sim- is useful for testing compilers as well as cus-
pler and potentially faster. tomizing distributions.

Most build functions have enough con-
text to prepend %(destdir)s to ab-
solute paths (paths starting with the6-2:2 Macros
| character) but inr.Run you have

to  explicity  provide %(destdin)s Use macros extensively. In general, macros al-
whenever it is needed. For example, o recipes to be used in different contexts, al-

_r.RepIace(’foo’, ’bar’_, 'lbaz’) low changes to be made in one place instead of
is essentially equivalent (except for errory through a recipe, and can make the recipe
checking) tor.Run("sed -i -e ’s/foo/ easier to read.

bar/g’ %(destdir)s/baz") in function,

but ther.Replace is easierto read at a glance. Using macros for filenames means that a sin-
gle recipe can be evaluated differently in dif-

ferent contexts. If you refer to the direc-

tory where initscripts go ass(initdir)s ,

0the same recipe will work on any distribution
built with Conary, whether it usefgtc/rc.

Many build functions automatically make use
of Conary configuration, including macros.
r.Make automatically enables parallel make
(unless parallel make has been disabled f

that recipe withr.disableParallelMake ), dinit.d/ of Tete/int d
and automatically provides many standard vari<' " - eteiinit.
ables.

Using macros such a%(cc)s for program
A few build functions can actually check for hames (done implicitly with make variables

missing buildRequires  items. For exam- When calling ther.Make* build actions)
ple, if you install desktop files into thesr/ means that the recipe will adapt to using dif-
share/applications/ directory using the ferenttools, whether that is for building an ex-
r.Desktopfile build command, it will en- Perimental distribution with a new compiler, or
sure thatlesktop-file-utils:runtime is for using a cross-compiler to build for another
in your buildRequires list, and cause the Platform, or any other similar purpose.

build to fail if it is not there. _
Use the macros that define standard arguments

In particular,r.Configure , r.Make , andr. to pass to programs, such agcflags)s

MakeParallelSubdirs provide options and and modify them intelligently. Instead
environment variables that the autotools suitepf overwriting them, just modify them,
and before that, the default make environmentike r.macros.cflags += ' -fPIC’
have made into de-facto standards, includingr r.macros.cflags = r.macros.

names for directories, tools, and options tocflags.replace(-02’, ’-Os’)
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or r.macros.dbgflags = r.macros. extraConfig = []

dbgflags.replace(’-g’, ’-ggdb’) if Use.foo:
extraConfig.append(’--foo’)

Creating your own macros for text that you r.Configure(

would otherwise have to repeat throughout your " "join(extraConfig))

recipe makes the recipe more readable, less

susceptible to bugs from transcribing exist-| ejther case, referencingse.foo  will cause
ing errors and making errors in transcription,ine system-wide Use flag named “foo” to be
and easier to modify. You might, for exam- part of the package’s flavor, with the value that
ple, do things liker.macros.prgdir = "% is set when the recipe is cooked.
(datadir)s/%(name)’

If you need to create a local flag, you do it with

Creating your own macros can also help youne package metadata (likeame, version
make your recipes fit in 80 columns, for easier

reading in the majority of terminal sessions. andbuildRequires  ):

r.macros.url = http://reallyLongURL/ class Asdf(PackageRecipe):
r.addArchive('%(url)s/%(name)s-%(version)s.tar.bz2’) name = 'asdf'
version = '1.0°
Flags.blah = True
Flags.bar = False
def setup(r):

if Flags.blah:

6.2.3 Flavored Configuration

When configuring software (generally speak-
ing, before building it, but it is also possible

for configuration to control what gets installed o\ the asdf package will have a flavor that
rather than what is built), make sure that the.otarencesasdfblah ~ and asdf.bar . The

configuration choices are represented in the ﬂa\'/alues provided as metadata are defaults that

vor. When a configuration item depends on they .o oyerridden (if desired) when cooking the
standard set ofJse flagsfor your distribution, recipe.

use those. If there is no system-wide Use flag
that matches that configuration item, you can

create docal flaginstead. 6.3 Destdir Conventions

A lot of configuration is encoded in the ar- . . L

guments tor.Configure . We commonly Choosing how to install files inté(destdir)

use the variablextraConfig  to hold those. s can determine how resilient your recipe is to
There are two reasonable idioms: changes in Conary and in upstream packaging,

and how useful the finished package is.

extraConfig = "

if Use.foo: 6.3.1 Makefile Installation
extraConfig += ' --foo’

r.Configure(extraConfig) _
Using r.Make('install’) would not work

very well, because it would normally cause the
and Makefile to try to install the software directly



2005 Linux Symposium e 261

onto the system, and you would soon see th&nows that it is intended to be a directory, not
install fail because of permission errors. In-a file. (It is this requirement that allows it to
stead, use.Makelnstall() . It works if the  make directories automatically.)

Makefile defines one variable which gives a

“root” into which to install, which by default

is called DESTDIR (thus the %(destdir)s 6.3.2 Multi-lib Friendliness

name). If that does not work, read the Makefile

to see if it uses another make variable (commo
names ar8UILDROOTandRPM_BUILD_DIR),
and pass that in with theootvar keyword:
r.Makelnstall(rootVar="BUILDROQOT")

rE:onary does its best to make all packages
multi-lib aware. Practically all 32-bit x86 li-
braries are available to work on the 64-bit
x86_64 platform as well, making Conary-based
distributions for x86_64 capable of running

Sometimes there is no single variable namiz)ractically any 32-bit x86 application, not just

you can use. In these cases, there .

) , : ] a restricted set that uses some of the most
a pretty powerful “shotgun” available:r. commonlv-used libraries
MakePathslInstall . It re-defines all the y '

common autotools-derived path names tOrnhe first thing to do
have the %(destdir)s prepended. This %(libdir)s
works for most of the cases without an in-jnstead ofusriib ~ and/iib , respectively.

stall root variable.  Sometimes you Will g rthermore, for any path that is not in one of
find (generally from a permission error, 1essy,qse |ocations, but still has a directory named
commonly from reviewing the changeset)ujiy» in it you should use%(ib)s  instead

that you need to pass an additional Op+f i . Conveniently, for programs that use
tion:  r.MakePathsinstall'WEIRDDIR= the autotools suite, Conary does this for you,
%(destdin)s/path/to/weird/dir’) but when you are reduced to choosing direc-

_ _ tory names or installing files by hand, follow
For a few packages, there is no Makefileinis rule.

just a few files that you are expected to copy

into place manually. Uselnstall , Wwhich  On 64-bit platforms on whicle(lib)s  re-
knows when to prepenéo(destdis  to & splves tolib64 , Conary tries to notice library
path, and knows that source files with any exiles that are in the wrong place, and will even
ecutable bit set should default to mode 0758move 64-bit libraries where they belong, while
when packaged, and source files without anyyarning that this should be done in the pack-
executable bit set should default to 0644; Sp€Caging rather than as a fixup, because there is
ify other modes likemode=0600—do not for-  probably other work that also needs to be done.

get the leading O that makes the number ocConary warns about errors that it cannot fix up,
tal. (Conary does look for mode values thatgnd causes the cook to fail.

are nonsensical modes and look like you left

the 0 off, and warns you about them, but tryConary specifically ensures thaython and
not to depend on it; the testing is heuristic:perl components are multi-lib friendly, since
and not exhaustive.) Like other build actions,there are special semantics here; some
r.Install will create any necessary directo- python or :perl  packages have only inter-
ries automatically. If you want to install a file preted files and so should be found in the 32-
into a directory, make sure to include a trailingbit library directory even on 64-bit platforms;

/ character on the directory name so that Instalbthers have libraries as well, and should be in

is to always use
and %(essentiallibdir)s
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the 64-bit library on 64-bit platforms. Putting /usr/bin/foo -> /usr/bin/bar , Conary

the 64-bit object files in one hierarchy and in-will change that tdusr/bin/foo -> bar ,

terpreted files in another hierarchy would cre-and /usr/bin/foo -> /ust/lib/foo/

ate path collisions between 32-bit and 64-bitbin/foo to /usr/bin/foo -> ../lib/

:python or:perl components. foo/bin/foo . Therefore, for Conary, it
is best to use absolute symlinks in your
%(destdir)s  and let Conary change them to

6.3.3 Direct to Destdir minimal relative symlinks for you.

Occasionally, an upstream project will include8-4 Requirements

a package of data files that is intended to

be unpacked directly into the filesystem.Conary has a very strong dependency system,
Instead of unpacking it into the build directory but it is a bit different from legacy dependency
with r.addSource  and then copying it to systems. The biggest difference is that depend-
%(destdir)s  with r.Copy or r.Install . ing on versions is very different from any other
use thedir argument tor.addArchive . packaging system. Because Conary (by de-
Normally, dir is specified with a relative path sign) does not have a function that tries to guess
and thus is relative to the build directory, butwhich upstream versions might be newer than

an absolute path is relative to(destdir)s .  another upstream version, you cannot have a
So something liker.addArchive( http: dependency that looks like “upstream version
/lexample.com/foo.tar.bz2’, dir= 1.2.3 or greater.”

"%(datadir)s/%(name)s/") will do what

you want in just one line. Not only does it Becaus_,e Conary has the capability for a rich
make for a shorter recipe with less potentiallyPranching structure, trying to do version com-
changing text to cause shadow merges t®arisons even on Conary versions for the pur-

require manual conflict resolution, it is also Poses of satisfying dependencies fails utility
faster to do. tests. If you say that a shadow does not sat-

isfy a dependency that its parent satisfies, then
shadows are almost useless for creating deriva-
6.3.4 Absolute Symlinks tive distributions.. However, if you say that a
shadow does satisfy a dependency that its par-
ent satisfies, then a shadow that intentionally
Most packaging rules tell you to use relativeremoves some particular capability relative to
symlinks (./ ...) instead of absolute/ (..) its parent will falsely satisfy versioned depen-
symlinks, because it allows the filesystem togencies. Trying to do strict linear comparisons

continue to be consistent even when the roofy the Conary version tree universe just does not
of the filesystem is mounted as a subdirectoryyork.

rather than as the system root directory; for ex-
ample, in some “rescue disk” situations. Conary separates dependencies into different
spaces that are provided with individual se-
This rationale is great, but Conary does somemantics. Each ELF shared library provides
thing even better. It automatically convertsa sonamedependency that includes the ABI
all absolute symlinks not just to relative (for example,SysV), class ELFCLASS32 or
symlinks, but tominimal relative symlinks. ELFCLASS64encoded agLF32 or ELF64, re-
That is, if you create the absolute symlinkspectively), and instruction set86, x86_64 ,
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ppc, and so forth) as well as any symbol ver-capability flag in the context of your derived

sions GLIBC_2.0 ,GLIBC_2.1 ,ACL_1.0 and distribution, if your upstream distribution does

so forth). The elements are stored as sepaiot provide the capability your package re-
rateflags. Programs that link to the shared li- quires.

braries have a dependency with the same for-

mat. These dependencies (requirements or prd20 not add trove capability flags without good

visions) are coded explicitly as soname de- reason, especially for build requirements. They

pendency class. The order in which the flag®dd complexity that is not always useful. Usu-
are mentioned is irrelevant. ally, the development branch for a distribu-

tion just needs to be internally consistent, and
Trove dependencies are limited to componentsadding lots of capability flags will just make it
since they are the only normal troves that di-harder for someone else to make a derivative
rectly reference the files needed to satisfy thevork from your distribution, particularly if they
dependencies. (Filesets also contain files, budre deriving from multiple distributions at once
they are always files pulled from troves, so they(a reasonable thing to do in the Conary con-
are not the primary sources of the files, andext).
they are not intended for this use.) By de-
fault, a trove dependency is just the name of the
trove, but it can also includeapability flags, 6.4.1 Build Requirements
whose names are arbitrary and not interpreted
by Conary except checking for equality (just

i . Conary’s build requirements are intentionally
like upstream versions).

limited to trove requirements.

This provides the solution to the version com- I th in kinds of build
parison problem. Trove A's recipe does not ren general, there are two main kinds of build re-

ally require upstream version 1.2.3 or greatefluiréments:runtime — components (and their
of trove B:devel in order to build. Instead, dependencies) for programs that need to run at

it requires some certain functionality in trove PUlld time, anddevel - components (and their
B:devel. The solution, therefore, is for Ioack_dependenmes) for libraries to which you need

age B to provide a relevant capability flag de-© K-
scribing the necessary interface, and for trov
As recipe to require trove B:devel with that
capability flag. The capability flag could be
as simple ad.2.3 , meaning that it supports
all the interfaces supported by upstream ver

Build requirements need to be added to a
list that is part of recipe metadata. Along
with name andversion , there is a list called
buildRequires , which is simply a list of
. ) _trove names (including, if necessary, flavors,
sion 1.2.3 (the meaning of any package’s branch names, and capability flags, but not ver-

capability flag is relat’ive tq only that pack- sions). It can be extended conditionally based
age). So package B’s recipe would have to

. on flavors.
call r.ComponentProvides('1.2.3) and
trove As recipe would have to requird:
devel(1.2.3) . buildRequires = |

_ . . . ‘a:devel(A_CAPABILITY),
This solution does require cooperation between  gawk:runtime’,

the packagers of A and B, but only in respect ‘pam:devel[lbootstrap]’,
to a single context. This means that you may 'sqlite:devel=:sqlite2’,
choose to shadow trove B in order to add this ]
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if Use.gtk: automating the whole process of resolving
buildRequires.append( soname requirements twildRequires list
'gtk:devel’) entries.)
The buildRequires list does not have to

be exhaustive; you can depend on transitive6'4'2 Runtime Requirements

install-time dependency closure for the troves
you list. That is to say, in the example The best news about runtime requirements is

above, you do not have to explicitly ligtib: that you can almost ignore the whole problem.
devel , becausegtk:devel has an install- The automatic soname dependencies handle al-
time requirement forglib:devel . (The most everything for you without manual inter-
buildRequires lists do not themselves have vention.

transitive closure, as that would be meaning- o
less; you never require:aource component There are also some automatic file dependen-

in a buildRequires list, and the dependen- cies, which present a little bit of an asymme-

cies that the other components carry are installry- Script files automatically require their in-
time dependencies.) terpreters. That is, if a file starts witi!

/bin/fbash  that file (and thereby its com-
Build requirements foruntime  components ponent) automatically has a requirement for
can be a little bit hard to find if you already file: /bin/bash added to it. However,
have a complete build environment, becaus¢here is no automatic provision of file paths.
some of them are deeply embedded in scriptsThis is because files are not primarily ac-
It is possible to populate a changeroot envicessed by their paths, but rather by a long
ronment with only those packages listed in thenumeric identifier (rather like an inode num-
buildRequires list and their dependencies, ber in a filesystem, but much longer, and ran-
then chroot to that environment and build in itdom rather than sequential in nature). Files
and look for failures, but it is not likely to be a can be tagged as providing their path, but this
very useful exercise. The best approach here igiust be done manually. In practice, this is not
to add items to address known failure cases. a big problem; most programs that normally

act as script interpreters are already tagged as
Build requirements for :devel ~ com- providing their paths, and so the exceptions
ponents are much simpler. ~ Cook thetend to exist within a single trove. Those
recipe to a local changeset, and then us@ases are easy to fix; Conary refuses to in-
conary showcs --deps foo-1.0.ccs 0 stall a trove saying that it cannot resolve a
show the dependencies. (Better yet, usé file: /usr/bin/foo dependency, but the

instead of--deps and review the sanity of trove itself contains the /usr/bin/foo file. Just
the entire changeset.) Then, for each sonamgqdr.provides(‘file’, '%(bindir)s/

requirement listed under eaclRequires foo’)  to the recipe.

section, add the associated component to the

list. (Right now, this takes too many steps;The hard job with any dependency system is
you need to look for the library, then use working out the dependencies for shell scripts.
conary ¢ --path /path/to/library It is not practical to make shell dependencies
to find the name of the component. In theautomatic for a variety of reasons (including
future, there will be a simple command for the fact that shell scripts could generate addi-
looking these up, and we are consideringional dependencies from the text of their in-
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put), and so it remains a manual process. Ifundamental processes. Release management
you are lucky, the package maintainer has listeénd deployment have many of the same needs,
the requirements explicitly in an INSTALL or so this paper will refer generally to release
README file. If not, you need to glance management except when it is useful to distin-
through shell scripts looking for programs thatguish between the two.

they call. Since this is not a new problem, you

can in practice (for some packages, at least)lhe capabilities needed for release manage-
find the results of other people’s efforts in thisment include:

direction by reading RPM spec files and dpkg

debian/rules . This also tends to be an area

where dependencies accrete as a result of bu%taglng C;pllectmg troves (including locally
reports. modified versions) to create a coherent set

for promotion to the next step in the pro-

There is one place where you need to be much  C€SS.

more ca!refull about listing the_ requwements OfAccess Control Mandatory or advisory con-

shell scripts: you must explicitly list all the re-

) . . trols on who can or should access a set of

qguirements of the tag handlers you write. This froves

should not be a great burden; most tag handlers '

are short and call only a few programs. But if Maintenance Controlled updates for sets of

you do not list them, Conary cannot ensure that  {rgyes.

the tag handlers can always be run, which can

jeopardize not only successful installation but

also rollback reliability. In addition, the jargon for talking about Linux
distributions is somewhat vague and used in
conflicting ways. The following definitions ap-

ply to this discussion.
7 Release Management

Distribution A notionally-connected set of
products consisting of an operating system
and related components. A distribution
might last for years, going through many
major release cycles. Examples include
rpath Linux, Foresight Linux, Red Hat
Linux, Fedora Core, Debian, Mandrake
(now Mandriva) Linux, CentOS, cAos,

Building software into a repository is already
an improvement over legacy package manage-
ment, but release and deployment need more
management and process than just building
software into a versioned repository. Several of
Conary’s features are useful for managing re-
lease and deployment; groups, branches, shad-
ows, redirects, and labels can all help.

and Gentoo.
Different release goals or deployment needssgrsion One instance of a distribution prod-

This paper uses some concrete examples to cle,” which might include steps like alpha,
demonstrate how Conary features can support beta, release candidate, and general avail-
a release management process, but the mecha- ability. Examples include rpath Linux 1,
nisms are flexible and can support diverse pro-  Red Hat Linux 7.3, Fedora Core 2, efc.
cesses. A release can go through one QA step

or ten separate QA steps without changing thé&tage A working space dedicated to a task.
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ReleaseAn instance of any step in the distribu- to be staged—this single shadow creating a sin-
tion release management process. (This igle stage might be sufficient. However, in order
a slightly unusual meaning for “release;” to allow any controlled development to happen
“version” and “release” are often used al- in parallel with the full release engineering pro-
most interchangeably, but for the purposesess, and in order to allow maintenance work to
of this discussion, we need to differentiatebe staged, a two-level stage structure is neces-
these two meanings.) This might be alphasary.

1 release candidate 1, alpha 1 release can-
didate 2, alpha 1, beta 1, beta 2 releasd Nerefore, when the controlled development

thas reached the point where an alpha release
is appropriate, another shadow is created on
which to freeze that release. This allows con-

_ S trolled development to continue on the release
A release of a version of a distribution is de-pase stage: /conary.rpath.com@rpl:

fined (in Conary terms) by a unique version ofgevel//rel-base//rel-alpha (hence,

an inclusive group that defines the contents ofjre|-alpha ). Build the shadowed
the distribution. In rpath Linux, that group is group-os (or whatever you have called
calledgroup-os . your inclusive group), and the version you
have just created is a candidate alpha release.
Cycle through your test, fix, rebuild process
until you have a version ofiroup-os that
meets your criteria for release as an alpha. At

The policy and much of the process in this ex+this point, that specific version afroup-os
ample is synthetic, but the version tree structurgay group-os=/conary.rpath.com@rpl:

it demonstrates (including the names for labelgjevel//rel-base//rel-alpha/1.0.
in the example) is essentially the one that wej.2.3.1-35 | is your alpha 1 release.
have defined for rpath Linux.

candidate 1, general availability, and eac
individual maintenance update.

7.1 Example Release Management Process

Note that during the test, fix, rebuild process
The development branch calletonary. for alpha 1, development work aimed at al-
rpath.com@rpl:devel (hence,:devel )is pha 2 can already be progressing on the base
where the latest upstream versions are comstage. Fixes that need to be put on the alpha
mitted. At some point, a group defin- stage for alpha 1 can either be committed to the
ing a distribution is shadowed to createbase stage and thence shadowed to the alpha
a base stage, /conary.rpath.com@rpl: stage, or if further development has happened
devel//rel-base (hence//rel-base ) al- on the base stage that could destabilize the al-
lowing unfettered development to continue onpha stage, or the immediate fix is a workaround
the :devel development branch, while con- or hack and the right fix has not yet been com-
trolled development (a state sometimes calleghitted to the base stage, the fix, workaround,
“slush,” by analogy from “freeze”) is now pos- or hack can be committed directly to the alpha
sible on//rel-base . stage.

Given a very simple, informal release manageThen for the alpha 2 cycle, you re-shadow ev-
ment process—say, one where only one persoerything from the base stage to the alpha stage,
is doing all the work, following all the process and start the test, fix, rebuild process over
from the time that the initial release stage is creagain. When you get to betas, you just cre-
ated, and in which maintenance does not needte a beta stagéconary.rpath.com@rpl:
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devel//rel-basel/rel-beta (hence, 1/ policy.

rel-beta ) and work with it exactly as

you worked with the alpha stage. Fi-

nally, when you are ready to prepare re- ) o .
lease candidates, build them onto the fi-8 Derived Distributions
nal release stageonary.rpath.com@rpl:
devel//rel-base//rel (henceirel ) in

The possibilities for creating derived distribu-
the same way.

tions are immense, but a few simple examples
Note that it is possible to do all your releaseCan show some of the power of creating derived
staging from first alpha to ongoing maintenancedistributions.

onto the release stageel . However, using . . _
he simplest example of a derived distri-
separate na_lr_ned stages for alpha, beta, and ge&dtion is the 100% derived distribution. If
eral availability can be a useful tool for commu- )

nicating expectations to users. It is your choice/°! m_etr_ely \(/jv_a:lt_bcct)_ntrol 'vart defli)ﬁ/ment Oft
from a communications standpoint; it is not az.n telglst'lng’ IS l“ u |on:[ Ju;/ Irea € paren
technical decision. istribution’s release stage/rél ) as your

base stage, and create a shadow of it in

During maintenance, do all of your mainte-your own repository. You will end up with
nance candidates on the base stage, and préomething like:/conary.rpath.com@rpl:

mote the candidate inclusive group to the redevel//rel-base//rel//conary.

lease stage by shadowing it when all the comexample.com@rpl:myrel (hence,

ponents have passed all necessary tests. /lmyrel ). Then, whenever a group on
/lrel  passes your acceptance tests, you

All the stages are reallylabels as well shadow it onta/myrel

as shadows. You can shadow any

branch you need to onto the base stagdf you are doing anything more complicated,
and you will probably want to shadow you may want to set up two stages; your own
troves from several branches. Not justbase stage and your own release stage. If you

/conary.rpath.com@rpl:devel but also are doing this, you probably do not want to
branches like /conary.rpath.com@rpl: shadow a release stage as your base stage; you
devel/1.5.28-1-0/cyrus-sasl1/ will end up with very long version numbers like

(hence;cyrus-sasll ) for different versions 1.2.0-2.0.4.0-1.0.1.0; each shadow adds 'a “
where both versions should be installed acharacter with a trailing number. You proba-
once.  With that :cyrus-sasll branch bly want either to shadow the parent distribu-
and cyrus-sasl 2 from thedevel branch tion's base stage, or even create your own base
both shadowed onto the base stage angtage. To create your own base stage, create
thence to the release stages, the commarybur own shadow of the parent distribution’s
conary update cyrus-sasl will put both  inclusive group and make your own changes to
versions on your system. it. Those changes might be adding references
to some unigue troves from your own repos-

When the release stage is no longer maintainegtory, or to shadows in your repository from
you might choose to cook redirects (perhapsther repositories.

only for your inclusive group, perhaps for all
the packages) to another, still-maintained re¥You could create a private corporate distribu-
lease. This is purely a matter of distributiontion, with your repository inaccessible from
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outside, that contains your internally developednodel drastically reduces the cost and com-
software, or third-party proprietary software to plexity of creating customized Linux distribu-
which you have sufficient license. (A sourcetions. The best practices discussed in this paper
trove doesn’t necessarily have to contain sourcielp you take advantage of this new paradigm
files; it could contain an archive of binary files most effectively.

which are installed into thé&so(destdir)s .)

You could create a distribution in which every-

thing is identical to the parent, except that you

have your own kernel with special patches that

support hardware you use locally that is not yet

integrated into the standard kernel, and it has

two extra packages which provide user-space

control for that hardware.

It is also possible to make significant changes.
For example, Foresight Lindxis built from
the same development branch as rpath Linux,
but about 20% of its troves are either spe-
cific to Foresight Linux or are shadows that
are changed in some way in order to meet
Foresight’s different goals as a distribution;
rpath Linux is meant to be very “vanilla,” with
few patches relative to upstream packages and
therefore easy to branch from, while Foresight
Linux is intended to provide the latest innova-
tions in GNOME desktop technology and opti-
mize the rest of the distribution to support this
role.

Conclusion

Conary combines system management and
software configuration management, sharing
features between the two models and imple-
menting them both using a distributed reposi-
tory that combines source code and the binaries
built from that source code. It brings a unique
set of features that simplify and unify sys-
tem management, software configuration man-
agement, and release management. This new

2http://www.foresightlinux.com/
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Abstract

In this paper, | will examine two profilers.
IBM’s Open Source Performance Inspector and
OProfile which contains code that has been of-
ficially accepted into the Linux Kernel. Cur-
rently OProfile doesn’t work with programs
that dynamically generate code, such as Python
and Java JITs. Various people have proposed
patches that record events in anonymously
mapped memory regions as raw Vvirtual ad-
dresses, instead of the usual tuple of binary im-
age and offset. This information can be post-
processed by matching it with the output gen-
erated by running a Java program with Perfor-
mance Inspector's JPROF which uses JVMPI
to record addresses of JITted methods. In this
paper, | will discuss the details of profiling
Java, specifically looking at the inner work-
ings of OProfile and Performance Inspector. |
will discuss problems that we have encoun-
tered with both tools and our attempts to re-
solve them. Finally, | will demonstrate profil-
ing a java program to show the kind of infor-
mation that can be obtained.
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Abstract ) I I I I
Tests Tests Tests Tests

Xen is an interesting and useful technology
that has made virtualization features, normally
found only in high-end systems, more widely
available. Such technology, however, demand
stability, since all virtual machines running on a

single system are dependent on its functioning I ”E”“I"’V T -
properly. This paper will focus on the methods[ (cou. Wenoy, Eneret, scsiog)
employed to test Xen, and how it differs from rertee
normal LinuxR) testing. Additionally, this pa-

per discusses tests that are being used and cre- _ . . i .
ated, and automation tools that are being deveEIgure 1. Testing Linux With and Without Xen
oped, to allow testers and developers working

on Xen to easily run automated tests.

Xen Hypervisor

Linux

Virtual
CPU

Virtual Virtual

Network

Virtual
Blockdev

An example of testing Linux under Xen An example of testing Linux

a critical task to ensure its stability and relia-
bility. Most often, people run tests on Linux
1 Testing Linux vs. Testing Linux under ?(en in (_)rder' to exercise .Xen code ar)d
Under Xen to test its func.tlonalltles, as ?(en is the hypervi-
sor layer that is below the Linux and above the

hardware.
Xen, which provides a high performance

resource-managed virtual machine monitor

(VMM) [2], is one of several open-source 1.1 Similarities

projects devoted to offering virtualization soft-

ware for the Linux environment. As virtualiza-

tion is rapidly growing in popularity, Xen has Testing Linux under Xen and testing Linux it-
recently gained a lot of momentum in the open-self are very much alike. Those traditional test-
source community and is under active developing scenarios used to test Linux can also be ap-
ment. Therefore, the need to test Xen becomeglied to testing Linux under Xen. The most
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common testing done on Linux is testing dif- environment, but without disturbing the other
ferent kernels and kernel configurations to un-domains [3].

cover any regressions or new bugs. To help in-

sure binary compatibility, different versions of Second, running tests on Linux under Xen
glibc may also be used. Another big chunk ofguest domain actually accesses hardware re-
tests done is a wide range of device 1/O test§ources through Xen virtual machine inter-
including networking and storage tests. Also,faces, while running tests on Linux accesses
hardware compatibility testing is very impor- Physical hardware resources directly. ~ Xen
tant to insure reliability across a broad range otirtual machine interfaces have three aspects:

hardware such as x86, x86-64, UP, SMP, andneémory management, CPU, and device I/O [2].
Blades. In order to achieve virtualization on these three

aspects, Xen uses synchronous hypercalls and
The ABI for running Linux under Xen is no an asynchronous event mechanism for control
different than running under Linux on bare transfer, and uses the 1/O rings mechanism for

hardware, there is no change needed for useflata transfer between the domains and the un-
space applications when running on Linux un-derlying hypervisor. Therefore, even though
der Xen. In general, all user-space applicationghe Xen hypervisor layer appears to be trans-
that can be used to test Linux can be used tgarent to the application, it still creates an addi-
test Linux on Xen. For example, memory in- tional layer where bugs may be found.

tensive web serving application and real world__ _ o

large database applications are very good toolENird: Xen requires modifications to the oper-

to create high stress workload for both Xen andfing system to make calls into the hypervisor.
the guest Linux OS. Unlike other approaches to virtualization, Xen

uses para-virtualization technology instead of
full virtualization to avoid performance draw-
backs [2]. For now, Xen is a patch to the Linux
kernel. Testing Linux on Xen will be testing
the modified Linux kernel with this Xen patch.

Although testing Linux under Xen and testing S X€n matures though, it may one day be part
Linux are very similar, there are still some fun- Of thé normal Linux kernel, possibly as a sub-

damental differences. First, Xen supports mangchitecture. This would simplify the process

virtual machines, each running a separate opeﬁf testing Xen and make it much easier for more

ating system instance. Hence, on one physiP€OPI€ to become involved.

cal machine, testing Linux under Xen involves

testing multiple versions of Linux, which can

be diﬁereqt on multiple domains, in_cluding 2 Testing Xen With Linux

host domain and guest domain. The Linux dis-

tribution, library versions, compiler versions,

and even the version of the Linux kernel can beéOne useful and simple approach to testing Xen
different on each domain. Furthermore, eachs by running standard test suites under Linux
domain can be running different tests withoutrunning on top of Xen. Since Xen requires no
disturbing the tests running on other domainsuser space tools, other than the domain man-
The beneficial side of this is that you can use aagement tools, this is a very straightforward ap-
single machine to enclose and test upgrades qroach. The approach to test Linux under Xen
software as if they were running in the existingdescribed here is patterned after the approach

1.2 Differences
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/
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System Test
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Figure 2: Xen Testing Model
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discovered. For example, in past system test ef-
forts testing development Linux kernels, a com-
bination of 1/0 heavy and file system stress
test suites have been used such as 10Zone,
Bonnie, dbench, fs_inode, fs_maim, postmark,
tiobench, fsstress, and fsx_linux. The tests are
executed on a given file system, sustained over
a period of time to expose defects. The com-
bination of these tests have proven themselves
particularly useful in exposing defects in many
parts of the kernel.

Integration testing is done after function and

system testing have been successfully executed.

This type of testing involves the running of
taken to test the development Linux kernels multiple, varied workloads that exercise most
The traditional testing model used to test th o

or all subsystems. A database workload, for ex-
Linux kernel involves function, system, and in-

ample, is used to insert, delete, and update mil-
tegration testing. One clear advantage to thid@"S Of database rows, stressing the /O sub-
approach is that results can easily be checkel

stem, memory management, and networking
against results of the same tests, running on a

running a networked application. Addition-
unmodified kernel of the same version, running?”y’ other workloads are run in parallel to fur-
on bare hardware.

her stress the system. The objective is to create
a realistic scenario that will expose the oper-

The Linux Test Project (LTP) test suite is the &ting systems to interactions that would other-
primary tool we used in function testing. LTP wise not be exercised under function or system

is a comprehensive test suite made up of ovelest.
two thousand individual test cases that test suc
things as system calls, memory managemen
inter-process communications, device drivers
I/O, file systems, and networking. The LTP
is an established and widely used test suite i
the open source community, and has become
de facto verification suite used by developers
testers, and Linux distributors who contribute

enhancements and new tests back to the projec:

Flgure 3, Sample Network Application, il-

Ustrates an integration test scenario where a
tHatabase application, the Database Open source
Test Suite (DOTS), is used to create a pseudo-

n T . :
networked application running both the clients

a : ) :

and the server on virtual machines running on
the same hardware under Xen. Obviously, this
s an unlikely scenario in the real world, but it

s useful in test to induce a workload in a test

The system testing approach involves runningvironment.

workloads that target specific sub-systems. For

example, workloads that are memory intensive

or drive hea}vy 1/0 are used .to stress the system Testing Xen More Directly

for a sustained period of time, say 96 hours.

These tests are performed after function tests

have successfully executed; thus, defects thavhile much of the functionality of Xen can
manifest only under stressful conditions arebe tested using Linux and standard tests, there
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Sample Networked Application for Integration Testing of Xen 5. DOMO_IOPL- set I/O privilege level
DomU —Dtjmz 6. DOMO_SETTIME- set system time
| e 7. DOMO_READCONSOtHEead console con-
tent from the hypervisor buffer ring

[ Database
Responses
I/ i
-
st u

These are just a few of the privileged operations
available only to domain 0. A more complete
list can be found irken/include/public/
domO_ops.h or in the Xen Interface Manual

[4].

Many of these operations perform actions on
domains such as creating, destroying, pausing,
are many features that are very specific to Xenand unpausing them. These operations can
Such features often require careful attention teasily be tested through the Xen management
insure they are adequately tested. A couple ofools. The management tools that ship with
examples include privileged hypercalls, and theXen provide a set of user space commands that
balloon driver. A testing strategy for each iscan be scripted in order to exercise these oper-
briefly outlined here to illustrate why simply ations.
running Linux as a guest OS under Xen and
running standard tests does not suffice for testOther operations, such 8MO0_SETTIMEcan

Figure 3: Sample Network Application

ing Xen as a whole. be exercised through the use of normal Linux
utilities. In the case obOMO_SETTIMESome-
thing like hwclock --systohc may be

3.1 Testing Privileged Hypercalls used to try to set the hardware clock to that of

the current system time. The return value of
Domain 0 in Xen is considered to be a privi- that command on domain 0 is O (pass) while on
leged domain. As the privileged domain, there?" unprivileged domain it is 1 (fail). This sim-
are certain operations that can only be perple test not only verifies that it succeeds as ex-

formed from this domain. A few of these privi- P€cted on domain 0, but also sufficiently shows
leged operations include: that the operation fails as expected on an un-

privileged domain.

1. DOMO_CREATEDOMAMNcreate a new do- For something like IOPL, there are tests in LTP
main that exercise the system call. These tests are

expected to pass on domain 0, but fail on un-

privileged domains. This is an example where

a the results of a test may be unintuitive at first

3. DOMO_UNPAUSEDOMA#Mark a paused glance. The iopl test in LTP will prominently
domain as schedulable again display a failure message in the resulting test

output, but context must be considered as a

4. DOMO_DESTROYDOMA# deallocate all “FAIL" result would be considered passing in

resources associated with a domain unprivileged domains.

2. DOM0O_PAUSEDOMAMNremove a domain
from the scheduler run queue
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Still  other operations such asDOMO_ 4. Allocate nearly all available memory
READCONSOLBRre probably best, and easiest for the domain, then uséproc/xen/
to test in an implicit manner. The functionality balloon to reduce available memory to

of readconsole may be exercised by simply less than what is currently allocated.

booting Xen and watching the output for _
5. Try to give/proc/xen/balloon avalue

obviously extraneous characters, or garbage *- . .
coming across the console. Moreover, features ![arger than the available RAM in the sys-
em.

of the console can be tested such as pressing
Control-A 3 times in a row to switch back and
forth from the domain O console to the Xen
console.

6. Try to give/proc/xen/balloon avalue
way too low, say 4k for instance.

7. Write  something to /proc/xen/

, , balloon as a non-root user, expect
3.2 Testing the Xen Balloon Driver "EPERM
Another feature of Xen that warrants attention - Wite 1 byte to/proc/xen/balloon ’
is the balloon driver. The balloon driver al- expectEBADMSG

lows the amount of memory available to a do- g \write >64 bytes to /proc/xen/
main to dynamically grow or shrink. The cur- balloon , expectEFBIG .

rent balloon information for a domain running

Linux can be seen by looking at the contents of10. Rapidly write random values tproc/
Iproc/xen/balloon . This is an example of xen/balloon

the resulting output:

Many of the above tests may also be performed

# cat /proc/xen/balloon by using an alternative interface for controlling
Current allocation: 131072 kB the balloon driver through the domain manage-
Requested target: 131072 kB X .

Low-mem balloon: 0 kB ment tools that come with Xen. Scripts are be-
High-mem balloon: 0 kB ing written to automate these tests and report
Xen hard limit: ??? kB results.

This feature is wide open to testing possibili-
ties. Some of the possible test scenarios forthg  Xentest
balloon driver include:

In the process of testing Xen, occasionally a
1. Read fromlproc/xen/balloon - patch will break the build, or a shallow bug will

2. Echo a number higher than current ram tPet introduced from one day to the next. These

balloon, cat balloon and see that requested!nds Of problems are common, especially in
target changed. large projects with multiple contributers, but

they are also relatively easy to look for in an
3. Echo a number lower than current ram toautomated fashion. So, a decision was made
balloon, cat balloon and see that requestetb develop an automated testing framework
target and current allocation changed tocentered around Xen. This automated testing
that number. framework is calledXentest
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Cambridge

There are, of course, several test suites alreac
available that may be employed in the testinc
of Xen. It should be made clear that Xentest is
not a test suite, but rather an automation frame
work. The main purpose of Xentest is to pro-
vide automated build services, start the execu
tion of tests, and gather results. That being
said, the build and boot part of Xentest can bg
considered a build verification test (BVT) in its
own right.

xentest.cfg

Our hope is that Xentest can be used by anyon
with a spare machine to execute nightly tests o
Xen. It was designed to be simple and unobtru
sive, while still providing the basic functional- T
ity required in an automated testing framework.
Our goals were:

Figure 4: Xentest process

1. Use existing tools in Xen wherever possi- _ _ _
ble. The xenbuild script takes a single argument,

the name of control file to use for this test.
2. Simple and lightweight design, requiresThat control file is first copied téetc/xen/

only a single physical machine to run. xentest.conf . The xenbuild script is re-
sponsible for downloading the appropriate ver-
3. Supports reusable control files. sion of Xen, building it, and rebooting the sys-

tem. Before the system reboot occurs, a file is
4. Tests running under Xentest are easily excreated infetc  calledxen start tests
tended by just adding lines to the control Theinit.d  script checks for the existence of
file. this file to signify that it should launch the re-
maining scripts at boot time.

At the time this is being written, Xentest is

composed of three main scripts named xen¥ the init.d script has detected the exis-
build, xenstartdoms, and xenruntests. There itence of/etc/xen_start_tests , the next
also a small init.d script, and a control file is script to be executed after a successful reboot
used to describe information such as: wherés xenstartdoms. The xenstartdoms script reads
to pull Xen from, which virtual machines to /etc/xentest.conf and callsxm create
launch, and which tests to run on which virtualto create any virtual machines defined in the
machines. A shared directory must also be creeontrol file. The xenstartdoms script also cre-
ated and defined in the control file. The sharedhites subdirectories for each virtual machine in
directory is used for communicating informa- the shared directory for the purpose of stor-
tion down to the virtual machines, and for stor-ing test results. For now thoughetc/

ing results for each virtual machine. Usually, xentests.conf , Which is a copy of the
something like NFS is used for the shared di-original control file passed to xenbuild, is
rectory. copied into that directory.
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The xenruntests script looks for a directoryfor any given machine to explicitly run tests
matching its hostname in the shared directoryon the stable, testing, and unstable Xen builds.
In this directory it expects to find a copy of The other variable here is the shared directory,
xentests.conf that was copied there by which was discussed previously and is usu-
xenstartdoms. All domains, including dom0O, ally mounted over something like NFS. The
look for xentests.conf there in the xen- /etc/fstab should be configured to auto-
runtests scripts, so that no special handling isnatically mount the shared directory for every
needed for domain 0. Xenruntests is the onlydomain configured for testing under Xentest.
script executed in all domains. After reading

the control file in, xenruntests finds the section _

cprresponding to the yirtual machine_ itis run-E(Leorﬁgt_'g:ﬁgtp: Iww. where/to/

ning on, and reads a list of tests that it needs to download/xen-stable.tgz

execute. A section corresponding to each test igen-2.0-testing=http://www.where/

then located in the control file telling it where to to/download/xen-testing.tgz

download the test from, how to build and install Xe"-unstable=http://www.where/to/

the test, how to run the test, and where to pick download/xen-unstable.tgz

up logs from. After performing all these tasks

for each test, xenruntests removes its own cophe |ocations in this section simply describe
of the control file stored in the shared directory.yhere to download each of the Xen nightly
This signifies that it is complete, and preventssnapshot tarballs. More can be added if it
runs. value for xen-tree above must simply match the
variable name of one of these locations.

5 Xentest control file format ILTP]

source_url=http://where.to.download/
) o Itp/Itp-full-20050207.tgz
The Xentest control file structure is simple andbuild_command=make
easy to read, but it is also highly configurable.instal_command=make install
It allows tests to be easily defined, and executeffSt_dir=Itp-iull-20050207
independent of one another on multiple uests'og—d'r:ng/Itlo
P . . . pie g ~run_command=./runltp -q > \
The ConfigParser class in python is used to im- .logs/Itp/runitp.output
plement Xentest control files, so the control file
structure adheres to RFC 822 [1]. Let’s take a
look at a basic control file. A bit more information is require to describe a
specific test to Xentest. Firssource_url

describes where to get the tarball for the test

[Preferences] . .
en-tree=xen-unstable f_rom. Currently gzip and bzip2 compressed tar
shared_dir=/xentest/shared files are supported.

Thetest_dir  variable tells Xentest the name
This section defines the tree you want down-of the directory that will be created when it ex-
loaded for testing, and the shared directorytracts the tarball. After changing to that direc-
to use. Remember that these config files aréory, Xentest needs to know how to build the
reusable, so it's easy to set up a control filetest. The command used for building the test, if
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any command is needed, is storecdbinld_ tempdir=/tmp
command Likewise, if any commands are config=none
needed for installing the test before execution'@me=bob13
. . test1=LTP
Xentest can determine what to run by looking
at the value ofnstall_command . [XENVM1]
tempdir=/tmp
The value oflog_dir is used to tell Xen- config=/home/plars/xen/xen-sarge/
test where to pick up the test output from, and  bobl3-vml.config
run_command tells it how to run the test, Name=bobl3-vmi
T testl=LTP
This will be enough or more than enough to
handle a wide variety of tests, but for espe{xEnvM2]
cially complex tests, you might consider writ- tempdir=/tmp
ing a custom script to perform complex setupconf'gz/hOrgegilgrs/xgn/xe?-sarge/
tasks beyond the scope of what is configurabl%amezboblg_vmévm -config
here. Then all that would need to be defined
for the test issource_url ,test dir , and

run command . . i .
- These three sections describe the domains to be

Since Xentest relies on the ConfigParser classtarted and tested by Xentest. The only require-
in python to handle control files, variables mayment for these section names is that they start

be used and substituted, but only within they it the stringkENVMThat marker is all Xen-
same section, or if they are defined in thet ¢ ds in order t derstand that it is deal
[DEFAULT] section. For instance, if tempo- \©5t N€€AS In orderto understand that 1L 1s deal-

rary directory was defined in this section asing with a domain description, anything after
tempdir , then variables likdog_dir can thatinitial string is simply used to tell one from
be specified as: another.

The config variable sets the config file that
will be used to start the domain, if any. If
this variable is set, that file will be passed to
Since the temporary directory is more approxm create -f in order to start the domain
priately defined under the domain section (defunning. In the case of domain 0, or in the event
scribed below), a variable substitution cannothat the domain will already be started by some
be used here. It is for this reason that all di-other mechanism before Xentest is started, the
rectories in the test section are relative to thdield may be left blank.

path of the temporary directory on the domain _ . _ _
being tested. Even though the variable substitu] "€tempdir  variable is used to designate the
tion provide by the python ConfigParser class idémporary directory that will be used on that
not available for use in this case, there may b&0omain, since you may want a different direc-
other situations where a Xentest user can defin{Y for every one of them. Theame variable
variables in [DEFAULT], or in the same sec- should match the hostname of the domain it is

tion that would be useful for substitution. This 'UNNing on. Remember that this file is going to
allows for a great range of configuration possi-3€t copied into the shared directory for every
bilities for different environments. domain to look at. In order to figure out where

its tempdir is, each domain will find its sec-
tion in the control file by simply looking for its
[XENVMO] own hostname in one of the XENVM sections.

log_dir=%(tempdir)s/logs/Itp
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Notice that Xentest does not try to understand 2. Consistency checking in error handling
whether a test passes or fails. Determination of  with different data

test exit status is best left up to post-processing

scripts that may also contain more advanced 3. Bounds checking, as often the data is on
features specific to the context of an individual ~ the edge, far off from expected limits

test. Such features may include:

Valid commands currently tested by xenfc are:

1. Results comparisons to previous runs
2. Nicer output of test failures 1. DOMO CREATEDOMAIN
3. Graphing capabilities 2. DOMO_PAUSEDOMAIN
4. Test failure analysis and problem determi-

nation 3. DOM0O_UNPAUSEDOMAIN
5. Results summaries for all tests 4. DOMO_DESTROYDOMAIN

No post-processing scripts are currently pro-These are only a few of the domain 0 hyper-
vided as part of Xentest, but as more tests argalls currently available in Xen, and more tests
developed for testing Xen, they would be a useare being added to cover these in xenfc. Even
ful enhancement. in its current state though, xenfc has turned up
some interesting results, and uncovered bugs
Xenfc_ IS an error or _negative path test_ fqr thejn xen not yet seen in any other tests. Tests
domain 0 hypercalls in Xen, and was originally sch as xenfc are highly effective at uncovering
written by Anthony Liguori. What that means corer cases that are hard to reproduce by con-
is that xenfc attempts to make calls into the hy~,entional means. Even though bugs like this
pervisor, most of which are expected to fail, andyye gjfficult to find in normal use, that does not
checks to see that it received the expected €f,5ke them any less serious. Even though xenfc
ror back for the data that was passed to the hyrg|ies heavily on randomization, the seed is re-

percall. Furthermore, xenfc does not systematyrted at the beginning of every test run so that
ically test all of the error conditions, but rather yggjts can be reproduced.

generates most of its data randomly. It is prob-

abilistically weighted towards generating valid xenfc currently supports the following options:
hypercalls, but still with random data.

Xenfc generates a random interface version 1% 1. s — specify a seed rather than generating
of the time, the other 99% of the time it uses one for reproducing previous results
the correct interface version. 80% of the time,

avalid hypercall is generated, 20% of the time, 2. | — specify a number of times to loop the
it is a random hypercall. The random nature of test, new random data and calls are gener-
this test accomplishes three important goals: ated in each loop

1. Stress testing the error code path in XerHere is some sample output of xenfc in its cur-
hypercalls rent form:
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Seed: 1114727452 References
op
.cmd = 9 .
interface version = 2863271940 [1] The Python Library Referenc®larch

.u.destroydomain
.domain = 41244
Expecting -3
PASS: errno=-3 expected -3

[2]

In this example, xenfc is calling thBOMO_
DESTROYDOMAINypercall. The interface ver-
sion is valid, but the domain it's being told to
destroy is not, SGESRCH s expected. Be-
fore attempting to execute the hypercall, the
domO_op_t structure is dumped along with

the relevant fields for this particular call. This [3]

can help debug the problem in the event of a
failure.
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Abstract MTU-sized data buffer must be passed to the
controller individually, which is more CPU-
intensive.

Intel® I/0O Acceleration Technology (I/OAT) is

a set of features designed to improve networkSecond, data to be transmitted need not even
performance and lower CPU utilization. This pe touched by the CPU, allowing zero-copy
paper discusses the implementation of Linuxoperation. Using theendfile() interface,
support for the three features in the networkihe kernel does not need to copy the user data
controller and platform silicon that make up into networking buffers, but can point to pages
I/OAT. It also covers the bottlenecks in network pinned in the page cache as the source of the
receive processing that these features addresgata. This also does not pollute the CPU cache
and describes I/OAT’s impact on the networkwith data that is not likely to be used again, and
stack. lowers the CPU cycles needed to send a packet.

However, neither of the above optimizations
] can be applied to improve receive performance.

1 Introduction I/OAT attempts to alleviate the additional over-
head of receive packet processing with the ad-

As network technology has improved rapidlydition of three additional features:

over the past ten years, a significant gap has
opened between the CPU overhead for sending
and for receiving packets. There are two key 2 Multiple receive queues
technologies that allow the sending of packets

to be much less CPU-intensive than receiving 3- DMA copy offload engine
packets.

1. Split headers

Each of these is targeted to solve a partic-
First, TCP segmentation offload (TSO) allowsular bottleneck in receive processing. They
the OS to pass a buffer larger than the conshould help to alleviate receive processing
nection’s Maximum Transmission Unit (MTU) overhead issues by allowing better network re-
size to the network controller. The controller ceive throughput and/or lower CPU utilization.
then segments the buffer into individual Eth-Each can be implemented without requiring
ernet packets, attaches the proper protocakdical changes to the way the Linux network
headers, and transmits. Without TSO, eactstack currently works.

o 281 o
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2 Split Headers 3 Multiple Receive Queues

While the processing of large MTU-sized pack-
ets is not generally CPU limited, receiving

For transmission over the network, several layMmany small packets requires additional pro-
ers of headers are attached to the actual applf€SSing that can fully tax the CPU, resulting in a
cation data. One common example consists gPettleneck. Even on a system with many CPUs,
a TCP header, an IP header, and an Ethern&iS May limit throughput, since processing for
header, the former each in turn wrapped by thé& N€twork controller occurs on a smgle’ CPU—
latter. (This is a gross simplification of the va- "€ one which handled the controller's inter-

rieties of network headers, made for the sak&UPt:
of convenience.) When receiving a packet, at EI\/I . .

e ultiple receive queues allow network process-
minimum the network controller only must ex- ing to be distributed amona more than one
amine the Ethernet header, and all the rest of th 9 9

packet can be treated as opaque data. Therg-PU' This improves utilization of the available

fore, when the controller DMA transfers a re- System resources, and results in higher small-

ceived packet into a buffer, it typically transfers packet throughput by alleviating the CPU bot

the TCP/IP and Ethernet headers along with thttaleneCk'

actual application data into a single buffer.  The npext-generation Intel network controller

has multiple receive queues. The queue for a
o ) given packet is chosen by computing a hash of
Recognizing higher-level protocol headers cargerain fields in its protocol headers. This re-

allow the controller to perform certain opti- gjts in all packets for a single TCP stream be-
mizations. For example, all modern controllersing placed on the same queue.

recognize TCP and IP headers and use this

knowledge to perform checksum validation, of- After packets are received and an interrupt

floading this task from the OS’s network stack.generated, the interrupt service routine uses
a newly-added function calledmp_call_
async_mask() to send inter-processor inter-

I/OAT adds support for split headers. Usingrupts (IPIs) to the two CPUs that have been

this capability, the controller can partition the configured to handle the processing for each
packet between the headers and the data, arfleue:

copy these into two separate buffers. This has

several advantages. First, it allows both the struct call_async_data_struct {
header and the data to be optimally aligned. void ( xfunc) (void xinfo);
Second, it allows the network data buffer to  void xinfo;

consist of a small slab-allocated header buffer cpumask_t cpumask;

plus a larger, page-allocated data buffer. Sur- atomic_t count;

prisingly, making these two allocations is faster  struct list_head node;

than one large slab allocation, due to how the };

buddy allocator works. Third, split header sup-

poer results in better cache utilization by not int smp_call_async_mask(
polluting the CPU’s cache with any application struct call_async_data_struct
data during network processing. xcall_data);
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The IPI runs a function that starts NAPI polling | Samples| Percent| Function |

on each CPU, using a hidden polling netdev. 48876| 18.1772| __copy_user_intel
10382| 3.8611| tcp_v4_rcv

The existing mechanism for running a function 10206| 3.7957| e1000 intr

on other CPUs,smp_call_function() : 7640| 2.8414| schedule

cannot be called from interrupt context; waits 7130| 2.6517| e1000 irq_enable

for the function to complete; and runs the 6965| 2.5903| eth_type_trans

function on all CPUs, instead of allowing the 6355| 2.3635| default_idle

called CPUs to be specified. These shortcom- 6300| 2.3430| find_busiest_group

ings were addressed by addisgwp_call 6231| 2.3173| packet_rcv_spkt

async_mask()
Table 1: oprofile data taken during netperf TCP

The overhead of using IPIs is minimized be-receive test (TCP_MAERTS), e1000

cause of NAPI. An IPI is only needed to enter

NAPI polling mode for the two queues. Once in|/OAT offloads this expensive data copy op-

NAPI mode, the two CPUs independently pro-eration from the CPU with the addition of a

cess packets on their queues without any addBMA engine—a dedicated device to do mem-

tional overhead. ory copies. While the DMA engine performs
the data copy, the CPU is free to proceed with

On single-processor systems, a single receivgrocessing the next packet, or other pending
gueue is used, since there are no additionghsk.

CPUs to perform packet processing. In addi-
tion, on multi-CPU systems that also support
HyperThreading, we ensure that the two CPU4+1 The DMA Engine
threads targeted for receive processing do not

share the same physical core. The DMA engine is implemented as a PCI-

enumerated device in the chipset, and has mul-
{iple independent DMA channels with direct
access to main memory. When the engine com-

Preliminary benchmark results show this im-
plementation results in greater small-packe

throughput. pletes a copy, it can optionally generate an in-
terrupt!
4 DMA Copy Offload Engine 4.2 The Linux DMA Subsystem

As shown in Table 1, the most time during The I/OAT DMA engine was added specifi-

receive processing is Spent Copying the datd:a”y to beneﬁt netWOI’k-intenSive server |OadS,
While a modern processor can handle thesBUt its operation is not coupled tightly with the

copies for a single gigabit connection, whenne_twosz subsystem, or the network controller
multiple gigabit links, or a ten-gigabit connec- driver= Therefore, support is implemented as
tion is present, the processor may be swamped ‘DMA subsystem.” This subsystem exports a
All the cycles spent copying incoming packets IFurther hardware details will be available once plat-
are cycles that prevent the CPU from perform-orms with the DMA engine are generally available.

ing more demanding computations. 2Future generations may be more tightly integrated.
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generic async-copy interface that may be usedeceive a DMA channel gracefully. This is usu-
by other parts of the kernel if modified to useally easy to do, as the client can fall back to
the subsystem interface. It should be easy fonon-offloaded copying.

other subsystems to make use of the DMA ca-

pability, so we made async memcpy look as(The initial need to make channel allocation
much like normal memcpy as possible. This@Synchronous was driven by the desire to use
abstraction also gives hardware designers thiéin the net stack. The net stack initializes very

freedom to develop new DMA engine hardwaretarly, before PCI devices are enumerated, so
interfaces in the future. use of a synchronous allocation method would

result in the net stack asking for DMA chan-
The first step for kernel code to use the DMANEls before any were available, and then never

subsystem is to register, usidga_client_ getting any, once they were.)
register() , and request one or more DMA . ,
channels: Once a client has a DMA channel, it can start
using copy offload functionality:
typedef void dma_cookie_t
( xdma_event_callback)( dma_memcpy _buf to_buf(
struct dma_client xclient, struct dma_chan xchan,
struct dma_chan  xchan, void  xdest,
enum dma_event_t event); void  xsrc,
size_t len);
struct dma_client * dma_cookie_t
dma_client_register( dma_memcpy_buf to_pg(
dma_event_callback struct dma_chan «xChan,
event_callback); struct page xpage,

unsigned int offset,
void xkdata,

void .
dma_client_chan_request( size_t len);

struct dma_client xclient, dma cookie t

unsigned int number); dma:memcp_y_pg_to_pg(

struct dma_chan xChan,
Depending on where in the kernel init process struct page xdest_pg,
this is done, DMA channels may be already unsigned int dest_off,
available for allocation, or may be enumerated struct page *Src_pg,
later, at which point clients who have asked for ~ unsigned int src_off,
but not yet received channels will have their ~ Size_t len);

callback called, indicating the new channel MY\ otice that in addition to a version that takes

be used’. Clients need to handle the failure to kernel virtual pointers for source and destina-

3The initial need to make channel allocation asyn-tion, there are also versions to copy from a
chronous was driven by the desire to use it in the nepyffer to a page, as well as from page to pége
stack. The net stack initializes very early, before PCI de-
vices are enumerated, so use of a synchronous allocation *Many parts of the kernel use a pointer to a buffer’s
method would result in the net stack asking for DMA struct page instead of a pointer to the memory itself,
channels before any were available, and then never gesince on systems with highmem, not all physical memory
ting any, once they were. is directly addressable by the kernel.




2005 Linux Symposium e 285

These operations are asynchronous and thel. The user buffer (described by the iovec) is
copy is not guaranteed to be completed when  pageable. If it is paged out when written,
the function returns. It is necessary to use an- it will generate a page fault. Page faults
other function to wait for the copies to com- can only be handled in process context.
plete. These functions return a non-negative

“cookie” value on success, which is used as a 2. If the network controller does not imple-

token to wait on: ment TCP checksum capability, it is pos-

sible to do the copy-to-user and checksum

enum dma_status_t in one step. However, almost all modern

dma_wait_for_completion( controllers support hardware TCP check-
struct dma_chan *chan, Sum.

dma_cookie_t cookie);

enum dma_status_t 3. ACK generation. Waiting until in the

dma_memcpy_complete( process context to generate TCP ACKs
struct dma_chan  xchan, ensures that the ACKs represent the ac-
dma_cookie_t cookie); tual rate that the process is getting sched-

uled and receiving packets. If the stack
ACKed as soon as the packet was re-
ceived, this might cause the receiver to be
overwhelmed[DM].

Typically, a client has a series of copy oper-
ations it can offload, but there comes a point
when it cannot continue until all the copy oper-
ations are guaranteed to have been completed.
At this point, the client can use the above func-

tions with the last cookie value returned fromthese three reasons drove the implementation
the memcpy functions. If the copy operationSyf the changes to the network stack. In order to
have been properly parallelized they may al-ychieve proper parallelism, it is crucial that we
ready be complete. If not, the client uses ong,egin the copy as soon as possible, from bottom
of the above functions, depending on if it wantsy gt or interrupt context, and not wait until after

to sleep, or not. the return to process context. Therefore, we:

4.3 Net Stack Changes Required for Copy
Offload 1. Lock down the user buffer, usinget_

user_pages() . There is a real perfor-
mance penalty associated with doing this
(measured ~6800 cycles to pin, ~5800 to
un-pin) that must be saved via copy paral-
lelism before we achieve a benefit.

The Linux network stack’s basic copy-to-user
operation is from a series of struct skbuffs (also
known as SKBs) each generally containing one
network packet, to an array of struct iovecs
each describing a user buffeBoth these data 2. Do not initiate engine-assisted copies on
structures are rather complex, which compli- non-HW-checksummed data.
cates matters.

3. Wait until we are in the process context to

In addition, final TCP processing and the copy- generate ACKSs.

to-user operation must happen in the context of
the process for the following reasons:

5Usually the array will contains only one entry, but if VWhile this code is still Under_ development, the
readv() is used, it will contain more. current sequence of events is:
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1. When enteringcp_recvmsg() asare- 9. All SKBs in theasync_wait_queue
sult of aread() system call, the iovec are freed.
is pinned in memory. This generates a _
list of pages that map to the iovec, which 10- The system call is completed.
we save in a secondary structure called the

locked_list . Using this mechanism packet processing by the
CPU and the DMA engine’s data copies take
place in parallel. Of course, for a user buffer to
3. Packets arrive and an interrupt is generbe available for the early async copy to com-
ated. NAPI polling starts, and packets aremence, the user process must make a buffer

run up the net stack tiwp_v4_rcv() , available prior to packet reception by using
read() . Ifthe processisusingelect() or

4. Normally the packet is placed on the pre-poll()  to wait for data, user buffers are not
queue so TCP processing is completechvailable until data has already arrived. This
in the process context. Howevetp_  reduces the parallelism possible, although re-
prequeue also tries doing fastpath pro- duced CPU utilization should still be attainable.
cessing on the packet, and if successfurther work into asyncronous network inter-

ful, starts the copy to the user buffer. faces may allow better utilization of the DMA
Even though it is executing from a bot- engine.

tom half and copying to a user buffer,

it will not take a page fault, since the

pages are pinned in memory. For each )
such packet, we set a flag in the SkB,5 Conclusion
copied_early

5. The process wakes up, and checks the IDr‘gach of these new features targets a specific
queue for packets to process. For an ottleneck in the flow of handling received

packets, and we believe they will be effective in
kalleviating them. However, more development,

testing, and benchmarking is needed. This pa-

per is meant to be a starting point for further

2. The process sleeps.

packets with thecopied_early flag
set, fastpath checks are skipped, and AC
generation starts.

6. Normally at the end oftcp rcv_ discussions in these areas—we look forward to
established() the skb is freed by working with the Linux community to support
calling__kfree_skb() . However, the these features.

DMA engine may still be copying data,
SO it is necessary to wait for copy com-
pletion. Instead of being freed, the SKB
is placed on another queue, thsync
wait_queue
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Supporting ATARAID devices via the generic Linux device-mapper
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Abstract ATARAID BIOS are all different, metadata
format handlers are used to translate between
the ondisk representation and the internal ab-

Device-mapper, the new Linux 2.6 kemelstracted format.

generic device-mapping facility, is capable of

mapping block devices in various ways (€.9-The mapping tables which need to be loaded
linear, striped, mirrored). The mappings arejnio device-mapper managed devices are de-
implemented in runtime loadable plugins calledyjeq from the internal abstracted format.
mapping targets.

. My talk will give a device-mapper architec-
These mappings can be used to support arby,re/feature overview and elaborate on the dm-
trary software RAID solutions on Linux 2.6, raiq architecture and how it uses the device-

such as ATARAID, without the need t0 have y,nher features to enable access to ATARAID
a special low-level driver as it used to be with devices.

Linux 2.4. This avoids code-redundancy and
reduces error rates.

Device-mapper runtime mappings (e.g. mapl ATARAID
sector N of a mapped device onto sector M of

another device) are defined in mapping tables. ) ) .
Various vendors (e.g. Highpoint, Silicon Im-

The dmraid application is capable of creatingage) ship ATARAID products to deploy Soft-
these for a variety of ATARAID solutions (e.g. ware RAID (Redundant Array Of Inexpensive
Highpoint, NVidia, Promise, VIA). It uses an Disks) on desktop and low-end server system.
abstracted representation of RAID devices andTARAID essentially can be characterized as:
RAID sets internally to keep properties such
as paths, sizes, offsets into devices and lay-
out types (e.g. RAIDO). RAID sets can be
of arbitrary hierarchical depth in order to re- e aBIOS extension to store binary RAID set
flect more complex RAID configurations such configuration metadata on drives attached
as RAID10.

e 1-n P/SATA or SCSI interfaces

e a BIOS extension to map such RAID sets
Because the various vendor specific meta- in early boot and access them as a single
data formats stored onto ATA devices by the device so that booting off them is enabled

o 289 o
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e an operating system driver (typically for that dmraid needs to derive it from some avail-
Windows) which maps the RAID sets after able unique content and make a name up. The
boot and updates the vendor specific metatradoff is, that names are somewhat recondite.

data on state changes (e.g. mirror failure) ) _
Some vendors (i.e. Intel) retrieve ATA or SCSI

e a management application to deal withdevice serial numbers and store them in the
configuration changes such as mirror fail-metadata as RAID set identifiers. Others just
ures and replacements make unique numbers using random number

generators.

Such ATARAID functionality can either be o

provided via an additional ATARAID card orit 1-2 Supportin Linux

can be integrated on the mainboard as with so-

lutions from NVidia or VIA. It enables the user Linux 2.4 supported a limited list of products
to setup various RAID layouts, boot off them via ATARAID specific low-level drivers.

and have the operating system support them as

regular block devices via additional softwareNOw that we have the very flexible device-
(hence the need for Windows drivers). MostMapper runtime in the Linux 2.6 kernel se-
vendors do RAIDO and RAID1, some go be-ries, this approach is no longer senseful, be-
yond that by offering concatenation, stackedcause an application (i.e. dmraid) can translate

RAID sets (i.e. RAID10) or higher RAID levels between all the different on-disk metadata for-
(i.e. RAID3 and RAID5). mats and the information device-mapper needs

to activate access to ATRAID sets. This ap-
proach avoids the overhead of seperate low-

1.1 Some metadata background level drivers for the different vendor solutions
in the Linux kernel completely.

The vendor on-disk metadata keeps informa-

tion about: ]
2 Device-Mapper

e the size(s) of the areas mapped onto a disk ] _ )
The device-mapper architecture can be delin-

e the size of the RAID set eated in terms of these userspace and kernel
components:
¢ the layout of the RAID set (e.g. RAID1)
e the number of drives making up the set e a core in the Linux kernel which main-
tains mapped devices (accessible as reg-
e a unique identifier (typically 1 or 2 32 bit ular block devices) and their segmented
numbers) for the set mappings definable in tuples of offset,

range, target, and target-specific parame-
ters. Offset and ranges are in units of sec-
tors of 512 bytes. Such tuples are called

targets (see examples below). An arbitrary
length list of targets defining segments in

What it usually doesn’t keep is a unique hu- the logical address space of a mapped de-
man readable name for the set which means, vice make up a device mapping table.

¢ the state of the set (e.g. synchronized for
RAID1) so that the driver can start a resyn-
chronization if necessary
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e a growing list of kernel modules for plu- Example 2 maps a segment starting at sector

2.1

gable mapping targets (e.g. linear, striped0, length 2048 sectors striped (thgipedkey-
mirror, zero, error, snapshot, cluster map-word selects the striping target) onto /dev/sda,
ping targets...) which are responsibleoffset 1024 sectors antllev/sdb , offset O
for (re)mapping I0s to a sector addresssectors. The striped target needs to know the
range in the mapped devices logical adnumber of striped devices to map to (i.e. ‘2")
dress space to underlying device(s) (e.g. t@and the stride size (i.e. ‘64’ sectors) to use to
mirrors in a mirror set). split the 10 requests.

an ioctl interface module in the kernel to Examp|e 3 maps a Segment Starting at sector 0,
communicate with userspace which ex-length 4711 sectors mirrored (tmeirror key-
ports functionality to create and destroyword selects the mirror target) ontdev/
mapped devices, load and reload mappingda, offset 2048 sectors (directly after the
tables, etc. striped mapping from before) aridev/sdb |

a device-mapper userspace library (lib de_offset 1024 sectors (after the striped mapping).

vmapper) which co.mmu.nicates with the Example 4 maps a segment starting at sector
_kernel through the ioctl interface access-o, length 3072 sectors using the ‘zero’ target,

ing the functions to create/destroy mappedy nich returns success on both reads and writes.
devices and _Ioad/ relload ther']r A|$CII fo_r- On reads a zeroed buffer content is returned. A
mfst_ted mapping tables. _ T IS ibrary is segment beginning at offset 3072, length 1024
utilized by a cogple applications such asgets mapped with the ‘error’ target, which al-

LVM2 and dmraid. ways returns an error on reads and writes. Both

a dmsetup tool which uses Iibdevmappersegme”ts map a device size of 4096 sectors.

to manage mapped devices with their map- the last le sh hi tline i
ping tables and show supported mappinq:]S € 1ast example Shows, each targetline in a
apping table is allowed to use a different map-

targets, etc. ping target. This makes the mapping capabil-
ities of device-mapper very flexible and pow-

Mapping table examples erfull, because each segent can have 10 opti-
mized properties (e.g. more stripes than other
0 1024 linear /dev/sda 0 segments).

0 2048 striped 2 64 /dev/sda 1024 /dev/sdb 0 L . ..
Note: Activating the above mappings at once Is just

04711 mirror core 2 64 nosync 2 /dev/sda 2048 /dev/sdb 1024f0r the purpose of the example

03072 zero
3072 1024 error

2.2 dmsetup usage examples

Example 1 maps an address range (segment)

starting at sector 0, length 1024 sectors linearlyBy putting arbitrary mapping tables like the
(linear is a keyword selecting the linear map- above ones into files readable by the dmsetup
ping target) onto /dev/sda, offset 0/dev/ tool (which can read mapping tables from stan-
sda 0 (a device path and an offset in sectors)dard input as well), mapped devices can be
are the 2 target-specific parameters required fazreated or removed and their mappings can be
the linear target. loaded or reloaded.
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1. dmsetup create ols filename

An activation layer translates from there into

mapping tables and does the libdevmapper calls

2. dmsetup reload ols another_filename

3. dmsetup rename ols OttawaLinuxSymp
sium

to carry out device creation and table loads to
0 gain access to RAID sets.

4. dmsetup remove OttawalLinuxSymposium3.1 dmraid components

Example 1 creates a mapped device named e the dmraid tool which parses the command

‘ols’ in the default device-mapper directory
/dev/imapper/ , loads the mapping table
from ‘filename’ (e.g. '0 3072 zero’) and acti-
vates it for access.

Example 2 loads another mapping table from
‘another_filename’ into ‘ols’ replacing any
given previous one.

Example 3 renames mapped device ‘ols’ to ‘Ot-
tawaLinuxSymposium’.

Example 4 deactivates ‘OttawaLinuxSympo-
sium’, destroys its mapping table in the kernel,
and removes the device node.

3 dmraid

The purpose of dmraid is to arbitrate be-
tween the ATARAID on-disk metadata and the
device-mapper need to hame mapped devices
and define mapping tables for them.

Because the ATARAID metadata is vendor spe-

cific and the respective formats therefore all

differ, an internal metadata format abtraction

is necessary to translate into and derive the
mapped device names and mapping tables con-
tent from.

The ‘translators’ between the vendor formats
and the internal format are called ‘metadata for-
mat handlers.” One of them is needed for any
given format supported by dmraid.

line and calls into
e the dmraid library with:

— a device access layer to read and

write metadata from/to RAID de-
vices and to retrieve ATA and SCSI
serial numbers

a metadata layer for the internal
metadata format abstraction with
generic properties to describe RAID
devices and RAID sets with their
sizes and offsets into devices, RAID
layouts (e.g. RAID1) including arbi-

trary stacks of sets (e.g. RAID10)

metadata format handlers for every
vendor specific solution (e.g. High-
point, NVidia, VIA, ...) translating
between those formats and the inter-
nal generic one

an activation layer doing device-
mapper library calls

a display layer to show properties
of block devices, RAID devices and
RAID sets

a logging layer which handles output
for verbosity and debug levels

a memory management layer
(mainly for debugging purposes)

a locking layer to prevent parallel
dmraid runs messing with the meta-
data
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3.2 Command line interface dmraid  {-r|--raid_devices} *
{-E|--erase_metadata}
[-f]--format FORMAT]
. . [device-path...]
The dmraid CLI comprehends options to:
dmraid {-s|--sets}...[a]i|active|inactive] *
[-c|]--display_columns]...
[-f]--format FORMAT]
[-g|--display_group]
[RAID-set...]

e activate or deactivate ATARAID sets

e select metadata formats
dmraid {-V/--version}

e display properties of

block devices

RAID devices

RAID sets

vendor specific metadata

3.3 dmraid usage examples

List all available block devices:

. . # dmraid -b
e display help (command synopsis) Idevisda: 72170879 total, "680631431K"
Idevisdb: 8887200 total, "LG142316"
e list supported metadata formats /dev/sdc: 72170879 total, "680620811K"

e dump vendor metadata and locations into
files List all discovered RAID devices:

e display the dmraid, dmraid library and the# dmraid

dewce-mapper versions /dev/dm-14: hpt45x, "hpt45x_dbagefdi’, \
stripe, ok, 320172928 sectors, data@ O
/dev/dm-18: hpt45x, "hpt45x_dbagefdi”, \
The Command SynopS|S |OOkS ||ke stripe, ok, 320172928 sectors, data@ O
/dev/dm-22: hpt45x, "hpt45x_bhchfdeie”, \
mirror, ok, 320173045 sectors, data@ O
/dev/dm-26: hpt45x, "hpt45x_bhchfdeie", \
mirror, ok, 320173045 sectors, data@ O
/dev/dm-30: hpt45x, "hpt45x_edieecfd”, \
linear, ok, 320173045 sectors, data@ O
/dev/dm-34: hpt45x, "hpt45x_edieecfd", \
linear, ok, 320173045 sectors, data@ O
/dev/dm-38: hpt45x, "hpt45x_chidjhaiaa-0", \
stripe, ok, 320172928 sectors, data@ O
/dev/dm-42: hpt45x, "hpt45x_chidjhaiaa-0", \
stripe, ok, 320172928 sectors, data@ O
/dev/dm-46: hpt45x, "hpt45x_chidjhaiaa-1", \
stripe, ok, 320172928 sectors, data@ O
/dev/dm-50: hpt45x, "hpt45x_chidjhaiaa-1", \
stripe, ok, 320172928 sectors, data@ O

dmraid: Device-Mapper Software RAID tool
* = [-d|--debug]... [-v|--verbose]...

dmraid {-al|--activate} {y|n|yes|no} *
[-f]--format FORMAT]
[-p|--no_partitions]
[-t]--test]

[RAID-set...]

dmraid {-b|--block_devices} *
[-c|--display_columns]...

dmraid {-h|--help}

dmraid  {-I|--list_formats} *
. . List all discovered RAID sets:
dmraid {-n|--native_log} *
[-fl--format FORMAT]
[device-path...]

# dmraid -cs
dmraid  {-r|--raid_devices} *

[-c|--display_columns]... hpt45x_dbagefdi
[-D|--dump_metadata] hpt45x_bhchfdeie
[-f|--format FORMAT] hpt45x_edieecfd

[device-path...] L -
hpt45x_chidjhaiaa
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Show mapped devices and mapping tables fomapping on top. The snapshot redirects all
RAID sets discovered: writes to the underlying device and keeps track
of those redirects while allowing all reads
to not-redirected areas to hit the underlying

# dmraid -tay . i
hpt45x_dbagefdi: 0 640345856 striped \ device. In case of the zero mapping, success
2 128 /dev/dm-14 0 /dev/dm-18 0O ;

hptdsx_bhchideie: 0 320173045 mirror \ and a z_eroed buffer will be returned to the
core 2 64 nosync 2 /dev/idm-22 0 /dev/dm-26 O appl|cat|on. The space where the snapshot
hpt45x_edieecfd: 0 320173045 \ ; : :

o fdew/dm.30 O redirects writes to (called_exceptlon store) can
hpt45x_edieecfd: 320173045 320173045 \ be way smaller than the size of the zero device.
linear /dev/dm-34 0 . :

hptdsx_chidihaiaa-0: 0 640345856 striped \ That in turn allows the crea}tlon of much larger
2 128 /dev/dm-38 O /dev/dm-42 0 sparse than available physical storage.
hpt45x_chidjhaiaa-1: 0 640345856 striped \

2 128 /dev/dm-46 O /dev/dm-50 O . . .
hpt45x_chidjhaiaa: 0 640345856 mirror \ The testbed is a directory structure contain-
core 2 256 nosync 2 \ ; ; ; :
Jdevimapperfhptd5x_chidinaiaa-0 0 \ ing subdirectory hlerar_chles_ for (_avery vendor,
/devimapper/hpt45x_chidjhaiaa-1 0 adaptor type and configuration (images of the

metadata on each drive and drive size). The top
directory holds setup and remove scripts to cre-

ate and tear down all sparse mapped devices for
the drives invloved in the configuration which

Activate particular discovered RAID sets:

# dmraid -ay hptd5x_dbagefdi hpt45x_bhchfdeie get called from configuration directory scripts
listing them.

3.4 Testbed A typical subdirectory (e.g. /dmraid/
ataraid.data/hpt/454/raid10 ) looks
like:

It is too costly to keep a broad range of
ATARAID products in a test environment for
regression tests. This would involve plenty
of different ATARAID cards and ATARAID-

equipped mainboards. Even worse, multipl
of each of those would be needed in order tYmraid -rD  is able to create the .dat and

keep various configurations they support aces; e files for supported formats for easy addi-

sible for tests in parallel (e.g. Highpoint 47X o 6 the testbed. Users only need to tar those
type cards support RAIDO, RAID1, RAID 10 5 and send them to the author on request.
and drive concatination). Not to mention the

amount of disks needed to cover thamed a
couple of different sizes for each layout. For

the formats already supported by dmraid, theg dmraid status and futures
costs easily sum up to a couple of USD 10K.

hde.size hdg.size hdi.size hdk.size
hde.dat hdg.dat hdi.dat hdk.dat
esetup remove

Because of that, the author created a testbegimraid and device-mapper are included in vari-
which utilizes device-mapper to ‘fake’ ous distributions such as Debian, Fedora, Nov-
ATARAID devices via sparse mapped de-ell/SuSE, and Red Hat.

vices (that's why the examples above show

/dev/dm-*  device names). A sparse mappedSource is available at

device is a stack of a zero and a snapshdtttp://people.redhat.com/
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for dmraid and
http://sources.redhat.com/dm
for device-mapper.

The mailing list for information exchange on
ATARAID themes including dmraid is
ataraid-list@redhat.com . If youd
like to subscribe to that list, please go to
https://www.redhat.com/mailman/
listinfo/ataraid-list

Work is in progress to add Fedora installer sup-
port for dmraid and device-monitoring via an
event daemon (dmeventd) and a libdevmap-
per interface extension to allow registration of
mapped devices for event handling. dmeventd
loads application specific dynamic shared ob-
jects (e.g. for dmraid or lvm2) and calls into
those once an event on a registered device oc-
curs. The DSO can carry out appropriate steps
to change mapped device configurations (e.g.
activate a spare and start resynchronization of
the mirrored set).

Additional metadata format handlers will be
added to dmraid including one for SNIA DDF.

The author is open for any proposals which
other formats need supporting. ..
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Usage of Virtualized GNU/Linux for Binary Testing
Across Multiple Distributions

Gordon McFadden Michael Leibowitz
Intel corporation Intel Corporation
gordon.mcfadden@intel.com michael.leibowitz@intel.com
Abstract 1 Introduction

While setting up a test environment to execute

tests to verify compliance of various Linux dis-

tributions as part of the testing of the Linux
In this paper, we will discuss how we createdstandard Base (LSB) [1] 3.0 Specification, it
a test environment using a single high-end tesfyas noted that both time and capital expense

host that implemented multiple test hosts. The;ould be saved if the host running the tests
test environment enabled the testing of softwar@ould be effectively reused.

running on different Linux distributions with

different kernel versions. This approach im-In the context of executing LSB conformance
proved test automation, avoided capital expentests, it is the cass that many of the tests can be
ditures and saved on desktop real-estate. \Weeadily executed in an automated and autonou-
employed a version of Gentoo Linux with a mous manner. Only some tests are manual in
modified 2.6 kernel, along with multiple in- nature and require the attendance of a test op-
stances of different distributions and version oferator. It was also noted that the tests require
Linux running on User Mode Linux (UML). different distributions, including different ker-
The particular tests involved are related to thenel versions.

Linux Standards Base, but the concept is appli-__
cable to many different environments. Given the fact that the test cycle was not ex-

pected to last indefinitely, and that the num-
ber of distributions under test was likely to in-
crease, it did not make sense to attempt to allo
cate one host to each distribution.

We will describe how we improved aspects
of the Gentoo kernel to improve performance.

We will describe the methods used to affect ayqgitionally, it was important to the test phi-
lightweight inter UML communications mech- |o50phy that the distributions be available at
anism. We will also talk about the file system§a|| times, allowing tests to run independently
chosen for both the host OS and the UML. Fi-of each other. If a multi-boot system, such as
nally, we will have a brief discussion around GRUB or LILO were employed, then testing
the benefits and limitations of this type of testqId only proceed sequentially,

environment, and will discuss plans for future

test environments. Another required aspect of the test environment

o 297 o
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is the ability to instantiate tests without impact-non-trivial dining philosophers type of prob-
ing other running tests. lem. Responsiveness, repeatability, equity, and
aggregate bandwidth must all be carefully bal-
The solution that is employed is the use of aanced. No algorithm can always maximize
host operating system running Guest Operatingll of these needs, but any suitable algorithm
Systems (GOS) in User Mode Linux (UML) should be able to avoid starvation in all circum-
[2]. Gentoo [3] release 2.6.11-R-6 was cho-stances. User Mode Linux also has an elevator,
sen as the host operating system because it ighich operates in the same way as the host el-
very configurable in the areas of file systemsevator does. Because several elevators may be
how many process are running and other areasn use on multiple encapsulated operating sys-
The intent is to keep the host of installed soft-tems in parallel (see Figure 1), they can effec-
ware on the host operating system very smalltively “collude” to starve one or more processes
It is very easy to install a minimal set of pack- of disk access. The elevator of the host kernel
ages in a GenToo build. While any distributionwas modified to better deal with this situation.
provides the ability to configure installed pack-
ages, and allows modifications to the kernel,
the GenToo distributions seems to be geared tol.2  File System Issues
ward allowing installers to make the types of

modifications needed to encompass the solu- .
tion P XFS was chosen as the host file system. When

XFS was devised by SGl, it was designed to be

It makes a great deal of sense from the perspe@P!€ 10 givé high throughput for media appli-

tive of cost and space to arrange the test enviations. Filesystem-within-filesystem applica-
ronment to use one host per architecture. tions are similar to media, in that both involve

contiguous large files that are accessed in reg-
ular ways. In non-linear editing applications,
1.1 Changes to the kernel files are written to and read not in a strictly lin-
ear fashion, but in large linear blocks. File sys-
tem access from an guest operating system in
1.1.1 Elevators similar due to the elevator inside the encapsu-
lated kernel.

The processes of optimizing the kernel started

with the 2.6.11.6-vanilla Linux Kernel and in- 1 3 Execution Environment

volved modifications to the elevator to increase

performance of spawning UML instances. The

Linux kernel implements a disk I/O scheduling There are two modes of executing kernels in
system referred to as the elevator. The nama UML environment. The first is refered to
elevator comes from the conceptual model ofas Tracing Threads (TT) mode. The sec-
the disk drive as a linear array with a singleond mode is Separate Kernel Address Space
read/write head. The head moves up and dow(SKAS) mode. In the TT mode, the processes
the disk, as an elevator moves in an elevatoand the kernel of the GOS all exist in the user
shaft, and the blocks that are read or writterspace of the host kernel. In SKAS mode, the
to as the call buttons on various floors. Askernel is mapped into its own address space.
in the real world, the algorithm for moving The advantage to Tracing Thread mode is that
the elevator in response to floor requests is #here is support for Symetric Multi-Processor
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Encapsulated Kernel Encapsulated Kernel Encapsulated Kernel
encapsulated encapsulated encapsulated
elevator elevator elevator

¢ ; ¢
!

host elevator

Host Kernel

Figure 1: Nested Elevators

(SMP) based platforms. The most compelling e RedHat Enterprise Linux 3
reason to consider using the SKAS mode is the
perfomance advatage it holds over TT mode.
This advanage is most noticable in applications o Red Flag
that are fork() intensive.

e RedHat Enterprise Linux 4

To work in SKAS mode requires a minor patch1.5 Intra-UML communications
to the host OS kernel. This patch was exam-

ined and it was determined that for the purpose
of the specific LSB tests being considered, th
patch did not affect the viability of the test.

T the deployed environment, even though each
OS has itown IP address and stack and is con-

necte via a virtual switch, there was no require-

dnent for communications between individual

It was not nessesary to have SMP availabl -
to the GOS kernels in order to run the testsGOSS' In the future, it is foreseen that extend-

and the host kernel effectively makes use ofNng the test environment to allow Client/Server

the SMP platform. Therefore, the desision wasty/€ tests on separate GOSs may provide value.
made to employ the SKAS patch. In this environment, GOSs could communicate

in one of three methods. First of all, given the

fact that there is an IP stack running on each
1.4 Distributions Tested GOS, then socket based communications are
available. This would include direct sockets,
ssh, ftp, rsh, and other well known IP-based
communications methods. Second, it would
also be possible to use semaphore files between
GOSs in a manner similar to that described in
e Novell Linux Distribution 10 this paper. Finally, it is theoretically possible

The following represents a sample of the distri-
butions required for the LSB 3.0 testing:
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to attach TTY/PTY devices between GOSs, a3 The Cost of UML
lowing character based traffic to be passed be-
tween two GOSs. This approach would haveA

. " “As with any system of emulation, encapsula-
very little overhead, and may be very attractiv Y S¥ P

Ction, or virtualization, there is some perfor-
mance penalty to be expected. Because the
LSB compliance testing takes such a long time
to execute, two synthetic benchmarks were
chosen that isolate particular areas of system
2 Concurrent Test Limitations performance that have a large impact on our
tests. Of principal interest is file system per-

o o formance and scheduler performance.
Itis important to understand the limitations that

exist when running encapsulated or virtualized _
test environments. These limitations associated-1 File System Test results
with running concurrent tests on a UML based
system include: One of the benchmark tools employed was
Bonnie++ (1.03a) a widely accepted file system
e hardware abstraction—it may not be ap_throughput test. The Bonnie++ benchmark was
propriate to test the hardware and hardllsed the in the development of the ReiserFS

ware abstraction layers since some aspecf§e system. Even though a HyperThreaded ma-
of the encapsu|ated operating Systems ar@hine is used as the test hOSt, it was decided to
abstraced. Examp|e of this are the apparuse Sing|e threaded mode for bonnie++ because
ent memory size of which the encapsu-the primary interest is in the performance that

lated system is aware, the block 1/0 sys-One process would receive, rather than trying
tems, etc. to approximate a full running system in some

way. Bonnie++ was configured to choose the

e resource sharing—it is possible for a testset size, which for the host was 2G. The encap-
to have different resources available f0r3u|ated operating systems have varying quanti-
different invocations of the test. This may ties of memory, so the same set size as the host

produce different results in the area of eX-was not used. The intent of this study was to
ecution time, CPU Utilization, and other compare file System performance in the encap-
similar measurements. sulated operating systems, rather than compar-
ing encapsulated performance to the host. See

e inter-client communication—it adds value . )
to the test cycle for the host operating SyS_Table 1 for details on file system throughput.

tem to be able to communicate with the
guest operating systems for the purpose3.2 Scheduler Performance
of kicking off tests and recovering test re-

sults. In the future it may also be useful gecqyse the LSB tests require a large number

to enable communication between encapyt sequential and concurrent operations, sched-

sulated systems. uler performance inside the encapsulated oper-

ating systems is of interest. There are two fac-

For the purposes of the LSB testing, these limtors of interest here, the process creation over-

itations are not onerous, and the test environhead and the context switching time. To mea-
ment is sensible. sure the former, thepawn test program of the

research is needed in this area.
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Sequential Output Sequential Input
Per Char Block Rewrite Per Char Block
Host Kernel KB/s KB/s KB/s KB/s KB/s
2.6.11.6-skas3-v9-prell 30775 64928 22433 14864 53974
2.6.11.6 30726 65639 22906 15159 54649
16%  -1.08% -2.06% —-1.95% -1.24%

Table 1: Host disk throughput comparison

unixbench-4.1.0 test suite was used. To meaapproach also allows multiple tests to be run

sure the latter, the context switching measureeoncurrently.

ments of the Imbench-3.0-a4 test suite was ob-

served. The appropriateness of running concurrent tests
must be determined by examining the many as-
pects associated with backgrounding tests. It
would be possible for one GOS to over con-

sume CPU and disk resources by instantiating
many tests. The GOS side of the test environ-

One of the factors that influenced the desigrment does not put any restrictions on the num-
of the test environment was the relative exe-ber of concurrent tests that may be run.

cution time of the tests in questions. Gener-

ally, the compliance tests take in the order ofFor a general purpose test environment, it
an hour to execute. The Application Batterywould not be difficult to modify the scripts so
suite of tests for LSB certification takes in thethey kept track of the number of outstanding
order of 3 hours per distribution, and is a verytest—those actively executing tests—and throt-
manual operation. The validation of the Sampletle the arrival rate of tests according to some
Implementation takes about 30 minutes. Thehigh water mark.

full testing of the distribution using the runtime

library is documented to take approximately

seven hours on a uni-processor host. 4.1 Launching a test

4 Testing on UML

Since the tests take so long to execute, there is

no need to launch the tests instantly. If it takes _

one or two seconds to cause the testing to pelable 2 describes the steps taken by the host OS
gin, this will cause no appreciable difference int0 launch a test on GOS 2.

overall test execution time. Accordingly, a file

based system was developed based on an NF®r the purposes of this example, it is as-
file system. Each GOS exports a directory tosumed the test to be run exists in local directory
be used for testing. The host OS mounts a difopt/testl in the form of an executable and
rectory for each GOS. The fact that test take &#0me supporting files. The tests are to be exe-
long time to execute also means that that th&uted on GOS #2.

residual files will persist for quite some time.

It is for this reason thaini and.fini  files Note that the executable test and any supporting
are used in the scripts to indicate when a test idata must be transferred before tiha  file
ready to start, and when it has completed. Thisised to kick off the test is created.
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Each EOS exports /opt/test

= o =

Encapsulafed OS #2

Encapsulajed OS #1

Encapsulajed OS #3

UML Switch
NFS

Virtual network switch

Host OS mounts
/opt/test/test_<hostname>
for each EOS

Host OS

Diagram showing pseudo-hosts

Figure 2: UML Figure

$ host: Is /opt/testl
CVS bin result data

host: Is /mnt/GOS2

host: mkdir /mnt/GOS2/bin

host: mkdir /mnt/GOS2/results

host: mkdir /mnt/GOS2/data

host: cp -R /opt/testl/data /mnt/GOS2/data

host: cp /opt/testl/bin/test_exec /mnt/GOS2/bin/test_exec
host: touch /mnt/GOS2/bin/test_exec.ini

AR IR e o S

Table 2: Script Used to Launch Tests
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4.2 Test execution (VT) platform. This platform would a allowed
a much faster deployment of the test environ-
, _ _ ment. It also has a much faster transition be-
On each GOS, there is a script running that Pegyeen guest operating systems due to the hard-
riodically checks for the existence of atest. The, 4re assisted switching. A VT platform also
script is presented in Table 3. allows the operating systems that run on them

If can be noted that this script tests for the ex-to have protected hardware resources.

istences ofini  files in the.bin directory, i ) )
executes the tests redirecting stdin and stderr ¢pthough no_t avqllable for this test environ-
files based on the test name in a results dired"€Nt, UML s being ported to a VT technol-

tory. When the test has completed, the scripPd¥ Platform, allowing a more efficient use of
create afini file, which is a flag to indicate SYStém resources from within an GOS. UML is

the test is complete. also being ported to x86-64 architures, as well
as PPC and S390 processors.

4.3 Getting results As the testing for the Linux Standards Base
continues, it is fully anticipated that this test
environment will be migrated to a VT-enabled

Obtaining the results of the test are reasonab%latform in the very near term

trivial. The test application on the host OS
waits for the creation of afini file in the
results directory. Once this empty file is cre-
ated, then the stdout and stderr of the test can

be evaluated to determine the success of failur6 Conclusion
of the test. If the test generates any log files,

then these too can be evaluated.

The test environment described in this paper
was designed to facilitate simultaneous or near
5 Futures simultaneous testing of different distributions.
The nature of the testing involved was well
suited for the type of environment available
One of the major drawbacks of the method emfrom a UML based test platform. Performance
ployed in the test environment described in thisslowdowns were not an issue.
paper is the fact that the system resources are
not protected. The memory associated with
one encapsulated may be partially swapped out
in the host operating system. Disk file sys-
tems need to be carefully planned, and can no? Acknowledgments
change with out adversely affecting disk per-
formance. The overhead of the host OS also

reduces the resources available to the encapsiihe authors would like to express their thanks
lating OSes. to Jeffery Dike, one of the developers and main-

tainers of UML, for taking the time to answer
A solution that addresses the shortcoming igjuestions and for providing information on the
the newly released Virtualization Technologyfuture of UML.
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#!/bin/sh

export TD=/mnt/test
while [ 1 -gt 0 ] ; do
for test in ‘Is $TD/bin/~.ini‘ ; do
echo TEST is $test
export fex=‘basename $test .ini‘
echo $fex
if [ -x $TD/bin/$fex ] ; then
($TD/bin/$fex > $TD/results/$fex.out 2> $TD/results/$fex.err;
touch $TD/results/$fex.fini;
rm $TD/bin/$fex) &
fi
rm $test
done
sleep 5
done

Table 3: Script Used to Execute Tests
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Abstract providing a core protocol that can be extended
with new congestion algorithms, called CCIDs,
that can be negotiated at any given time in

In this paper I will present the current state ofy connection lifetime, even with different al-

DCCP for Linux, looking at several implemen- gqrithms being used for each direction of the

tations done for Linux and for other kernels, connection, called Half Connections in DCCP
how well they interoperate, how the implemen-y,ats.

tation I'm working on took advantage of the
work presented in my OLS 2004 talk ("TCP- g eytensibility is important as there are dif-

fying the poor cousins”) and ideas about plu-forant sets of requirements on how the conges-

gat_)ble congestion control algorithms in DCCPy;, avoidance should be done, while some ap-

taking advantage of recent work by Stepherljications may want to grab as much bandwidth

Hemminger on having a 10 scheduller like in- oo hossible and accept sudden drops when con-

frastructure for congestion control algorlthmsgestiorl happens others may want not to be so

in TCP. greedy but have fewer oscillations in the av-
erage bandwidth used through the connection
lifetime.

i ?

1 Whatis DCCP" Currently there are two profiles defined for

DCCP CCIDs: CCID2, TCP-Like Conges-

The Datagram Congestion Control Protocol is &ion Control[3], for those applications that

new Internet transport protocol to provide unre-want to use as much as possible bandwidth
liable, congestion controlled connections, pro-and are able to adapt to sudden changes in
viding a blend of characteristics not availablethe available bandwidth like those that hap-

in other existing protocols such as TCP, UDPpens in TCP’s Additive Increase Multiplica-
or SCTP. tive Decrease (AIMD) congestion control; and

CCID3, TCP Friendly Congestion Control

There has been concern that the increasing ug@¢FRC)[4], that implements a receiver-based
of UDP in application such as WoIP, stream-congestion control algorithm where the sender
ing multimedia and massively online games caris rate-limited by packets sent by the receiver
cause congestion collapse on the Internet, swith information such as receive rate, loss inter-
DCCP is being designed to provide an alternavals, and the time packets were kept in queues
tive that frees the applications from the com-before being acknowledged, indented for appli-
plexities of doing congestion avoidance, whilecations that want a smooth rate.

e 305
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There are a number of RFC drafts coveringand also has bitrotted, as the Linux kernel net-
aspects of DCCP to which interested peoplevorking core has changed in many aspects in
should refer for detailed information about the2.6.

many aspects of this new protocol, such as:
Another implementation was made for

FreeBSD at the Luled University of Tech-
nology, Sweden, that is more complete,
e Datagram Congestion Control Protocol implementing even the TFRC CCID. This

(DCCP)[2] implementation has since been merged in the
KAME Project codebase, modified with lots of
ifdefs to provide a single DCCP code base for
e Profile for DCCP Congestion Control ID 3[4] FreeBSD, NetBSD, and OpenBSD.

e Problem Statement for DCCP[1]

e Profile for DCCP Congestion Control ID 2[3]

e Datagram Congestion Control  Protocol The WAND research group at the University
(DCCP) User Guide[5] of Waikato, New Zealand also has been work-
e DCCP CCID 3-Thin[6] ing on a DCCP implementation for the Linux
kernel, based on the stack written by Patrick
e Datagram Congestion Control Protocol Mo- McManus, combining it with the the Luled
bility and Multihoming[7] FreeBSD CCID3 implementation.

e TCP Friendly Rate Control (TFRC) for Voice:

VoIP Variant and Faster Restart[8] The DCCP home page at ICIR also mentions a

user-level implementation written at the Berke-
ley University, but the author was unable to find
This paper will concentrate on the the currenffyrther details about it.

state of the author’s implementation of DCCP

and its CCIDs in the Linux Kernel, without The implementation the author is writing for

going too much into the merits of DCCP as athe Linux Kernel is not based on any of the

protocol or its adequacy to any application sceDCCP core stack implementations mentioned,

nario. for reasons outlined in the “DCCP on Linux”
section later in this paper.

2 Implementations

3 Writing a New Protocol for the
DCCP has been a moving target, already inits  Linux Kernel
11th revision, with new drafts changing proto-
col aspects that have to be tracked by the imple-
mentators, so while there has been several inHistorically when new protocols are being writ-
plementations written for Linux and the BSDs, ten for the Linux kernel existing protocols are

they are feature incomplete or not compliantused as reference, with code being copied to ac-
with latest drafts. celerate the implementation process.

Patrick McManus wrote an implementation for While this is a natural way of writing new code

the Linux Kernel version 2.4.18, Implement- it introduces several problems when the ref-
ing only CCID2, TCP-Like Congestion Con- erence protocols and the core networking in-
trol, but has not updated it to the latest specs$rastructure is changed, these problems were
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discussed in my “TCPfying the poor Cousins” Following these principles the author hopes
[10] paper presented in 2004 at the Linux Sym-+hat the Linux TCP hackers will find it easy
posium, Ottawa. to review this stack, and if somebody thinks
that all these generalisations are dangerous for
This paper will describe the design principlesTCPp, so be it, its just a matter of reverting the
and the refactorings done to the Linux kernelrCp patches and leaving the infrastructure to

networking infrastructure to reuse existing codepe used only by DCCP and in time go on slowly
in the author's DCCP stack implementation tomaking TCP use it.

minimise these pitfalls.

_ 6 Linux Infrastructure for Internet
4 DCCP on Linux Transport Protocols

The next sections will talk about the design|tjsimportant to understand how the Linux ker-
principles used in this DCCP implementation, ne| internet networking infrastructure supports
using the main data structures and funCt|0n$ransport protoco|s to provide perspective on

as a guide, with comments about its currenthe refactorings done to better support a DCCP
state, how features were implemented, somemplementation.

times how missing features or potential DCCP
APIs that are being discussed in the DCCPA AF_INET transport protocol uses tlireet_
community could be implemented and futureadd_protocol ~ function so that the IP layer
plans. can feed it packets with its protocol identifier as
present in the IP header, this function receives
the protocol identifier and atruct net_
) . protocol  where there has to be a pointer for
5 Design Principles a function to handle packets for this specific
transport protocol.
1. Make it look as much as possible as TCP,
same function names, same flow. The transport protocol also has to use the

_ _ inet_register_protosw function to tell
2. Generalise as much as possible TCP stuffhe inet layer how to create new sockets for this

3. Follow as close as possible the pseu:s pecific transport protocol, passingstauct

docode in the DCCP draft[2], as long aslnet_protosw pomt(_er. as the only argu-
. , . . . ment, DCCP passes this:
it doesn’t conflicts with principle 1.

4. Any refactoring to existing code (TCP, struct inet_protosw
dccp_v4 _protosw = {

T a5 e o St posas e = S0CK pece
. ,_.protocol= IPPROTO_DCCP,

ble faster as was the case with TCP S prot = &dcep_va_prot,

open_request generalization, becom- ops = &inet_dccp_ops,

ing struct request_sock . Now 1 B -

TCP v4 syn minisocks use just 64 bytes,

down from 96 in stock Linus tree; Im- So when applications usesocket(AF_

bench shows performance improvements.INET, SOCK_DCCP, IPPROTO_DCCP) the
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inet infrastructure will find this struct and methods, using stub routines that return appro-
setsocket->ops  to inet_dccp_ops and priate error codes.

sk->sk_prot  todccp_v4_prot
One of these methodsnmap, is implemented

Thesocket->ops  pointer is used by the net- in the Waikato University DCCP stack to pro-
work infrastructure to go from a syscall to the vide transmission rate information when using
right network family associated with a socket,the TFRC DCCP CCID, and can be used as
DCCP sockets will be reached through thiswell to implement an alternative sending API

struct: that uses packet rings in an mmaped buffer as
described the paper “A Congestion-Controlled

struct proto_ops inet_dccp_ops = {  Unreliable Datagram API” by Junwen Lai and

family = PF_INET, Eddie Kohler[12].

.owner = THIS_MODULE,

release = inet_release, To go from the commorstruct proto

.bind = inet_bind, ops AF_INET methods to the DCCP stack the

.connect = inet_stream_connect, sk->sk_prot  pointer is used, and in DCCP

.socketpair="sock_no_socketpair, case it is set to this struct:

.accept = inet_accept,

.gethame = inet_getname, struct proto dccp_v4_prot = {

.poll = sock_no_poll, .name = "DCCP",

.octl = inet_ioctl, .owner = THIS_MODULE,

Jlisten = inet_dccp_listen, close = dccp_close,

.shutdown = inet_shutdown, .connect = dccp_v4_connect,

.setsockopt= .disconnect = dccp_disconnect,

sock_common_setsockopt, ioctl = dccp_ioctl,

.getsockopt= .init = dccp_v4_init_sock,

sock_common_getsockopt,

_ .setsockopt = dccp_setsockopt,
.sendmsg = inet_sendmsg, .getsockopt = dccp_getsockopt,
recvmsg = sock_common_recvmsg, sendmsg - deep._sendmsg,
-mmap = sock_no_mmap, -recvmsg = dccp_recvmsg,
-sendpage = sock_no_sendpage, .backlog_rcv = dccp_v4_do_rcv,
s .hash = dccp_v4_hash,
Looking at this struct we can see that the DCCcpUnhash = decp_v4_unhash,
code shares most of the operations with the?¢CePt = inet_csk_accept,
other AF_INET transport protocols, only im- -9€t_Port = dcep_v4_get_port,
plementing thelisten ~ method in a different -Shutdown = dccp_shutdown,
fashion, and even this method is to be shared, a&estroy =
the only difference it has witimet_listen ,  dcep_va_destroy_sock,
the method used for TCP is that it checks if-max_header = MAX_DCCP_HEADER,
the socket type ISOCK_DGRAMhileinet_ .0bj_size = sizeof(struct
listen  checks if itsSOCK_STREAM dccp_sock),

.rsk_prot =

Another point that shows that this stack is still&dccp_request_sock_ops,
in development is that at the moment it doesn’torphan_count= &dccp_orphan_count,
supports some ot thstruct proto_ops b
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Two of these methods bring us to a refactoringorotocols, not even necessarily &f INET
done to share code with TCP, denounced by thprotocol.

.accept methodjnet_csk_accept , that

previous|y was named’;p_accept , and as Relevant parts o$truct requeSt_SOCk

will be described in the next section could be
made generic because most of the TCP infragSifuct request_sock {

tructure to handle SYN packets was generalisedUct "équest_sock «dl_next
so as to be used by DCCP and other protocols‘.J8 retrans;
u32 rcv_wnd;
unsigned long expires;
struct request_sock_ops *xrSk_ops;
7 Handling Connection Requests  struct sock +sk;
b
DCCP connection requests are done sendinflhe struct request_sock ops data

a packet with a specific type, and this showsstructure is not really a new thing, it already ex-
an important difference with TCP, namely thatists in the stock kernel sources, within the TCP
DCCP has an specific field in its packet headetode, named astruct or_calltable ,

to indicate the type of the packet, whereas TCRntroduced when the support for IPv6 was
has a flags field where one can use differenenerged. At that time the approach to make this
combinations to indicate actions such as the becode shared among TCPv6 and TCPv4 was to
ginning of the 3way handshake to create a conadd an union tostruct open_request ,
nection, when a SYN packet is sent, while inleaving this struct with this layout (some fields
DCCP a packet with type REQUEST is sent. suppressed):

Aside from this difference the code to process « this structure is too big */

a SYN packet in TCP fits most of the needsstruct open_request {

of DCCP to process a REQUEST packet: tostruct open_request +dl_next;
create a mini socket, a structure to represent as retrans;
socket in its embryonic form, avoiding using u32 rcv_wnd;
too much resources at this stage in the sockeinsigned long expires;
lifetime, and also to deal with timeouts waiting struct or_calltable xclass;
for TCP's SYN+ACK or DCCP’s RESPONSE struct sock *SK;

packet, synfloods (requestfloods in DCCP).  union {

struct tcp_v4_open_req v4_req;
So thestruct open_request TCP spe-  4if defined(CONFIG_IPV6) || defined
cific data structure was renamed struct (CONFIG_IPV6_MODULE)

request_sock , with the members that are  stryct tcp_v6_open_req v6_req;

specfic to TCP and TCPv6 were removed, efyendif

fectively creating a class hierarchy similar to 1 af;

the struct sock one, with each protocol ).

using this structure creating a derived struct that

has astruct request_sock as its first So there is no extra indirection added by this

member, so that the functions that aren’t prototrefactoring, and now the state that TCPv4 uses
col specific could be moved to the networkingto represent syn sockets was reduced signif-
core, becoming a new core APl usable by othercantly as the TCPv6 state is not included,
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being moved tostruct tcp6_request

sock , that is derived in an OOP fashion

from struct tcp_request_sock :

has this layout:

struct tcp_request_sock

that [1]

{

struct inet_request_sock req;

u32
u32
h

rcv_isn; [2]
snt_isn;

That is, derived from another new data struc-

ture, struct inet_request_sock

has this layout:

struct inet_request_sock

struct request_sock req;

u32
u32
ulé
uleé

struct ip_options

s

, that  [3]

{

loc_addr;

rmt_addr; [4]
rmt_port;

snd_wscale:4,
rcv_wscale:4,
tstamp_ok:1,

sack_ok:1,

wscale_ok:1, [5]
ecn_ok:1;

*0pt;

[6]

Which bring us back to DCCP, where sockets
in the first part of the 3way handshake, the ones
created when a DCCP REQUEST packet is rer7
ceived, are represented by this structure:

struct dccp_request_sock

struct inet_request_sock
dreq_inet_rsk;

u64

u64

b

{

dreq_iss; [8]
dreq_isr;

This way TCP’sstruct open_request

becomes a class hierarchy, with the commoji10]
part (struct request_sock

) becoming

available for use by any connection oriented
protocol, much in the same wagtruct
sock is common to all Linux network proto- [11] Patrick McManus DCCP implementation

cols.
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The sysfs Filesystem

Patrick Mochel
mochel@digitalimplant.org

Abstract sysfs is a core piece of kernel infrastructure,
which means that it provides a relatively sim-

: . ple interface to perform a simple task. Rarely
fySfSils rzi]feiatu(;e ct)f the LI?tu')r(n‘Z .rtSmketrnﬁltthat alr'is the code overly complicated, or the descrip-
OWs Kernetl code to export information 10 USery o opiyse. However, like many core pieces

progests.es V'fat: n ;lrll-mertnory dfllles%/sterr?. The; of infrastructure, it can get a bit too abstract
ganization ot the fiesystem CIrectory Nierarchy ,, far removed to keep track of. To help al-

is strict, and based the internal organization ofl viate that, this paper takes a gradual approach

kernel data structures. The files that are create . . . .
. ) . . f f tt toth tty-qgritt tails.
in the filesystem are (mostly) ASCII files with fisys s before getting to the nitty-gritty details

(usually) one value per file. These features enirst, a short but touching history describes its
sure that the information exported is accurat&yigins. Then crucial information about mount-

and easily accessible, making sysfs one of thﬁng and accessing sysfs is included. Next,
most intuitive and useful features of the 2.6 kerthe directory organization and layout of sub-

nel. systems in sysfs is described. This provides
enough information for a user to understand the
organization and content of the information that

Introduction is exported through sysfs, though for reasons of
time and space constraints, not every object and

its attributes are described.
sysfs is a mechanism for representing kernel

objects, their attributes, and their relationshipshe primary goal of this paper is to pro-
with each other. It provides two Components;vide a technical overview of the internal sysfs
a kernel programming interface for exportingintel‘face—the data structures and the func-
these items via sysfs, and a user interface t§ons that are used to export kernel con-
view and manipulate these items that mapstructs to userspace. It describes the functions
back to the kernel objects which they representamong the three concepts mentioned above—
The table below shows the mapping betweerKernel Objects, Object Attributes, and Object
internel (kernel) constructs and their externalRelationships—and dedicates a section to each
(userspace) sysfs mappings. one. It also provides a section for each of the
two additional regular file interfaces created to
simplify some common operations—Attribute

| Internal | External | Groups and Binary Attributes.
Kernel Objects Directories
Object Attributes Regular Files sysfs is a conduit of information between the
Object Relationships Symbolic Links kernel and user space. There are many op-

e 313 o
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portunities for user space applications to lever- Mount -t sysfs sysfs /sys

age this information. Some existing uses are

the ability to I/O Scheduler parameters and the Table 1: A sysfs mount command
udev program. The final section describes a
sampling of the current applications that use
sysfs and attempts to provide enough inspira-
tion to spawn more development in this area. Table 2: A sysfs entry in /etc/fstab

sysfs /sys sysfs noauto 0 O

Because it is a simple and mostly abstract in-

terface, much time can be spent describing irdnfrastructural capabilities of the driver model
interactions with each subsystem that uses i@nd driverfs began to prove useful to other sub-
This is especially true for the kobject and driverSyStems. kobjects were developed to provide

models, which are both new features of the 2.6 central object management mechanism and
kernel and heavily intertwined with sysfs. It driverfs was converted to sysfs to represent its

would be impossible to do those topics justiceS!PSystem agnosticism.
in such a medium and are left as subjects for

other documents. Readers still curious in these

and related topics are encouraged to read [4]. 2 Mounting sysfs

sysfs can be mounted from userspace just like
1 The History of sysfs any other memory-based filesystem. The com-
mand for doing so is listed in Table 1.

sysfs is an in-memory filesystem that was origi-sysfs can also be mounted automatically on

nally based on ramfs. ramfs was written aroundoot using the filéetc/fstab . Most distri-

the time the 2.4.0 kernel was being stabilizedbutions that support the 2.6 kernel have entries

It was an exercise in elegance, as it showedor sysfs in/etc/fstab . An example entry

just how easy it was to write a simple filesys-is shown in Table 2.

tem using the then-new VFS layer. Because . .

of its simplicity and use of the VFS, it pro- Note thatthe directory that sysfs is mounted on:

vided a good base from which to derive otherSYS - That is the de facto standard location

in-memory based filesystems. for the sysfs mount point.  This was adopted
without objection by every major distribution.

sysfs was originally calleddfs(Device Driver

Filesystem) and was written to debug the new

driver model as it was being written. That de-3 Navigating sysfs
bug code had originally used procfs to export a

device tree, but under strict urging from Linus

Torvalds, it was converted to use a new filesysSince sysfs is simply a collection of directo-
tem based on ramfs. ries, files, and symbolic links, it can be navi-

gated and manipulated using simple shell util-
By the time the new driver model was mergedities. The author recommends thee(1)
into the kernel around 2.5.1, it had changedutility. It was an invaluable aide during the de-
names talriverfsto be a little more descriptive. velopment of the core kernel object infrastruc-
During the next year of 2.5 development, theture.
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/sys/ bus/
|- block |- ide
|- bus |- pci
|-- class |- scsi
|-- devices ‘- usb
|- firmware )
|- module Table 4: The bus directory
- power
Table 3: Top level sysfs directories optimize performance, including the ability to

dyanmically change the I/O scheduler to use.

At the top level of the sysfs mount point are a

number of directories. These directories rep£ach partition of each block device is repre-
resent the major subsystems that are registeregg¢nted as a subdirectory of the block device.
with sysfs. At the time of publication, this Included in these directories are read-only at-
consisted of the directories listed in Table 3.tributes about the partitions.

These directories are created at system startup

when the subsystems register themselves with
the kobject core. After they are initialized, they
begin to discover objects, which are registere
within their respective directories.

.2 bus

The method by which objects register with The bus directory contains subdirectories for

sysfs and how directores are created is exgg.py physical bus type that has support regis-
plained later in the paper.

In the meantlme’tered in the kernel (either statically compiled or

the curious are encouraged to meander on thejf, jaq via a module). Partial output is listed in
own through the sysfs hierarchy, and the meantpie 4

ing of each subsystem and their contents fol-

lows now. _
Each bus type that is represented has two sub-
directories: devices anddrivers . The

3.1 block devices directory contains a flat listing of ev-

ery device discovered on that type of bus in the
The block  directory contains subdirectories €Ntire system. The devices listed are actually
for each block device that has been discovere§yMPolic links that point to the device’s direc-
in the system. In each block device’s directorytOrY in the global device tree. An example list-
are attributes that describe many things, includind iS shown in Table 5.
ing the size of the device and the dev_t number
that it maps to. There is a symbolic link that The drivers  directory contains directories
points to the physical device that the block defor each device driver that has been registered
vice maps to (in the physical device tree, whichwith the bus type. Within each of the drivers’
is explained later). And, there is a directory thatdirectories are attributes that allow viewing and
exposes an interface to the I/O scheduler. Thisnanipulation of driver parameters, and sym-
interface provides some statistics about aboubolic links that point to the physical devices (in
the device request queue and some tunable fethie global device tree) that the driver is bound
tures that a user or administrator can use t¢o.
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bus/pci/devices/

|-- 0000:00:00.0 -> ../../../devices/pci0000:00/0000:00:00.0

|-- 0000:00:01.0 -> ../../../devices/pci0000:00/0000:00:01.0

|-- 0000:01:00.0 -> ../../../devices/pci0000:00/0000:00:01.0/0000:01:00.0

|-- 0000:02:00.0 -> ../../../devices/pci0000:00/0000:00:1e.0/0000:02:00.0

|-- 0000:02:00.1 -> ../../../devices/pci0000:00/0000:00:1e.0/0000:02:00.1

|-- 0000:02:01.0 -> ../../../devices/pci0000:00/0000:00:1e.0/0000:02:01.0

‘-- 0000:02:02.0 -> ../../../devices/pci0000:00/0000:00:1e.0/0000:02:02.0

Table 5: PCI devices representedouns/pci/devices/
class/ Each class and class object may contain at-
|- graphics tributes exposing parameters that describe or
|- input control the class object. The contents and for-
|- ”e_tt mat, though, are completely class dependent
-~ printer i ,
|- printer and depend on the support present in one’s ker-
[-- scsi_device
— nel.

[-- sound
-ty

Table 6: The class directory 3.4 devices

3.3 class The devices directory contains the global
device hierarchy. This contains every physi-
cal device that has been discovered by the bus

Theclass directory contains representationstypes registered with the kernel. It represents

of every device class that is registered with thehem in an ancestrally correct way—each de-

kernel. A device class describes a functional/ice is shown as a subordinate device of the de-
type of device. Examples of classes are showRice that it is physically (electrically) subordi-

in Table 6. nate to.

Each device class contains subdirectories foThere are two types of devices that are excep-
each class object that has been allocated arttbns to this representation: platform devices
registered with that device class. For most ofand system devices. Platform devices are pe-
class device objects, their directories contairripheral devices that are inherent to a particular
symbolic links to the device and driver directo- platform. They usually have some 1/O ports,
ries (in the global device hierarchy and the bussr MMIO, that exists at a known, fixed loca-
hierarchy respectively) that are associated withion. Examples of platform devices are legacy
that class object. x86 devices like a serial controller or a floppy

controller, or the embedded devices of a SoC
Note that there is not necessarily a 1:1 mappingg|ution.

between class objects and physical devices; a

physical device may contain multiple class ob-System devices are non-peripheral devices that
jects that perform a different logical function. are integral components of the system. In many
For example, a physical mouse device mightvays, they are nothing like any other device.
map to a kernel mouse object, as well as ahey may have some hardware register access
generic “input event” device and possibly a “in- for configuration, but do not have the capabil-
put debug” device. ity to transfer data. They usually do not have
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drivers which can be bound to them. But, atthe current reference count, or number of users,
least for those represented through sysfs, havef the module. This is the same value in the
some architecture-specific code that configure®urth column ofismod(8) output.

them and treats them enough as objects to ex-

port them. Examples of system devices are

CPUs, APICs, and timers. 3.7 power

3.5 firmware The power directory represents the under-
used power subsystem. It currently contains

faces for viewing and manipulating firmware- method by which the system will suspend to
specific objects and attributes. In this casedisk; andstate , which allows a process to en-

firmware’ refers to the platform-specific code ter @ low power state. Reading this file displays
that is executed on system power-on, like thevhich states the system supports.

x86 BIOS, OpenFirmware on PPC platforms,

and EFI on ia64 platforms.

Each directory contains a set of objects and at4 ~General Kernel Information
tributes that is specific to the firmware “driver

in the kernel” For example, in the case

of ACPI, every object found in the ACPI 4.1 Code Organization

DSDT table is listed infirmware/acpi/

namespace/ directory.
P Y The code for sysfs resides ifs/sysfs/

and its shared function prototypes are in
3.6 module include/linux/sysfs.h . It is relatively
small (~2000 lines), but it is divided up among

Themodule directory contains subdirectories 9 files, including the shared header file. The
for each module that is loaded into the kernelOrganization of these files is listed below. The
The name of each directory is the name of th&ontents of each of these files is described in
module—both the name of the module objectthe next section.

file and the internal name of the module. Ev-

ery module is represented here, regardless of

the subsystem it registers an object with. Note ® include/linux/sysfs.h - Shared

that the kernel has a single global namespace header file containing function prototypes
for all modules. and data structure definitions.

Within each module directory is a subdirectory e fs/sysfs/sysfs.h - Internal header
calledsections . This subdirectory contains file for sysfs. Contains function definitions
attributes about the module sections. This in-  shared locally among the sysfs source.

formation is used for debugging and generally . .
not very interesting. o fs/sysfs/mount.c - This contains

the data structures, methods, and initial-
Each module directory also contains at least ization functions necessary for interacting
one attributerefcnt . This attributes displays with the VFS layer.
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4.2

fs/sysfs/inode.c - This file con-
tains internal functions shared among the
sysfs source for allocating and freeing the
core filesystem objects.

fs/sysfs/dir.c - This file contains
the externally visible sysfs interface re-
sponsible for creating and removing direc-
tories in the sysfs hierarchy.

fs/sysfs/file.c - This file contains
the externally visible sysfs interface re-
sponsible for creating and removing reg-
ular, ASCII files in the sysfs hiearchy.

e Registering with the VFS register_

filesystem() is called with the
sysfs_fs_type object. This sets up
the appropriate super block methods and
adds a filesystem with the naragsfs .

Mounts itself internally. This is done to
ensure that it is always available for other
kernel code to use, even early in the boot
process, instead of depending on user in-
teraction to explicitly mount it.

Once these actions complete, sysfs is fully

functional and ready to use by all internal code.

fs/sysfs/group.c - This file con-
tains a set of externally-visible helpers that
aide in the creation and deletion of multi-
ple regular files at a time.

4.3 Configuration

sysfs is compiled into the kernel by default.

fs/sysfs/symlink.c - This file con-

It is dependent on the configuration option

tains the externally- visible interface re- coONFIG SYSES CONFIG SYSFESis only
sponsible for creating and removing sym-yisiple if the CONFIG_EMBEDDEDBption is

link in the sysfs hierarchy.

fs/sysfs/bin.c - This file contains
the externally visible sysfs interface re-
sponsible for creating and removing bi-
nary (non-ASCII) files.

set, which provides many options for config-
uring the kernel for size-constrained envrion-
ments. In general, it is considered a good idea
to leave sysfs configured in a custom-compiled
kernel. Many tools currently do, and probably
will in the future, depend on sysfs being present

in the system.

Initialization

4.4 Licensing

sysfs is initialized infs/sysfs/mount.c :

via thesysfs_init

function. This function The sysfs code is licensed under the GPLv2.

is called directly by the VFS initialization code. While most of it is now original, it did originate

It must be called early, since many subsystemas a clone of ramfs, which is licensed under the
depend on sysfs being initialized to register obsame terms. All of the externally-visible inter-
jects with. This function is responsible for do- faces are original works, and are of course also

ing three things.

licensed under the GPLV2.

The external interfaces are exported to mod-

Creating a kmem_cache.
is used for the allocation ofysfs_
dirent
a later section.

This cache ules, however only to GPL-compatible mod-
ules, using the macr&XPORT_SYMBOL_

objects. These are discussed inGPL This is done for reasons of maintainabil-
ity and derivability. sysfs is a core component
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of the kernel. Many subsystems rely on it, and e Attribute Groups
while it is a stable piece of infrastructure, it oc- _ )
casionally must change. In order to develop © Binary Files

the best possible modifications, it's imperative

that all callers of sysfs interfaces be audited anci_he first parameter to all sysfs functions is the
updated in lock-step with any sysfs interface

- . object (hereby referenced &3, which is be-
changes. By requiring that all users be license .
. . —._Iing manipulated. The sysfs core assumes that
in a GPL manner, and hopefully merged into

the kernel, the level of difficulty of an interface this i.(Ob!F?‘Ct wil remain valid throughout the
function; i.e., they will not be freed. The caller
change can be greatly reduced.

is always responsible for ensuring that any nec-

Also, since sysfs was developed initially as a essary locks that W(_)UId modify the object are
}eld across all calls into sysfs.

extension of the driver model and has gon
through many iterations of evolution, it has a
very explicit interaction with its users. To de-

velop code that used sysfs but was not copie umes thak->dentry  is a pointer to a valid

or derived from an existing in-kernel GPL- . -
e , . . dentry that was previously allocated and initial-
based user would be difficult, if not |mp055|ble.i y P y

By requiring GPL-compatibility in the users of '

sysfs, this can be made explicit and help prex| sysfs function calls must be made from pro-
vent falsification of derivability. cess context. They should also not be called
with any spinlocks held, as many of them take
semaphores directly and all call VFS functions
which may also take semaphores and cause the
process to sleep.

For almost every function (the exception be-
ing sysfs_create_dir ), the sysfs core as-

5 Kernel Interface Overview

The sysfs functions visible to kernel code are
divided into three categories, based on the tyP®  Kernel Objects
of object they are exporting to userspace (and
the type of object in the filesystem they create).
Kernel objects are exported as directories via
sysfs. The functions for manipulating these di-
e Kernel Objects (Directories). rectories are listed in Table 7.

e Object Attributes (Regular Files). sysfs_create_dir is the only sysfs func-
tion that does not rely on a directory having
already been created in sysfs for the kobject
(since it performs the crucial action of creating
There are also two other sub-categories of ext-h;;r?:gg:grggmlt\?;%s_ rely on the following
porting attributes that were developed to accoP 9 '
modate users that needed to export other files

besides single, ASCI! files. Both of these cate- o k_>parent
gories result in regular files being created in the

filesystem. e k->name

e Object Relationships (Symbolic Links).
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int sysfs_create_dir(struct kobject * K);
void sysfs_remove_dir(struct kobject x K);
int sysfs_rename_dir(struct kobject %, const char xnew_name);

Table 7: Functions for manipulating sysfs directories.
6.1 Creating Directories 6.2 Removing Directories

sysfs_remove_dir will remove an ob-

ject’s directory. It will also remove any regu-
These parameters control where the directoryyr files that reside in the directory. This was
W|” be |Ocated and What |t W|” be Ca”ed. The an 0rigina| fea’ture Of the f”esystem to make |t
location of the new directory is implied by the easijer to use (so all code that created attributes
value ofk->parent ; itis created as a subdi- for an object would not be required to be called
rectory of that. In all cases, the subsystem (nNofyhen an object was removed). However, this
a IOW'Ievel dl‘ivel’) will fill in that f|e|d W|th in- feature has been a source Of Severa' race con-
formation it knows about the object when thegitions throughout the years and should not be
object is registered with the subsystem. Thiselied on in the hopes that it will one day be
provides a simple mechanism for creating &emoved. All code that adds attributes to an ob-
complete user-visible object tree that accuratelyect’s directory should explicitly remove those

represents the internal object tree within thegttributes when the object is removed.
kernel.

6.3 Renaming Directories
It is possible to callsysfs_create_dir

without k->parent  set; it will simply cre-  gysfs rename_dir  is used to give a direc-
ate a directory at the very top level of the sysfSgry 4 new name. When this function is called,

filesystem. This should be avoided unless ongysts will allocate a new dentry for the kobject

is writing or porting a new top-level subsystem 54 ¢4l the kobject routine to change the ob-

using the kobject/sysfs model. ject’s name. If the rename succeeds, this func-
tion will return 0. Otherwise, it will return a

When sysfs_create_dir() is called, a negative errno value specifying the error that
dentry (the object necessary for most VFsoccurred.
transactions) is allocated for the directory, ancit is not possible at this time to move a sysfs

IS placed_ ink->dentry . An_ l_node IS cre- ddirectory from one parent to another.
ated, which makes a user-visible entity, an

that is stored in the new dentry. sysfs fills in
thefile_operations for the new directory . .
with a set of internal methods that exhibit stan-7 Object Attributes

dard behavior when called via the VFS system

call interface. The return value is 0 on succes#\ttributes of objects can be exposed via sysfs as
and a negative errno code if an error occurs. regular files using thstruct attribute



int sysfs_create_file(struct kobject
void sysfs_remove_file(struct kobject

int sysfs_update_file(struct kobject
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%, const struct attribute *);
x, const struct attribute *);
%, Const struct attribute *);

Table 8: Functions for manipulating sysfs files

struct device_attribute {
struct attribute attr;
ssize_t ( xshow)(struct device

ssize_t ( xstore)(struct device

1

int device_create_file(struct device

struct device_attribute

void device_remove_file(struct device

struct device_attribute

Table 10: A wrapper fostruct attribute

struct attribute {
char *name;
struct module *OWner;
mode _t mode;

b

Table 9: Thestruct attribute data type

xdev, char
xdev, const char

xbuf);
xbuf, size t count);

xdevice,

xentry);
xdev,

«attr);

from the Driver Model

7.2 Reference Counting and Modules

Theowner field may be set by the the caller to
point to the module in which the attribute code
exists. This shouldot point to the module that
owns the kobject. This is because attributes can
be created and removed at any time. They do
not need to be created when a kobject is regis-

data type described in Table 9 and the functionsered; one may load a module with several at-

listed in Table 8.

7.1 Creating Attributes

sysfs_create_file() uses thename

tributes for objects of a particular type that are
registered after the objects have been registered
with their subsystem.

For example, network devices have a set of
statistics that are exported as attributes via
sysfs. This set of statistics attributes could re-
side in an external module that does not need

field to determine the file name of the attributeto be loaded in order for the network devices
and themode field to set the UNIX file mode to function properly. When it is loaded, the
in the file’'s inode. The directory in which the attributes contained within are created for ev-
file is created is determined by the location ofery registered network device. This module
the kobject that is passed in the first parametercould be unloaded at any time, removing the
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attributes from sysfs for each network device ject, called a kset. This contains the base opera-
In this case, thenodule field should point to tions for reading and writing attributes for kob-
the module that contains the network statistigects of a particular type. These functions trans-
attributes. late the kobject and attribute into higher level
objects, which are then passed to shew and
The owner field is used for reference count- store methods described in Table 10. Again,
ing when the attribute file is accessed. The filehis helps ensure type safety, because it guar-
operations for attributes that the VFS calls areantees that the downstream function receives a
set by sysfs with internal functions. This allows higher-level object that it use directly, without
sysfs to trap each access call and perform negaving to translate it.
essary actions, and it allows the actual methods
that read and write attribute data to be greatlyMany programmers are inclined to cast be-
simplified. tween object types, which can lead to hard-to-
find bugs if the position of the fields in a struc-
When an attribute file is opened, sysfs increture changes. By using helper functions within
ments the reference count of both the kobjecthe kernel that perform an offset-based pointer
represented by the directory where the attributgubtraction to translate between object types,
resides, and the module which contains the attype safety can be guaranteed, regardless if the
tribute code. The former operation guaranteesield locations may change. By centralizing the
that the kobject will not be freed while the at- translation of objects in this manner, the code

tribute is being accessed. The latter guarante&sn be easier to audit in the event of change.
that the code which is being executed will not

be unloaded from the kernel and freed while the
attribute is being accessed. 7.4 Reading and ertlng Attributes

7.3 Wrappable Objects sysfs attempts to make reading and writing at-
tributes as simple as possible. When an at-
tribute is opened, RAGE_SIZE buffer is al-

One will notice thatstruct attribute located for transferring the data between the

does not actually contain the methods to readkernel and userspace. When an attribute

or write the attribute. sysfs does not specify thas read, this buffer is passed to a down-
format or parameters of these functions. Thistream function (e.g.,struct device

was an explicit design decision to help ensureattribute::show() which is responsible

type safety in these functions, and to aid in sim<or filling in the data and formatting it appro-

plifying the downstream methods. priately. This data is then copied to userspace.

Subsystems that use sysfs attributes creaM/hen a value is written to a sysfs attribute file,

a new data type that encapsulatgsuct the data is first copied to the kernel buffer, then
attribute , like in Table 10. By defining a it is passed to the downstream method, along
wrapping data type and functions, downstreanwith the size of the buffer in bytes. This method

code is protected from the low-level details ofis responsible for parsing the data.

sysfs and kobject semantics.
It is assumed that the data written to the buffer

When an attribute is read or written, sysfs ac4s in ASCII format. It is also implied that the
cesses a special data structure, through the koBize of the data written is less than one page in
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size. If the adage of having one value per filepoint to. The third argument is the name of the
is followed, the data should be well under onesymlink that will appear in the filesystem.

page in size. Having only one value per file also

eliminates the need for parsing ComplicatedTO illustrate this, consider a PCI network device
strings. Many bugs, especially in text parsing’and driver. When the system boots, the PCI de-
are propogated throughout the kernel by copyvice is discovered and a sysfs directory is cre-
ing and pasting code thought to be bug-free. Byated for it, long before it is bound to a specific
making it easy to export one value per file, sysfglriver. At some later time, the network driver
eliminates the need for copy-and-paste develis loaded, which may or may not bind to any

opment, and prevents these bugs from propadevices. This is a different object type than the
gating. physical PCI device represents, so a new direc-

tory is created for it.

7.5 Updating an attribute Their association is illustrated in Table 12.
Shown is the driver’s directory in sysfs, which
Is named after the name of the driver module.
If the data for an attribute changes, ker-Thjs contains a symbolic link that points to the
nel code can notify a userspace process thgfevices to which it is bound (in this case, just
may be waiting for updates by modifying the gne). The name of the symbolic link and the

timestamp of the file usingysfs_update_ target directory are the same, and based on the
file() . This function will also call dnotify, physical bus ID of the device.

which some applications use to wait for modi-

fied files.

9 Attribute Groups

8 Object Relationships
The attribute group interface is a simplified in-

. . . terface for easily adding and removing a set of
A relationship between two objects can be exattributes with a single call. Thegtribute_
pressed in sysfs by the use of a symbolic linkgroup data structure and the functions defined

The functions for manipulating symbolic links for manipulating them are listed in Table 13.
in sysfs are shown in Table 11. A relationship

within the kernel may simply be a pointer be- An attribute group is simply an array of at-
tween two different objects. If both of these ob-tributes to be added to an object, as represented
jects are represented in sysfs with directoriesby theattrs field. Thenamefield is optional.
then a symbolic link can be created betweerif specified, sysfs will create a subdirectory of
them and prevent the addition of redundant inthe object to store the attributes in the group.
formation in both objects’ directories. This can be a useful aide in organizing large

numbers of attributes.
When creating a symbolic link between two ob-

jects, the first argument is the kobject that is beAttribute groups were created to make it easier
ing linkedfrom. This represents the directory in to keep track of errors when registering multi-

which the symlink will be created. The secondple attributes at one time, and to make it more
argument is the kobject which is being linked compelling to clean up all attributes that a piece
to. This is the directory that the symlink will of code may create for an object. Attributes can
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int sysfs_create_link(struct kobject xkobj, struct kobject «target,
char xname);

void sysfs_remove_link(struct kobject %, char xname);

Table 11: Functions for manipulating symbolic links in sysfs

$ tree -d bus/pci/drivers/e1000/
bus/pci/drivers/e1000/
‘-- 0000:02:01.0 -> ../../..I../devices/pci0000:00/0000:00:1e.0/0000:02:01.0

Table 12: An example of a symlink in sysfs.

be added and removed from the group withouexist to export binary data structures that are ei-
having to change the registration and unregisther best left formatted and parsed in a more
tration functions. flexible environment, like userspace process
context because they have a known and stan-
When a group of attributes is added, the returijard format (e.g., PCI Configuration Space
value is noted for each one. If any one fails toregisters); or because their use is strictly in bi-
be added (because of e.g. low memory condinary format (e.g., binary firmware images).
tions or duplicate attribute names), the previ-
ously added attributes of that group will be re-The use of binary files is akin to the procfs
moved and the error code will be returned to theinterface, though sysfs still traps the read and
caller. This allows downstream code to retain ayrite methods of the VES before it calls the

simple and elegant error handling mechanismmethods instruct bin_attribute It
no matter how many attributes it creates for arallows more control over the format of the
object. data, but is more difficult to manage. In gen-

_ _ eral, if there is a choice over which interface
When an attribute group is removed, all of they, yse—regular attributes or binary attributes,
directory was created to house the attributes, i5inary attributes. They should only be used for

is also removed. specific purposes.

Good examples of attribute groups and their
uses can be found in the network device statis-

tics code. Its sysfs interface is in the file 11 Current sysfs Users
net/core/net-sysfs.c

The number of applications that use sysfs di-
10 Binary Attributes rectly are few. It already provides a substantial

amount of useful information in an organized

format, so the need for utilities to extract and
Binary files are a special class of regular filesparse data is minimal. However, there are a few
that can be exported via sysfs using the datasers of sysfs, and the infrastructure to support
structure and functions listed in Table 14. Theymore is already in place.
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struct attribute_group {
char xname;
struct attribute xxattrs;
b
int sysfs_create_group(struct kobject *,
const struct attribute_group *);
void sysfs_remove_group(struct kobject *,
const struct attribute_group *);
Table 13: Attribute Groups
struct bin_attribute {
struct attribute attr;
size t size;
void xprivate;
ssize_t ( «read)(struct kobject x, char x, loff_t, size_ t);
ssize t ( =write)(struct kobject %, char x, loff t, size t);
int ( *xmmap)(struct kobject x, struct bin_attribute xattr,
struct vm_area_struct *xvmay);
b
int sysfs_create_bin_file(struct kobject x kobj,
struct bin_attribute x attr);
int sysfs_remove_bin_file(struct kobject x kobj,
struct bin_attribute xattr);

Table 14: Binary Attributes

udev was written in 2003 to provide a be found at freedesktop.org [1].

dynamic device naming service based on

user/administrator/distro-specified rules. It in-udev is based ofibsysfs a C library written

teracts with the/sbin/hotplug program, to provide a robust programming interface for

which gets called by the kernel when a varietyaccessing sysfs objects and attributes. Informa-

of different events occur. udev uses informatiortion about libsysfs can be found at SourceForge

stored in sysfs about devices to name and cor{3]. The udev source contains a version of lib-

figure them. More importantly, it is used as asysfs that it builds against. On some distribu-

building block by other components to providetions, it is already installed. If so, header files

a feature-rich and user-friendly device manageean be found in/usr/include/sysfs/

ment environment. and shared libraries can be found /iib/
libsysfs.so.1

Information about udev can be found at ker-

nel.org [2]. Information aboutHAL —an The pciutils package has been updated to use

aptly named hardware abstraction layer—carsysfs to access PCI configuration information,
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instead of usingproc/bus/pci/

[2]

A simple application for extracting and pars-
ing data from sysfs calledi has been written.
This utility can be used to display or modify

Greg Kroah-Hartman. udev, 2004.
http://www.kernel.org/pub/
linux/utils/kernel/hotplug/
udev.html

any attribute, though its true benefit is efforts to[3] The libsysfs Developers. libsysfs, 2003.

aggregate and format subsystem-specific infor-
mation into an intuitive format. At the time of
publication, it is still in early alpha stages. It
can be found at kernel.org [5].

[4]

12 Conclusion
[5]

sysfs is a filesystem that allows kernel subsys-
tems to export kernel objects, object attributes,
and object relationships to userspace. This in-
formation is strictly organized and usually for-
matted simply in ASCII, making it very acces-
sible to users and applications. It provides a
clear window into the kernel data structures and
the physical or virtual objects that they control.

sysfs provides a core piece of infrastructure in
the much larger effort of building flexible de-
vice and system management tools. To do this
effectively, it retains a simple feature set that
eases the use of its interfaces and data repre-
sentations easy.

This paper has described the sysfs kernel inter-
faces and the userspace representation of kernel
constructs. This paper has hopefully demys-
tified sysfs enough to help readers understand
what sysfs does and how it works, and with a
bit of luck, encouraged them to dive head first
into sysfs, whether it's from a developer stand-
point, a user standpoint, or both.
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Abstract This search is done by using the mathemat-

ical equivalent of biology’s natural selection

process. The values of the parameters to
One of the next obstacles in autonomic computthe solution are analogous to biology’s genes.
ing is having a system self-tune for any work-The genes/values that perform well will sur-
load. Workloads vary greatly between applica~jve, while the ones that under perform are
tions and even during an application’s life cy- pruned from the gene pool. Over time these

cle. Itis a daunting task for a system admin-genes/values evolve towards an optimal solu-
istrator to manually keep up with a constantlytjon for the current environment.

changing workload. To remedy this shortcom-
ing, intelligence needs to be putinto a system to

autonomically handle this process. One method-1 Genetic Algorithm terms
is to take an algorithm commonly used in arti-
ficial intelligence and apply it to the Lin®

The termgenerefers to a variable in the prob-
kernel.

lem that is being solved. These variables can
be for anything as long as changing their value

auses a measurable outcome. A gene is a piece
of the solution.

This paper covers the use of genetic-algorithm
to autonomically tune the kernel through the
development of the genetic-library. It will dis-

cuss the overall deSigned of the genetic-libraryA” of the different genes Comprise ahild.
along with the hooked schedulers, current Sstagach child normally has different values for
tus, and future work. Finally, early perfor- their genes, which makes each child unique.
mance numbers are covered to give an idea aghese different value and combinations allow
towards the viability of the concept. some children to perform better than others in
a given environment. A single child is a single
possible solution to the given problem.

1 Whatis a Genetic Algorithm All of the children make up gopulation A
population is a set of solutions to the given

problem.
A genetic algorithm, or GA, is a method of

searching a large space for a solution to a probwhen a set of children are put together, they
lem by making a series of educated guessesreate ageneration A generation is the time

o 327 o
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that all children perform before the natural se-state must be given to the genetic-library. For
lection process prunes some children. The reinstance, the plugins need to gigenetic_
maining children becomgarentsand create ops, which are implementation specific call-
children for the next generation. back functions that the genetic-library uses.
The child lifetime, the number of genes, and

The measure of how well a child is perform-the number of children must also be included
ing is afitnessmeasure. This is the numerical for each phenotype.

value assigned to each child at the end of a gen-
eration.

A phenotypds the end result of the genes in-2-2 Genetic library life-cycle
teraction. In biology, an example would be eye
color. There are a number of genes that affect

eye color, but only one color as an end resultan implementation of a genetic algorithm can

In a genetic algorithms specific genes impactary, but the genetic-library uses the following
specific fithess outcomes. one:

Much how evolution works in the wild, a ge-
netic algorithm takes advantagerotitationgo

introduce new genes into the gene pool. This Create initial population
is to combat a limited set of genes that may
have worked well in the old environment, but
does not have the optimal result in a changing
environment. Mutations also aid in premature
convergence on less-than-optimal solutions.

Run generation

Assign fitness

2 Genetic-Library

Rank children
As the name implies, the genetic-library is a
library where components in the kernel can
plug into to take advantage of a genetic algo-
rithm. The advantage of the genetic-library is
that components do not have to create their own
method of self-tuning. The genetic-library cre-
ates a unified path that is flexible enough to Crossover
handle almost any tuning that a component has
need for.

Natural selection

Mutate
2.1 Registering

Before the genetic-library is used, components

first must register with it. When registering, Figure 1. Life Cycle
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2.2.1 Create the initial population to a child. This fitness value is used to rank
the children against each other. Depending on

The first step in a genetic algorithm is to Creaté'mplementation, the'fitness calculat.ion is either
an initial population of children with their own done at the completion of a generation, or at the

set of genes. Usually, the children’s genes argnd of a child’s lifetime.

given values that spread across the entire sear|<:._lrbr the genetic-library, the fitness calcula-
space. This helps facilitate the survival of thetion is done at the cénclusion of a child’s

fittest. lifetime through thecalc_fitness() call-

The genetic-library makes calls into the compo-baCk' This function looks at the snapshot of

nents through the registeragnetic_ops the performance counters from the beginning

. of the child’s lifetime, and takes the delta of the
F h ph [l of the chil - ' e .
a?erdeti? ou%het?%tép;éa cr?il J ()e chl dcrzlrllbzr:kcrecounters at the end of the lifetime. Since these

. . number ar lly normaliz ween all th
This callback can initialize genes in a number umber are usually normalized between all the

of ways. The most common is by spreading thechildren, the delta is usually all that is needed.

gene values across the entire search space. There are certain other phenotypes where the

fitness calculation must be done at the end of a
generation. This is usually when the phenotype

2.2.2 Rungeneration contains general tunables that affect other phe-
notype’s outcome. In this casalc_post_
In a genetic algorithm, all the children in the fitness() is used. This routine normalizes

current generation are run in serial. The chil-all the different fitness values by taking the av-
dren plug their genes into the system and rurgrage ranking of all the children in the affected
for a slice of time. Once all of the children phenotypes. The average ranking is used as a
in the generation have completed their run, thditness measure.

generation is over.

In the genetic-library, the first child in every 2.2.4 Rank children
phenotype callgenetic_run_child() to

kick off the generation. This function sets gjng the fitness value assigned, children are
the genes to be used with tiset_child_ then ranked in order of their performance. Chil-

genes() callback. Next, it takes a Sn"’”OShc’tdren with well-performing genes get a higher
of performance counters for the fitness mea’ranking.

surement to determine how well this child per-

formed. Finally, a timeout is set that will con- |n the genetic-library’sgenetic_split_

clude the child’s lifetime. That timer func- performers() . a bubble sort is used to or-
tion is used to switch to the next child through der the children according to their fitness.
genetic_switch_child()

2.2.5 Natural selection operation
2.2.3 Assign fitness to children

The same way Darwin’s natural-selection pro-
One of the most difficult pieces of a genetic al-cess works in the wild, it works in the genetic
gorithm is assigning an accurate fithess numbealgorithm. Those genes that perform well in
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the given environment, will survive, and those2.2.7 Mutation Operation
that perform poorly will not. This enables the
strongest genes to carry on to the next gener

tion a|=0 combat premature convergence on a solu-

tion, a small number of mutations are intro-
duced into the population. These mutations

In the genetic-library, the bottom half of the also aid in changing environments where the
population that under performs is removed.current gene pool performs less-than-optimal.

This replacing of part of the population is o
known as a steady-state type of algorithmAftér the new population is created, genes

There is also a generational type of algorithm@'® Picked randomly and randomly modified.

where the entire population is replaced. For in-1"€Se mutations keep the population diverse.

stance, in implementations that make use of &t@ying diverse makes the algorithm perform a
roulette wheel algorithm, the whole population9/obal search.

is replaced, but the children that have higher

fitness have a proportionally higher chance o#n the genetic-library, mutation is do_ne on some
their genes being passed on. percentage of all the genes. Mutations are ran-

domly done on both new children, and par-
ents. Once the individual from the population
is picked, a gene is randomly selected to be mu-
tated. The gene either has a new value picked at
random, or else is iteratively modified by hav-
2.2.6 Crossover Operation ing a random percentage increase or decrease
in the gene’s value.

On a system, workloads are always changing.

This operation is the main distinguishing fac- _
tor between a genetic algorithm and other opti-_SO the population needs to always be chang-

mization algorithms. The children that survived'n9 to cover the current solution search space.

the natural selection process now become paf'--0 counteract this moving target, the genetic-

ents. The parents mate and create new childlreJH)rary varies the rate of mutatllon'dependlng
to repopulate the depleted population. on how well the current population is perform-
ing. If the average fitness for the population de-

creases past some threshold, then it appears as
There are a number of methods for crossovelf the workload is changing and the current pop-
but the most common one in the genetic-libraryulation is not performing as well. To counteract
is similar to the blending method. For all this new problem/workload, the mutation rate
of the phenotypes that have genes to combings increased to widen the search space and find
(some phenotypes are just placeholders for fitthe new optimal solution. There is a limit on the
ness measures and their child’s rankings arenutation rate, so not to have the algorithm go
used to determine fitness for another phenospiraling out of control with mutations bringing
type), each gene receives X% of parent Asthe population further and further away from
gene value and add in 100-X% of parent B’sthe solution. Conversely, if the fitness is in-
gene value. X is a random percentage betweecreasing, then it appears that the population is
0 and 100. The end result is that the child hagonverging on an optimal solution, so the mu-
a gene value that is somewhere randomly in théation rate decreases to not introduce excessive
middle of parent A's, and parent B’'s genes.  bad genes.
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component _ genetic-library calls a child. However in the
s child genetic library context, it refers to a popula-
genes tion of children that affect a specific fitness

measure. Phenotypes were introduced into the
genetic library to increase granularity of what
could be tuned in a component. Before pheno-
L/ types there was one fitness routine per compo-
nent. This fitness function could look at mul-
tiple performance metrics, but all the genes for
the component would be affected regardless if
Figure 2: Structure Layout they had nothing to do with some of the per-
formance metrics. For example, some of the
genes that impact real-time process schedul-
ing were being judged by fitness metrics that
looked at throughput. With the introduction

children

2.3 Framework

Thestruct genetic_s is the main struct ©f phenotypes, the fitness measure of real-time
that contains the state for each componenperformance would only affect the genes that
plugged into the genetic-lib. impacted real-time.

This general structure contains all of the pheno- heé next problem that came about with pheno-
types in thestruct phenotype_s . Aphe- types was what to do with the genes that af-
notype is created for each specific measurablfect & number of fitness metrics. For example,
outcome. time-slice affects fithess measures like number

of context switches, and total delay. The solu-
Within each phenotype, is an arraysifuct tion lies with adding a hierarchy of phenotypes

genetic_child_s or children. Each child that affect other phenotypes. This is done by
will contain an array of genes that are specificassigning a unique ID’s, arid, to each pheno-
to that phenotype. Since some genes may atype. Auid is really a bitmask of phenotypes
fect multiple fitness measures, those genes ait@at affect it.

usually put into a phenotype that encapsulates

other phenotypes. This will be discussed fur-

ther in the next section.
3 Hooked components

Each gene has struct gene_param as-

S?g'a;ﬁ?e;’vg?e't' ivlgnthI?sgurzﬁﬁirr?u:zea%ilnizme genetic-library can be hooked into pretty
brop 9 ' much any component that can be tuned. For the

maximum value _for a gene, along with its d.e.'initial implementation, the Zaphod CPU sched-
fault value are given. If a gene has a specific

) ) . uler and the Anticipatory I/O scheduler were
function to mutate it, that can also be prowded.picke d patory

The Zaphod CPU scheduler was attractive to
use because of its heavy integration with sched
stats. Having extensive scheduler statistics
Some other genetic algorithms refer to phe-made it much easier to create good fitness rou-
notypes as something comparable to what thénes.

2.4 Phenotypes
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sched_rr_time_slice )
determines the size of the time slice given 1@_threshold
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The Anticipatory 1/O scheduler was also desir-
able because modifying the tunables could af-
fect the schedulers performance greatly.

3.1 Zaphod CPU scheduler

The Zaphod CPU scheduler emerged from the
CPU scheduler evaluation work.
gle priority array O(1) with interactive response
bonuses, throughput bonuses, soft and hard
CPU rate caps and a choice of priority based
or entittlement based interpretation of “nice.”

It iIs a sin-

3.1.1 Configurable Parameters

The behavior of this scheduler is controlled

by a number of parameters and since there
was noa priori best value for these parame- max ia bonus
ters they were designed to be runtime config- ctive
urable (within limits) so that experiments could

be conducted to determine their best values.

One of the principal advan-
tages of using a single priority array is
that a task’s time slice is no longer tied
up controlling its movement between the
active and expired arrays. Therefore all
tasks are given a new time slice every
time they wake and when they finish their
current time slice. This parameter deter-
mines the size of the time slice given to
SCHED_NORMA&SKs.

This parameter

to SCHED_RRasks.

The single priority
array introduces the possibility of starva-
tion and to handle this Zaphod includes
an O(1) promotion mechanism. When the
number of runnable tasks on a run queue is

bgnd_time_slice_multiplier

initial_ia_bonus

greater than 1, Zaphod periodically moves
all runnableSCHED_NORMA#hBsks with

a prio value greater thanrMIAX_RT_
PRIO towards the head of the queue.
This variable controls the interval between
promotions and its ratio to the value of
time_slice can be thought of as con-
trolling the severity of “nice.”

Tasks
with a soft CPU rate cap are essentially
background tasks and generally only run
when there are no other runnable tasks on
their run queue. These tasks are usually
batch tasks that benefit from longer time
slices and Zaphod has a mechanism to give
them time slices that are an integer multi-
ple oftime_slice  and this variable de-
termines that multiple.

In order to enhance inter-
active responsiveness, Zaphod attempts to
identify interactive tasks and give them
priority bonuses. This attribute determines
the largest bonus that Zaphod awards. Set-
ting this attribute to zero is recommended
for servers.

When interactive
tasks are forked on very busy systems
it can take some time for Zaphod to
recognize them as interactive. Giving
all tasks a small bonus when they fork
can help speed up this process and this
attribute determines the initial interactive
bonus that all tasks receive.

When Zaphod needs to de-
termine a dynamic priority (i.e., prio
value) it calculates the recent average
sleepines§.e., the ratio of the time spends
sleeping to the sum of the time spent on
the CPU or sleeping) and if this is greater
than the value ofa_threshold it in-
creases the proportiomgeractive
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bonus ) of max_ia_bonus that it will 3.1.2 Scheduling Statistics
award this task asymptotically towards 1.

As can be seen from the above description
cpu_hog_threshold At the same time it ©Of Zaphod’s control attributes, Zaphod needs
calculates the task6PU usage ratgi.e. data on the amount of time tasks spend on run
the ratio of the time spent on the CPU dueues waiting for CPU access in order to com-
to the sum of the time spent on a runPute task bonuses. The kernel does not cur-
queue waiting for CPU access or sleeptently provide this data so Zaphod maintains
ing) and if this is greater than the value of itS own scheduling statistics (in nanoseconds)
cpu_hog_threshold it decreases the for both tasks and run queues. The schedul-
task’sinteractive_bonus asymptot- Ing statistics of interest to this paper are the
ically towards zero. From this it can be 'un queue statistics as they are an indication of
seen that the size of the interactive bonughe overall system performance. The following
is relatively permanent. statistics are kept for each run queue in addition
to those already provided in the vanilla kernel:

max_tpt_bonus Zaphod also has a mech-
anism for awarding throughput bonuses total_idle The total amount of time
whose purpose is (as the name implies)  (since boot) that the CPU associated with
to increase system throughput by reduc-  the run queue wasidle. This is actually de-
ing the total amount of time that tasks rived from the total CPU time for the run
spend on run queues waiting for CPU ac- queue’s idle thread.
cess. These bonuses are ephemeral and )
once granted are only in force for one task t0t&/_busy  The total amount of time

scheduling cycle. The size of the through-  (Since boot) that the CPU associated with
put bonus awarded to a task each schedul- (€ run queue was busy. This is actually
ing cycle is decided by comparing the re- derived from the total time that the run
cent averagelelay timethat the task has queue’s idle thread spent off the CPU.

been suffering to the expected delay time
based on how busy the system is, the task’s
usage patterns and static priority. It will be
a proportion of the value omax_tpt_

bonus . This bonus is generally only ef-  total_rt_delay The total amount of time
fective when the system is less than fully  (since boot) that real time tasks have spent

loaded as once the system is fully loaded  on this run queue waiting for access to its
it is not possible to reduce the total delay CPU.

time of the tasks on the system.

total_delay The total amount of time
(since boot) that tasks have spent on this
run queue waiting for access to its CPU.

total_intr_delay The total amount of
time (since boot) that tasks awoken to ser-
vice an interrupt have spent on this run
gueue waiting for access to its CPU.

current_zaphod_mode As previously
mentioned, Zaphod offers the choice of a
priority based or an entitlement based in-
terpretation of “nice.” This attribute deter- total rt_intr_delay The total amount
mines which of those interpretations is in of time (since boot) that real time tasks
use. awoken to service an interrupt have spent
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on this run queue waiting for access to itsPhenotypes might not always have genes in

CPU.

total_fork_delay

The total amount of

their children. This is done in when the phe-
notypes are just being used for their fitness
measures. The children that perform well are

time (since boot) that tasks have spent 0fanked accordingly. Thgeneral phenotype
this run queue waiting for access 10 itS|oqq at the average ranking of the children of

CPU immediately after forking.

total_sinbin

The total amount of time The general
(since boot) that tasks associated with thi
run queue have spent cooling their heels intypes

all the phenotypes under it.

phenotype also has a weights

Sissociated with each of its subsidiary pheno-

The phenotypes that have a greater

thesin binas a consequence of exc:eedinqmpt,jlct on the general phenotype gets higher

their CPU usage rate hard cap.

real-time

[%chedﬁrritimeislice

interactiveness

ia_threshold
cpu_hog_threshold

ol

general

time_slice
max_ia_bonus
max_tpt_bonus
bgnd_time_slice_multiplier
zaphod_mode

initial-interactiveness

—

initial_ia_bonus

total-delay

context-switches

E
[
[

N

Figure 3: Zaphod Phenotypes

3.1.3 Phenotypes

weights associated with them. For instance, the
total-delay phenotype is three times more
important than theeal-time  phenotype.

To actually calculate the fithess for the
general phenotype’s children, the first child
looks at what place it ranked in each pheno-
type, betweerl-NUM_CHILDREN and then
multiply its place by the weight associated with
that phenotype to get a final fithess number
for that child. A quick example would be
if a child was ranked as the worst perform-
ing in real-time  , it would receive 1 point
(top rank gets the most points, lowest gets the
least) times theeal-time  weight, which is

1. However, in theotal-delay phenotype,

it was the second best performer, and receives
NUM_CHILDREN-1Jpoints. Assume that there
are 8 children. The child would receive 7 points
(ranked second best), timéstal-delay 'S
weight, which is 3.

The final fitness number would be:

_ _ _ real-time: 1*1
In Figure 3, there are six phenotypes listed total-delay: + 7 * 3
along with the genes that exist within them. —— °~
All of the phenotypes have their own fitness .41 fitness: 22

measures.
ness measures takes the deltaadél rt

delay for each child. The fithess measure no
only affectssched_rr_time_slice , but

also affects all of the genes in tlyeneral
phenotype.

For examplegal-time ’s fit-

t3'2 Anticipatory 10 scheduler

The anticipatory 1/0 scheduler, or AS attempts
to reduce the disk seek time by using a heuris-
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tic to anticipate getting another read request irat the delta of number of 1/0O operations com-
close proximity. This is done by delaying pend-pleted during a child’s lifetime. This fitness
ing 1/0 with the expectation that the delay of routine helps balance out the idea of pure
servicing a request will be made up for by re-throughput. This gives a small fithess bonus to
ducing the number of times the disk has to seeka large number small I/O’s.

The anticipatory I/O scheduler was developeqn the throughput
on one large assumption, that there was onl
one outstanding I/O on the bus, and only on
head to seek. In other words, it assumed th
the disk was an IDE drive. This works very n
well on most desktops, however, in most server

environments, they haye SCSldisks, Wh'ch CanI'helatency phenotype measures the time all
handle many outstanding 1/0Os, and many times - . ]
equests sitin the queue. This should help com

these disks are setup in a RAID environmen{) .
: at I/O starvation.
and have many disk heads.

phenotype, the fithess
%imply looks at the number of sectors read or
Swritten in during a child’s lifetime. This phe-
otype makes sure data is actually moving, and
ot just servicing a lot a small requests.

number operations

‘ \\ general 4 Performance numbers

read_expire

throughput write_expire

read _batch expire
antic_expire

max_thinktime

: The main goal of the genetic-library is to in-
latency /« - crease performance through autonomically tun-

ing components of the kernel. The performance
gain offered by the genetic-library must out-
weigh the cost of adding more code into the
_ o kernel. While there is no hard-and-fast rule to-
Figure 4. Anticipatory I/O Scheduler Pheno-\yards what percentage increase is worth adding
types X number lines of code, gains should be mea-
surable.

3.2.1 Phenotypes In the performance evaluation, an OpenPower

710 system, with 2 CPUs, and 1.848 giga-
Figure 4 shows how three of the four pheno-pytes of RAM was used. The benchmarks were
types are just placeholders for fithess measureggnducted on a SLES 9 SP1 base install with
Only thegeneral  phenotype contains genes. 5 2 6.11 kernel. More system details can be

The three phenotypes that are just fithess mee(gund in Appendix A.

sures are in place to make sure all workloads
are considered, and not favor one type of work- N€ base benchmarks were conducted on a
with the PPC64 default

load over another. They are agnostic towardStoCk 2.6.11 kernel, ,
the type of I/O, whether it is a read or write. ~ €ONfig.  On the benchmarking of each com-
ponent utilizing the genetic-library, only the

The num_ops phenotype only exists for fit- genetic-library patches for the component be-
ness measurements. The fitness routine lookag exercised at that time were in the kernel.
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4.1 Zaphod CPU scheduler problems with the other types of I/O operations
such as sequential writes and random reads.
To benchmark the Zaphod CPU Scheduler,]h€se other I/O types of operations can do bet-
SPECjbb200® was used. This benchmark t€r when the AS is tuned for them. If the
is a good indicator of scheduler performanced€netic-library did its tuning correctly, there
Due to these runs being unofficial, their formalShould be a performance increase across all
numbers cannot be published. However, a pefyP€s of workloads.
centage difference should be sufficient for whatr, generate these workloads, the flexible file

this paper intends to look at. system benchmark, or FFSB was used. The
5.50% FFSB is a versatile benchmark that gives the
5.00% ability to simulate any type of workload[2].

4.50%

4.00%

For the benchmarking the AS genetic-library
plugin, FFSB sequentially went through a
series of workload simulations and returned
the number of transactions-per-second and the
throughput. This experiment was conducted on
a single disk ext3 file system.

3.50%

3.00%
2.50%
2.00%
1.50%
1.00%

0.50%
550
123456 7 8 91011121314151617 1819202122 500
450

Warehouse 400

350

300

Figure 5: SPECjbb results—GA plugin to Za- =

200

phod 200
50
o

0.00%

The performance improvement ranged from
1.09% _to 5.11% in all of the Warehpuses tested. Mo Moo

There is a trend towards a larger improvement

as the number of warehouses increase. Thisigure 6: FFSB transactions per second—
indicates that the genetic-library helped Za-pnticipatory Plugin

phod scale as the load increased on the sys-

tem. The warehouses averaged an improvedith the exception of one workload, there were
ment of 3.04%, however the SPECjbb peak perperformance improvements across the board.
formance throughput only showed a 1.52% im-The largest increase was in the 256K random
provement. The peak performance throughpuwrite workload. The genetic-library version
difference may not be valid due to the perfor-had a 23.22% improvement over a stock AS.
mance peaking in different warehouses. Thafhe average improvement of all tested work-
difference makes the two throughput numberdoads was 8.72%.

unable to be measured directly against one an- o
other yad The one workload where the genetic-library de-

graded performance was the sequential read
o workload at —0.74%. This is not surprising
4.2 Anticipatory I/O scheduler because the AS is optimized specifically for
this workload, and the genetic-library’s tunings
The Anticipatory 1/0O scheduler is tuned to do might not get any better than the default set-
sequential reads very well[1]; however, it hastings. The performance loss can be attributed

random  random  sequential sequential sequential
k. read read dio write
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to the genetic library’s attempts at finding bet-tuned with the genetic-library. Some of them

ter tunings. When the new tuning solution isinclude scheduler domain reconfiguration, full

attempted it will probably be less-than-optimal.1/O scheduler swapping, plugsched CPU sched-
uler swapping, packet scheduling, and SMT
scheduling.

5 Conclusion & Future work The next major feature of the genetic-library
will be workload fingerprinting. The idea is to
bring back the top-performing genes for certain
workloads. By being able to identify a partic-
ular workload, the history of optimal tunings
At the present time, the Anticipatory I/O for that workload can be saved. These optimal
Scheduler sees large enough improvementgienes will be reintroduced into the population
that a strong argument can be made to add thehen the current workload matches a finger-
extra complexity into the kernel. The GA plu- printed workload. This will enable faster con-
gin to Zaphod also sees substantial gains in pemergence when workloads change.

formance, especially when the system is under

a high load. If only throughput was a concern .

on the CPU scheduler, then inclusion into the>-3 €onclusion

kernel should be considered. However, there

are number of other factors that must be Iooked].he genetic-library has the ability to put intel-

at. The biggest one s, how well the system a‘Iscﬁgence into the kernel, and gracefully handle

[ir:/aelntalns interactiveness, which is very subjec-even the most malevolent of workloads. Hope-

fully, it will pave the way towards a fully auto-
In the near-term, the GA plugin to Zaphod nomic system and the elimination of the system

should only be used in a server environmentadmin dependency.
This is because a desktop environment is partic-

ularly malicious for the genetic-library. There

are numerous CPU usage spikes that can ske

performance results. On top of the CPU usagei,ﬁlegal Statement
there are the interactiveness concerns. A user

expects to see instant reaction in their interaccopyright 2005 1BM.

tive applications. If the genetic library goes off

on a tangent to try finding a new optimal tun- This work represents the view of the author and does
ing, a time-slice may go much longer than isnot necessarily represent the view of IBM nor Au-
acceptable by a desktop user. New features arema Pty Ltd.

planned for the genetic-library to help converge

registered trademarks of International Business Ma-
chines Corporation in the United States, other coun-
5.2 Future work tries, or both.

5.1 Kernel Inclusion viability

SPEC and the benchmark name SPECjbb2000 are
There are other areas of the kernel that areegistered trademarks of the Standard Performance
being investigated for their viability of being Evaluation Corporation.
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Linux is atrademark of Linus Torvalds in the United
States, other countries, or both.

Other company, product, and service names may be
trademarks or service marks of others.

All the benchmarking was conducted for research
purposes only, under laboratory conditions. Results
will not be realized in all computing environments.

References in this publication to IBM products or
services do not imply that IBM intends to make
them available in all countries in which IBM op-
erates. This document is provided “AS 1IS,” with no
express or implied warranties. Use the information
in this document at your own risk.
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Appendix A. Performance System

IBM OpenPower 710 System

2-way 1.66 Ghz Power5 Processors
1.848 GB of memory

2 15,000 RPM SCSI drives

SLES 9 SP1

2.6.11 Kernel




