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Best Practices for Orgs with Multiple Data Spaces

Use Shell Permission Sets to Manage Data Spaces

If your org uses multiple data spaces, you can simplify Data 360 administration by using a
combination of role-based standard permission sets and data space-specific permission
sets. If you use shell permission sets, you don’t have to manually update permission sets
when changes are made in Data 360.

Permission sets are stackable. Users are granted access based on the combination of all
permission sets assigned to them. This functionality means that you don’t need to clone
your standard permission sets in order to grant more permissions to your users. Instead,
combine multiple permission sets to create variations on standard access, such as access to
specific data spaces.

In order to access a feature within a specific data space, each user needs to have two types
of access:

1. Atleast View access to the feature’s definition object
2. Atleast View access to the Feature Permissions in a specific data space

Standard Data 360 permission sets only grant access to feature definition objects.

You must also grant access to the feature in each specific data space you want the user to
have access to.

Example

Suppose your org uses two data spaces, A and B, to separate data about your two brands.
Some managers in your marketing department work only with brand A, some only with
brand B, and a few with both A and B.

You could handle this situation by cloning the Data Cloud Activation Manager standard
permission set three times.



Standard Permission Set
(assigned to users)

Cloned Permission Sets
(assigned to users)

Access Granted by Cloned
Permission Set

Data Cloud Activation
Manager

Data Cloud Activation
Manager with Brand A Data
Space

Data Cloud Activation Manager in
Data Space A

Data Cloud Activation
Manager with Brand B Data
Space

Data Cloud Activation Manager in
Data Space B

Data Cloud Activation
Manager with Brand A+B
Data Spaces

Data Cloud Activation Manager in
Data Space A+B

If you use cloned standard permission sets to assign data space access in this way, you’ll
have to manually update your three cloned permission sets every time Data 360 updates

standard permission sets.

You can use standard permission sets while also giving access only to certain data spaces.
Give each user a standard permission set that fits their role, and one or more permission
sets to give access to data spaces.

Role-Based Standard
Permission Set

Data Space-Specific Shell
Permission Set

Cumulative Accesses

Data Cloud Activation
Manager

Data Space A

Data Cloud Activation Manager in
Data Space A

Data Space B

Data Cloud Activation Manager in
Data Space B

With this combination of permission sets, you can flexibly grant access in 3 different
combinations and avoid the need to update cloned permission sets.

e Data Cloud Activation Manager features in Data Space A
e Data Cloud Activation Manager features in Data Space B
e Data Cloud Activation Manager features in both Data Space A and Data Space B




Grant Access to Data Spaces with Data Space-Specific
Permission Sets

These empty permission sets work in combination with standard permission sets to assign
access to specific data spaces.

1.

N

Create a custom permission set.
Under Data Cloud Data Space Management, associate a data space to the
permission set.

3. Click the data space name.
4. Click Edit.

5.

6. Click Save.

Under Feature Permissions, select View and Customize for all features.

Don’t add other permissions or associate other data spaces with the permission set. Assign
the permission set to all users who should have access to the data space.

Migrate Standard Permission Sets

Create User Access Policies to Migrate Users

You can use user access policies to transition all users with a specific Data 360 permission
set to a different permission set.

User Permissions Needed

To modify user access policies: Manage User Access Policies

Follow these steps to migrate all users assigned to a specific permission set to a new
permission set.

To migrate subsets of users, add additional criteria to define your subgroups.

1.

From Setup, in the Quick Find box, enter User Management Settings, and then select
User Management Settings. Make sure that both the User Access Policies and
Enhanced Interface for User Access Policies settings are enabled.

. In the Quick Find box, enter User Access Policies, and then select User Access

Policies.

Click New User Access Policy.



"5 Setup Home  Object Manager

.
Q_ User Access Policies 2J
Eo SETUP New User Access Policy

User Access Policies
v Users

I User Access Policies e

Didn't find what you're looking for?
Try using Global Search.

No user access policies

After you create user access policies, you'll see them here. Learn More

4. Enter a value for the Policy Name and Description. The API Name auto-populates.

5. Click Save.

° Create a New User Access Policy

*Policy Name * APl Name

[ Move Data Aware Specialists ] [ Move_Data_Aware_Specialists

Order @

E

Description

Grant users with the Data Cloud Data Aware Specialist perm set the Data Cloud Architect J
perm set.

Cancel

6. On the user access policy’s detail page, click Edit Criteria to configure the policy’s user
criteria filters and actions.

7. Under Define User Criteria, select the following.
a. For Resource, select Permission Set



b. For Operator, select Equals
c. For Value, select the API name of the permission set users currently have.

8. Under Define Actions, select the following.
a. For Action, select Grant
b. For Target, select Permission Set
c. For Value, select the API name of the permission set you want to grant to
users.

9. Click Save.

... > USER ACCESS POLICIES > USER ACCESS POLICY '"MOVE DATA AWARE SPECIALISTS'

&

L Move Data Aware Specialists

Define User Criteria
Select up to three filters for which users of this policy are applied to.

*Resource * Operator *Value

0 [ Permission Set v ] [ Equals v ] [ GenieMarketingDataAwareSpecialist v

<+ Add Condition

Select additional user fields to filter on.

*Resource * Operator Value

e [ Select... v Select... v Enter text...
<+ Add Condition

Define Actions
Select the actions applied by the user access policy.

* Action *Target *Value

[ Grant v ] Permission Set v ] GenieAdmin v ]

+ Add Action

Cancel Save

10. Click Apply Policy. You can select a subset of users to apply the policy to, or click Apply
to All.



SETUP > USER ACCESS POLICIES
i3 Move Data Aware Specialists

v= Edit Criteria H # Edit Details H & Delete ]

API Name Status Created By Last Modified By

Move_Data_Aware_Specialists Design o OrgFarm EPIC O OrgFarm EPIC
Namespace Prefix Trigger Type Created Date Last Modified Date
8/4/2025, 09:38 PM PDT 8/4/2025, 10:08 PM PDT
Order Description
1 Grant users with the Data Cloud Data Aware Specia...
Apply Policy to Users that Meet Criteria Automate Policy
Manually apply the user access policy in a one-time operation to the users who currently meet this policy's user Set the user access policy to run automatically after a triggering event, such as when a user is created or
criteria. updated.

& Apply Policy @ %, Automate Policy

User Criteria (1) Actions (1)  Recent User Access Changes

Take Action When All Conditions Are Met

v | Resource v | Operator v | value v

Permission Set Equals (Case Sensitive) GenieMarketingDataAwareSpecialist

To confirm that the users were granted access correctly, review their individual user records.
On the policy’s detail page under Recent User Access Changes, you can see when this policy
was applied and the affected users.

After you've assigned new permission sets, use user access policies to revoke old perm sets.



Reference Materials

Original, Changed, and New Permission Set Names
Most original permission sets will be deprecated or renamed on September 4.

The two new Data Cloud Activation Manager and Data Cloud Activation Specialist
permission sets will become available on September 4.

The Data Cloud AI Specialist and Data Cloud Data Governance Specialist permission sets
become available in November, 2025.

Graphic

Pre-Transition Perm Sets Deprecated Perm Sets Post-Transition Perm Sets

Data Cloud Admin g Data Cloud Architect

Data Cloud User g Data Cloud User

Data Cloud Marketing Admin - (Legacy) Data Cloud Marketing Admin

Data Cloud Data Aware Specialist -= (Legacy) Data Cloud Data Aware Specialist

Data Cloud Marketing Manager == (Legacy) Data Cloud Marketing Manager + Data Cloud Activation Manager

Data Cloud Marketing Specialist kg (Legacy) Data Cloud Marketing Specialist + Data Cloud Activation Specialist
+ Data Cloud Al Specialist

+ Data Cloud Data Governance Specialist

)



Accessible Table

This table contains the same information as the graphic but is formatted for greater

accessibility.

Original Permission Set Name

New Permission Set Name

Data Cloud Admin

Data Cloud Architect

Data Cloud Marketing Admin

(Legacy) Data Cloud Marketing Admin

Data Cloud Data Aware Specialist

(Legacy) Data Cloud Data Aware
Specialist

Data Cloud Marketing Manager

(Legacy) Data Cloud Marketing Manager

Data Cloud Activation Manager

Data Cloud Marketing Specialist

(Legacy) Data Cloud Marketing Specialist

Data Cloud Activation Specialist

Data Cloud User

Data Cloud User

Data Cloud Al Specialist

Data Cloud Governance Specialist
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Permission Set API Name Reference

Use these permission set API names with User Access Policies.

Permission Set Name Permission Set API Name

11



Permissions in Original and Revised Data 360 Permission Sets

Accesses granted by the revised and new permissions sets are more granular than accesses
in similar legacy permission sets. To mimic the permissions available in legacy permission
sets, consider assigning more than one standard permission set to users.

Legend
4 - The permission set grants Create, Edit, and Delete access to this feature
= - The permission set grants View Only access to this feature

blank - The permission set doesn’t grant access to this feature or visibility to its tab

Period | All Before After After
September 4, 2025 September 4, 2025 | Nov 2025
License | Any | Data Cloud Segmentation & Data Cloud
Activation Add-On
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° ° T | T v | | | [ | | |©
@ =) =)
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Tab/Feature

Data Streams

Data Lake Objects

(DLOs)

Data Model
(DMOs)

Data Transforms

Data Graphs

Data Explorer

Query Editor

Identity

Resolution

Profile Explorer

Insights
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Data 360 Permission Set Transition Paths

After September 4, Data 360 marketing permission sets will be deprecated. We suggest
transitioning most users to the new permission sets. Review Permissions in Original and

Revised Data 360 Permission Sets to see how old and new permissions sets compare.
Pre-Transition Perm Sets Post-Transition Perm Sets

Data Cloud Admin

Data Cloud User

Data Cloud Marketing Admin

Data Cloud Data Aware Specialist s

Data Cloud Marketing Manager

Data Cloud Marketing Specialist

Accessible Table

Data Cloud Architect

Data Cloud User

Data Cloud Activation Manager

Data Cloud Activation Specialist

Renamed to better reflect the focus of
this role on architectural setup.

Same functionality as before: User can
see everything but edit nothing.

Replaces Marketing Manager, renamed to
move focus from marketing use cases.

Replaces Marketing Specialist, renamed
to move focus from marketing use cases.

8§ Data Cloud Data Govemance Spec. New perm set for users focused on
functionality to secure data.
+ Data Cloud Al Specialist New perm set for users focused on
functionality to power AL

This table contains the same information as the graphic but is formatted for accessibility.

Original Permission Set

Transitions to

New or Revised Permission Set

Data Cloud Admin

(Legacy) Data Cloud Marketing Admin — Data Cloud Architect
(Legacy) Data Cloud Data Aware Specialist
(Legacy) Data Cloud Marketing Manager — Data Cloud Activation Manager
(Legacy) Data Cloud Marketing Specialist N Data Cloud Activation Specialist
Data Cloud User — Data Cloud User

+ Data Cloud AI Specialist

+ Data Cloud Governance Specialist
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